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AB HARNOSANDSHUS

SAMMANTRADESPROTOKOLL

Datum: 2025-03-24

NR 2

Paragraf 10-18

Plats och tid:

Narvarande ledaméter:

Nirvarande ersittare:

Ej nérvarande:

Ovriga deltagande:

Utsedd justerare

Underskrifter

AB Harnésandshus konferensrum “Valsen” ki. 09.00 — 11.00

Ulf Rehnberg
Simon Henning
Roland Stenberg
Lars-Gunnar Hultin
Goran Sjégren

Catrine Rehnstrom
Brendan McCarthy

Ingemar Wiklund

Mats Héglund
Karin Hermans
Lena Drejare
Sofia Henriksson
André Viberg

Josephine Jonsson
Goran Albertsson, VD
Clemens Brannstrém

Jorgen Sjolund
Christina Viklund

Goran Sjogren

Sekreterare (S/é;{‘ (/

-

Ordférande

(tjanstgorande ersittare)
(tjanstgoérande ersittare)

representant for Fastighets

representant f6r Unionen

7

Ordf6rande

9:2

Justerare
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§10 Meotets 6ppnande
Ordférande Ulf Rehnberg 6ppnade métet och hilsade alla vilkomna.

Efter genomgéng av nérvarolistan konstaterades att tjinstgdrande ersittare istillet for
Mats Hoglund och Karin Hermans 4r Brendan McCarthy respektive Catrine
Rehnstrom.

§11 Val av justerare
Goran Sjgren utsags att justera dagens protokoll.

§12 Godkiinnande av dagordning
Anmilan av 6vriga fragor:
Dagordningen lastes upp och godkéndes.

§13 Foéregaende protokoll

Foregéende protokoll nr 1 2025 godkindes och lades till handlingamna.
§14 Uthyrningsliige / ekonomi

Information uthyrningslige/vakansgrad

Vakansldget redovisades per den 1 mars 2025.

Vanliga Stud.lgh Totalt
2025 35 st 0 st 35 st 2,13%
2024 34 st () st 34 st 2,06%
2023 34 st 0 st 34 st 2,06%
2022 40 st 0st 40 st 2,42%

Ekonomi
AB Himoésandshus resultatrapport per 2025-02-28 redovisades.
Se rapport med forklarande text enligt bilaga till kallelsen.

Styrelsen beslutade
att godkiinna resultatrapporten per februari 2025, samt
att ldigga rapporten till handlingarna
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§15

§16

Reviderad resultatbudget

Efter genomf6rda hyresforhandlingar 1amnades ett forslag till reviderad
resultatbudget for verksamhetsaret 2025. Se forslag med forklarande text enligt
bilagan till kallelsen.

Styrelsen beslutade

att godkiinna den reviderade resultatbudgeten for 2025.

Rapport skuldhantering

Aktuell lanesituation redovisades per 28 februari 2025.

2025 2024 2023
Laneskuld (mkr) 458,7 470,5 482,7
Genomsnittlig rénta 1,85% 1,57% 0,87%
Réntebindningstid 1,4 ar 1,3 ar 2,2 ar

Projektredovisning

Pagaende forvaltningsprojekt redovisades enligt bilaga till kallelsen.
Pagaende projekt Klimatinitiativet redovisades enligt bilaga till kallelsen.

Fastighetsforindringar

Information pdagaende fastighetsfordndringar
VD redogjorde Gver statusen for de pagdende ny- och ombyggnationer som ar
aktuella.

Nya bostdder pd Torsvik

Arbetet med att forbereda for nya bostéder p& Torsviksomrédet pagér. Befintlig
milj6station har rivits for att ge plats 4t de nya huskropparna. Nya underjordsbehallare
har installerats. Sanering av marken har genomforts.

Bygglov har lamnats in. Efter att bygglov erhallits, vilket berdknas ske i slutet av
mars, kan arbetet med grundldggning och pélning starta.

Trygghetsboende Norra Brinnan

Statens Bostadsomvandling forvérvar underutnyttjade eller tomma fastigheter av
kommuner och bygger om dessa for att darefter hyra ut den ombyggda fastigheten
genom en blockforhyming till kommunen eller Himd&sandshus i det hér fallet.

Kommunstyrelsen har beslutat att teckna en avsiktsforklaring med SBO som innebér
att en utredning ska genomftras som undersoker mdjligheterna att bygga om
fastigheten till ett trygghetsboende.

) /7
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Projektering och utredning tillsammans med Statens Bostadsomvandling pagar.
Skisser p& utformning av ldgenheter och fasader pagar och redovisades. Antalet
lagenheter har 6kat fran 14 till 19 for att forbittra kalkylen.

Arbetet med att &ndra detaljplanen for omradet pagar. De utredningar som krivs i
detaljplaneprocessen &ér genomforda. Detaljplanen beriknas skickas ut ps samrad i
bérjan av maj.

SBO har tagit fram en investeringskalkyl som samtliga parter upplever som
acceptabel. Arbetet fortskrider.

§17 Ovriga fragor
Uppfoljning mal affdrsplan 2024
Utfallet av de mél och aktiviteter som faststillts i AB Himdosandshus afférsplan for
2024 redovisades.
Styrelsen beslutade

att godkiinna rapporten samt,

att ldgga rapporten till handlingarna.

Resultatrapport Hemab Elforsdljning AB

Hemab Elforsiljning ABs resultatrapport per 2025-01-31 redovisades. Se
rapport med forklarande text enligt bilaga till kallelsen.

Styrelsen beslutade

att liigga informationen till handlingarna

Forsdkringsupphandling 2025

VD informerade om genomford forsakringsupphandling avseende
egendomsfOrsékring, ansvarsforsakring och rittsskyddsforsikring for perioden
2025-04-01-2028-03-31 med méjlighet till 1+1 &rs forlingning.

Fyra anbud ldmnades och Lansforsékringar Vasternorrland limnade
det ekonomiskt mest fordelaktiga anbudet.

Val av firmatecknare
Kommunfullmiktige i Himdsands kommun har utsett nya styrelseledamoter i
bolaget.

Styrelsen beslutade

att firman tecknas av styrelsen eller enligt féljande alternativ.
Firman tecknas av en av Ulf Rehnberg eller Simon Henning
i forening med Goran Albertsson. Dessutom har
verkstillande direktdren ritt att teckna firman betriffande
lopande forvaltningsatgirder.
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§18

Val av representant till AB Hirndsands kommunfastigheters och Hemab Elforsdljning
ABs drsstimmor den 13 maj 2025

Styrelsen beslutade

att utse Ulf Rehnberg och Roland Stenberg till Hiirnésandshus
representanter pi AB Hirnésands kommunfastigheters
arsstimma samt,

att utse Ulf Rehnberg som representant pa HEMAB
Elforsiljning ABs arsstimma.

Information fran ordforande

Ordftrande informerade om mdéten dar han deltagit samt informerade om att uppdrag
givits till vd att underséka mojlighetema till en styrelseportal f6r bolagens
styrelsehandlingar samt att ta fram en rutin 6ver hur ordférandes eventuella utldgg ska
attesteras. Uppdragen redovisas p& kommande styrelseméte.

Avslutning
Ordforande tackade alla narvarande och avslutade métet.

Justeringslista
Simon Henning

Roland Stenberg
Mats Héglund
Karin Hermans
Lars-Gunnar Hultin
Goran Sjogren
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AB HARNOSANDS SAMMANTRADESPROTOKOLL NR2
KOMMUNFASTIGHETER
Datum; 2025-03-24 Paragraf 10-18

Plats och tid: AB Hiamosandshus konferensrum »Valsen” kl. 11.00-12.00

Nérvarande ledaméter: Ulf Rehnberg Ordfrande
Simon Henning
Roland Stenberg
Lars-Gunnar Hultin
Goran Sjdgren

Nirvarande ersittare: Catrine Rehnstrém (tjanstgorande erséttare)
Brendan McCarthy (tjanstgorande erséttare)

Ej nérvarande: Mats Hoglund
Karin Hermans
Lena Drejare
Sofia Henriksson
André Viberg

Josephine Jonsson representant f6r Unionen
Ingemar Wiklund representant for Fastighets

Ovriga deltagande: Goran Albertsson, VD
Clemens Bréannstrom
J6rgen Sj6lund
Christina Viklund

Utsedd justerare Goran Sjdgren E

Underskrifter Sekreterare

Ordférande \/} ; Z%%?//(/O (\/

Justerare ; —
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§10

§ 11

§ 12

§13

§14

§15

§ 16

Meétets 6ppnande
Ordférande Rehnberg 6ppnade métet och hilsade alla valkomna.

Efter genomgéang av nérvarolistan konstaterades att tjinstgérande ersittare istallet for

Mats Hoglund och Karin Hermans dr Brendan McCarthy respektive Catrine
Rehnstrém.

Val av justerare
Goran Sjogren utsags att justera dagens protokoll.

Godkiinnande av dagordning
Anmédlan av ovriga fragor:

Dagordningen lastes upp och godkindes.

Foregaende protokoll
Foregaende protokoll nr 1 2025 godkéndes och lades till handlingarna.

Uthyrningsliage/ekonomi

Ekonomi

AB Hirnésands kommunfastigheters resultatrapport per 2025-02-28 redovisades.

Se rapport med forklarande text enligt bilaga till kallelsen.

Styrelsen beslutade

att godkiinna resultatrapporten per februari 2025, samt
att liigga rapporten till handlingarna.
Projektredovisning

Information pagdende projekt
Pégaende projekt redovisades enligt bilaga till kallelsen.

Fastighetsforandringar
Information diverse fastighetsforindringar

VD redogjorde 6ver statusen for de pagdende ny- och ombyggnationer som &r
aktuella.

Idrottshall Fastlandet

Projektet pagar. Bilder pé det pdgdende arbetet visades. I dagsléget #r det i huvudsak
invéndiga arbeten som pagar med iordningstéllande av ytskikt. Liktaren har monterats
och utvéndigt pdgr arbetet med trappen ner mot N Ringvigen samt stenléiggning
utanfor den l4ga byggnaden. Arbetet foljer tidplan och slutbesiktning &r planerad till

den 21 juli. Idrottshallen ska vara klar att tas i bruk nir hdstterminen startar.
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§17

Sérskilt boende for dldre — Jensenvigen

Arbetet med dldreboendet pd Jensenviigen pagér. Arkitekt och en landskapsarkitekt
haller pa att justera ritningarna si att byggnaden med tillhérande utemilj6 fér plats pa
den aktuella tomten. Parallellt med detta arbete p&gar detaljplanedandringen. Tekniska
konsulter har handlats upp och héiller p4 att genomf6ra erforderliga utredningar.

Forskola Fastlandet

Detaljplanearbetet pagéar. Samtliga undersdkningar som krévs i detaljplaneskedet har
genomforts. Entreprendren har tagit fram en visionsskiss 6ver utemiljon som ska
stimmas av med verksamheten. Ett informationsmdéte har héllits for de nérboende
kring forskolan. Enligt tidplan ska detaljplanen ut pa samrdd innan sommaren.

Bussdepa Saltvik
Kommunstyrelsen har fattat beslut om att ga vidare med projektering av en ny
bussdepa.

Detaljplanendring pagar genom kommunens forsorg. Detaljplanen beréknas antas i
slutet av april. Arkitekt har skissat p& utformning och placering av byggnaden pa
fastigheten. Upphandling av tekniska konsulter, som ska ta fram ett
forfragningsunderlag, kommer att ske inom kort. Enligt tidplan ska en upphandling av
totalentreprendr ske i slutet av aret och byggstart ar planerad till varen 2026. For att
byggnation ska kunna starta &r det viktigt att kommunen parallellt med ovan beskrivna
atgirder bygger en interngata si att entreprendrer kan angdra omrédet.

Entreprenaden ska vara férdigstélld till oktober 2027.

Ovriga fragor

Val av firmatecknare
Kommunfullmiktige i Hirnésands kommun har utsett nya styrelseledaméter i bolaget.

Styrelsen beslutade
att firman tecknas av styrelsen eller enligt foljande alternativ. Firman
tecknas av en av Ulf Rehnberg eller Simon Henning i férening med

Goran Albertsson. Dessutom har verkstillande direktoren riitt att
teckna firman betriffande l6pande forvaltningsatgéirder

Val av styrelseledaméter Hirnésand Handel AB

Till f61jd av val av nya styrelseledaméter i bolaget behdver nya ledaméter viljas till
Héamdsand Handel AB.

Styrelsen beslutade

att utse Ulf Rehnberg som ordinarie styrelseledamot i Hirnésand
Handel AB och Simon Henning som styrelsesuppleant
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§18

Rapport Hiarnésand Handel AB januari 2025
Se rapport med forklarande text enligt bilaga till kallelsen.

Styrelsen beslutade

att kiigga rapporten till handlingarna.

Avslutning
Ordforande tackade alla nirvarande och avslutade métet.

Justeringslista
Simon Henning

Roland Stenberg
Mats Hoglund
Karin Hermans
Lars-Gunnar Hultin
Goran Sjogren
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

ENERGI & H“.Jﬁ' HEMAB, Harnosand Energi och Miljo AB
556526-3745

Plats och tid: HEMAB, konferensrum Smitingen Harnésand, tisdag den 18 mars 2025 kl. 13.15-16.30

Narvarande ordinarie ledamoter:

Jasenko Omanovic, ordférande

Susanne Forsberg, vice ordférande

Ester Sundin Hemstrom, andre vice ordférande
Lennart Mohlin

Glenn Sehlin

Anders Nordstrom

Magnus Holm, personal

Narvarande suppleanter:

Rune Danielsson, tjanstgjorde for Maria Ljung
Lena Johansson

Isak Eriksson

Anders Bergqvist

Charlotte Hoglund Bystedt

Erik Gradin, personal

Ovriga:

Per Mellberg, VD

Fredrik Olsson, sekreterare

Par Marklund, produktionsingenjoér
Cathrine Edholm, chef Kommunalt avfall

Bilagor

1. VD-rapport

2. Manadsbokslut januari och februari
3. Passagesystem Atervinningscentraler
4. Avtal LBG-férsaljning

§ 20. Sammantradet 6ppnas

Ordférande Jasenko Omanovic férklarade sammantradet for 6ppnat.

§ 21. Val av protokolljusterare

Anders Nordstrom valdes att jamte ordférande justera dagens protokoll.

§ 22. Godkannande av foredragningslistan
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

ENERGI & H“.Jﬁ' HEMAB, Harnosand Energi och Miljo AB
556526-3745

Foredragningslistan godkandes utan andringar.

§ 23. Foregaende protokoll

Protokollet fort vid styrelsens sammantrade 2025-03-04 lades till handlingarna.

§ 24. VD-rapport
VD Per Mellberg redogjorde muntligt fér manadens VD-rapport enligt bilaga 1.

Rapporten lades till handlingarna.

§ 25. Avstamning av affarsplan

1. Fiarrvarme — Avstamning Projekt FV26
Projektingenjor Par Marklund foredrog arendet muntligt. Ett paraplyprojekt kallat FV26 har
initierats kopplat till den bristande I16nsamhet affaren lider av, bland annat beroende av
prisokningar pa biobransle, 1aga elpriser, varmare klimat och konkurrens av andra
uppvarmningsformer. FV26 samlar ett antal initiativ dar malet &r att nd ambitionerna i
affarsplanen och arbeta med kostnadsreduceringar och effektiviseringar. Marklund gick kort
igenom de olika initiativen och vilken ekonomisk paverkan de férvantas ge. Potentialen inom
ramen for projektet ar besparing och effektivisering om 16 Mkr arligen.

Rapporten lades till handlingarna.

§ 26. Ekonomi

1. Manadsbokslut januari 2025
Per Mellberg, vd, redogjorde for januaris manadsbokslut enligt bilaga 2. Resultatet efter
finansiella poster landade pa 8,3 Mkr, att jamfora med budget pa 10,8 Mkr. Ett betydligt
lagre elpris an budgeterat och ett varmare klimat bidrar till avvikelsen.

Rapporten lades med godkannande till handlingarna.

2. Manadsbokslut februari 2025
Per Mellberg, vd redogjorde for februaris manadsbokslut enligt bilaga 2. Resultatet efter
finansiella poster landade pa 2,8 Mkr jamfort med budget pa 8,1 Mkr.

Styrelsen noterar den ackumulerade ekonomiska avvikelsen pa knappa 8 Mkr sémre an
budget. Ett antal goda initiativ ar tagna for att minska kostnaderna, bade under 2025 och
dven pa langre sikt. Styrelsen uppmarksammar dessutom att vissa beslutade investeringar,
till exempel byte av vaxellada i ett av vindkraftverken, skjutits pa framtiden da intdkterna
fran vindkraften i princip ar obefintliga till f6ljd av det laga elpriset, vilket &r positivt.
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025
¢ ENERGI & H“.Jﬁ' HEMAB, Harndsand Energi och Miljo AB
556526-3745

Styrelsen ger vd i uppdrag att dterkomma kontinuerligt med en séarskild statusrapport over
hur val de tagna initiativen fallit ut och hur prioriteringen ser ut. Dartill dnskas en redovisning
av skuldbordan per affirsomrade om mojligt vilket kommande ekonomichef far i uppdrag att
ta fram nar denne tilltratt.

Rapporten lades med godkadnnande till handlingarna.

§ 27. Informationsdrenden

1. Slutredovisning aterstallning efter brand pa Norrstigs reningsverk
Vd Per Mellberg foredrog arendet muntligt. Under 2022 brann reningsverket i Norrstig, som
ar ett av de storre, i stora delar ned till grunden. Efter endast nagra veckor fanns ett
provisoriskt reningsverk pa plats och darefter kunde arbetet med att bygga upp ett nytt
reningsverk inledas. HEMAB hade sin foretagsforsakring hos Gjensidige och den omfattade
for den aktuella anlaggningen inventarier/maskiner samt byggnaden. Dartill fanns en
extrakostnad- och merkostnadsférsakring. Den totala ersattningsnivan for skadan uppgick till
74% vilket enligt HEMABs forsakringsmaklare betraktar som en god ersattning.

Informationen lades till handlingarna.

2. VA-anslutning till Huttopia - statusrapport
Vd Per Mellberg foredrog arendet muntligt. Bakgrunden ar att Harnésands kommun tecknat
koncessionsavtal med Huttopia om att bedriva camping pa Smitingen. | detta avtal framgar
att man ska I6sa VA till campingen gemensamt. | samband med byggandet av gang- och
cykelvag ut till omradet kommer VA-ledningar att forldggas och VA-néatet ansluts till
kommunens befintliga anslutningspunkt i Gansvik. Projektledare ar utsedd fran Harnésands
kommun och HEMAB fungerar som sakkunnig i VA-fragorna. Om alla tillstand finns pa plats
berdknas byggstart till efter sommaren 2025 och att projektet fardigstalls i maj 2026.
Uppskattad totalkostnad for projektet ar cirka 49 Mkr, denna kostnad kan komma att
forandras nar markundersokningar ar klara. Det finns dven en osakerhet beroende av den
kommande upphandlingen av projektet.

Utifran ovan har foljande principiell fordelning tagits fram:
*  Gang och cykelvag cirka 15 Mkr
*  Huttopia cirka 11 Mkr
*  Kommunstyrelsen cirka 16-18 Mkr
*  HEMAB cirka 5-7 Mkr for:
*  Fortida kostnader for att mojliggéra nya kunder i Gansvikshamn mm.
(pumpstationer)
*  Nodvatten forsorjning fran borrhal pa Smitingen

Vd avser aterkomma till styrelsen for beslut gallande:

* 35 arigt avtal mellan Huttopia och HEMAB tecknas géllande tekniska krav och
kvantitet pa vatten och avlopp
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

ENERGI & H“.Jﬁ' HEMAB, Harnosand Energi och Miljo AB
556526-3745

e 35 arigt avtal mellan Harnésands kommun och HEMAB tecknas géllande
kostnadsfordelning for investering samt arlig ersattning for reinvesteringar och drift
och underhallskostnader

Informationen lades till handlingarna.

§ 28. Beslutsarenden

1.

Passagesystem Atervinningscentraler

Cathrine Edholm, chef Kommunalt avfall, foredrog det aterremitterade drendet fran
sammantrddet 2025-02-10 med svar pa de fragestallningar styrelsen hade, enligt bilaga 3.
Identifiering kommer ske endera via korkort eller besdkskort och det galler endast for de
fraktioner som finns pa “rampen”, dvs inte for aterbruk, pantmaskin etc. Om man besdker
AVC for att rensa ett dodsbo eller for att hjalpa en person som inte kan ta sig pa plats sjalv
ansoéker man om en fullmakt for AVC-kort. Foretagare anvander sitt foretagskort nar denne
ska slanga verksamhetsavfall och sitt kdrkort for privat avfall.

Ordforande foredrog forslaget till beslut och fann 6verlaggning overflodig.

Styrelsen beslutar:

att uppdra vd att inféra passersystem i enlighet med affarsplanen med syfte om en hallbar
avfallstaxa. Beslutet galler endast foretag och verksamheter. Eventuellt beslut géllande fria
antal besok tas i samband med Budget 2026.

Avtal LBG forséljning

Produktionsingenjoér Par Marklund féredrog drendet tillsammans med vd. Den 18 april 2023
fattade styrelsen beslut om att andra inriktningen pa utbyggnaden av biogasanlaggningen till
att istallet producera forvatskad gas (LBG). Sedan dess har diskussioner férts med flera
potentiella kopare av all producerad volym. Fyra anbud har givits oss och det star klart att en
part har det mest férdelaktiga uppldgget. Det innebar att den part vi tidigare tecknat
avsiktsforklaring med faller bort da de inte hade mojlighet att kopa hela volymen.

Ordférande foredrog forslaget till beslut och fann 6verlaggning overflodig.

Styrelsen beslutar:
att uppdra till vd att slutforhandla och signera avtal om férséaljning av all flytande biogas
producerad pd Aland fér en period om minst 5 ar.

§ 29. Sikerhet

1. Sédkerhetsincidenter
Inga sakerhetsincidenter har rapporterats under féregaende manad.
Informationen lades till handlingarna.
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

¢ ENERGI & H“.Jﬁ' HEMAB, Harndsand Energi och Miljo AB
556526-3745

2. Sakerhetsinformation
Det marks att troskeln for att vilja samtal kring sdkerhetsfragor har sankts och att fragan ar
aktuell bland personalen. Atgirder vid de tidigare rapporterade incidenterna har vidtagits
dar bland annat utbildningsbehov och 6versyn av delar av skalskyddet har identifierats.

Informationen lades till handlingarna.

§ 30. Ovriga fragor

Inga 6vriga fragor fanns att behandla.

§ 31. Intressebolag

Servanet
Arsstamma halls 14/4. Deltar gor vara styrelserepresentanter Jasenko Omanovic och Per
Mellberg.

Norrsken
Inget att rapportera.

KBAB
Inget att rapportera.

§ 32. Moétet avslutas

Ordférande tackade for deltagandet och avslutade motet.

Vid protokollet Justeras

Fredrik Olsson Jasenko Omanovic

Anders Nordstrom

Sida5av5h
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Vd Rapport
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Handelser, Harnésand Energi & Miljé AB, 12 manader: 2024-03-01 - 2025-02-28, Totalt: 151

Instéliningar: Handelser som intréffat under perioden dar rapportér/skadad person &r egen personal/arbetsledd/entreprentr/ovrig person. Status rapporterade
inkluderas.

Handelsetyper: Riskobservation, Tillbud, Olycksfall

Hindelsetyp / Manad ackumulerat
1571 handelser. Alla 3 val av handelselyp visas.

Mmal:
200 - Riskobservationer 100 st
- 0 Olyckor med sjukskrivning

150

100 107
a5

&7
78
50 b2

52
35 35 = . .
v w2 B

“Wq 9 s 5 e s BB B O E OB 14 16

2024-03  2024-04  2024-05 2024-06  2024-0F7 2024-08 2024-0% 202410 2024-11 2024-12  2025-01 2025-02 ’ ”

Riskobservation @ Tillbud @ Olycksfall

B;- HARNOSAND
-3 ENERGI & MILJO
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MILIO EKONOMI
Okontrollerade utsldpp Avkastning

0 2,70 %

Mal: 0 Mal: 3 %

SAKERHET AVVIKELSER
Sakerhetsutbildning Utredda avvikelser

100 % 0%

Mal: 100 % Mal: 100 %

3000

2500

2000

1500

1000

500

Verksamhetsovergripande mal

5‘3 ::2:2? : :::ué

— Du kan lita ,m" 0ss!

Ar

2025 g

KUNDUNDERSOKNING
NKI

JAMSTALLDHET

Kvinnor i ledande position

44 %

Mal: 76 Mal: 50 %

KOMPETENSFORSORINING

Examensarbeten LIA-praktikanter

Mal: 4 Mal: 6

MILJO EKONOMI
Reducerade utslapp Soliditet
0, 0,
0,00 % 24,20 %
Mal -1 % Mal: 20 % 40,0 % 40,0 %

20,0%

HUGO 2 PBI - CRM
Transaktion 09222115557543169067 Signerat FO, JO, AN Transport

HALSA
Friskndrvaro Olycksfall (sjukskrivning)
o)
97,8 % 2
Mal: 97,0 % Mal: 0
INITIATIV
Paborjade Avslutade
Mal: 8 Mal: 8

SOCIALA INSATSER

Sprakpraktikanter

Mal: 1

DIGITAL TRANSFORMATION
Initiativ




Bilaga 1

Vd Rapport Februari 2025

* Tva olyckor med sjukskrivning har intraffat

 Ekonomi —Januari 2,5 Mkr lagre an budget

* Nya fdérseningar i LBG projektet pa Aland

e Svart att komma till ratta med verkningsgraden
som varit 1ag jan och feb pa KVV

* Fortsatt l1aga elpriser

F };ags
Extra fokus pa sdakerhet — kopplat till incidenter och omvarldslage
Ny prismodell baserad pa effektavgifter i elnatsaffaren — ska vara infort 1 jan 2027
Optimering av Fjarrvarmeaffaren — FV26.
Nya organisationen pa plats, fokus pa att satta ekonomisystem och styrkort
Overtagande av kretsloppsparken i egen regi
Driftsattning av LBG anlaggning

Transaktion 09222115557543169067 3
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VA affaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

* Féregaende ar inom parantes
** Jamforelse mot budget féregaende ar inom parantes

*** Antal
+ I

» Sakerstallt erforderliga utbildningar ar pa plats b.la arbete * Kattastrand, prognos over budget.
pa vag och fallskydd * Osaker slamavsattning
*  Fortsatt bra fokus pa motesstruktur och arbetsmiljo e \Vattenlickor

* Avloppsstopp

FOCUS

* Pa sakerhet kopplat till handelser i narliggande kommuner
* Nasta steg i slamavsattning
« Overldmning arbetsuppgifter inom rérnit

e Kommunikation med kommunen B;' HARNOSAND
. * Ekonomisk uppféljning - ENERGI & MILJO
Transaktion 09222115557543169067 €@m8  Signerat FO, JO, AN —Du /é,m ('[fa /wf 055!
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Biogas affaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

* Féregaende ar inom parantes
** Jamforelse mot budget féregaende ar inom parantes

*** Antal
+ I

- Tydliga handlingsplaner for att atgarda dom
utmaningar vi star infor

- Medarbetare som ar ldsningsorienterad och kommer
med forslag och ar en stor del av |6sningen

- LBG installation pa site tar
langre tid an planerat

- Driftstorning hygienisering
paverkar gasproduktion och
CBG produktion

* Hogre TS vilket leder till mindre mangd biogodsel

e Okad substratmangd

* Avsattning LBG . .
 Driftsattning av LBG utrustning E:'g HARNOSAND

I  Sakerstilla hygienisering ENERGI & MILJO
Transaktion 09222115557543169067 e Signerat FO, JO, AN —Du Iétm lifapd o5s!
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Elnataffaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

6 553 7 687 1623 8 st avvikelser 1st qucka
(6 321) (7 712) (1388) 0 st tillbud

* Foregaende ar inom parantes Avbrott hos kunder
** Jamforelse mot budget foregaende ar inom parantes
*** Antal

« 1 fallolycka pa grund av halka
* Forsenade Fordelningsstationsprojekt
* Manga 6ppna arbetsordrar i Digpro

&/L(\QU o
e Utredning av ny prismodell baserad pa nya lagkrav fran 2027
e ”Satta” organisationen
e Prioritera upphandling for Fordelningsstationsprojekt

* Se dver arbetslag for att forbattra kompetensdverforing 5:3 HARNOSAND .
- ENERGI & MILJO

Transaktion 09222115557543169067 &=y
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Plaga 1 Fjarrvarmeaffaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**
4107
(3872)
* Féregdende &r inom parantes Avbrott hos kunder exkl Olyckor utan sjukskrivning
** Jamforelse mot budget féregaende ar inom parantes inkoppling av nya kunder
*** Antal
I

e Lagre varmeforsaljning an budget

Lagre elforsaljning an budget

Svart att komma till ratta med verkningsgraden som varit |1ag
jan och feb

N

FOCUS

* Projekt FV26 med syfte att starka ekonomin for fjarrvarmeaffaren. Bestaende av flera
delprojekt och aktiviteter
* Branslehantering & branslemix

* Branslestrategi och inkép fér kommande sdsong 71 HARNOSAND
* Distributionsoptimering Ba 3 .
- ENERGI & MILJO

. Transaktion 09222115557543169067 {3 Signerat FO, JO, AN —Du /éan {i}falpd o5s!
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AV affaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

* Féregaende ar inom parantes
** Jamforelse mot budget féregaende ar inom parantes

*** Antal
+ I

 Hogt flode av extern inleverans av avfall * 1 olycka med sjukfranvaro

* Balhallen har god produktion * Lagre intdkter pa akeriet

* FNI-projektet foljer plan och planerar for varens * Lagre volymer av EU-avfall an prognosticerat
projekt.

* Lyckat samarbete med Technicus med nuvarande
utstallning om atervinning.

* Arbetsmiljo
* Sommarrekrytering
* Rutiner och processer i den nya organisationen

« Overtagande kretsloppsparken E:-g Hﬁﬂ"bSﬂ"D
- ENERGI & MILJO
. Transaktion 09222115557543169067
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Bilaga 1 . .
Personalinformation

Pagaende rekryteringar Aktuellt

* Elmontor  Medarbetarsamtal klara senast 30 mars
* Projektledare VA * Lonerevision framflyttad till 1 juni

* Semestervikariat/sommarjobb Retroaktiv utbetalning frén 1 april

* Ekonomichef - rekryterad

B;- HARNOSAND

.- ENERGI & MILUO

— Du kan &'falud oss!




Bilaga 2

7.1 Ekonomi Jan 2025

B"g ::2:&: :'I‘nl:ué

— Du kan lita pé oss!
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Bilaga 2

Resultat, mkr
Resultat, mkr efter finansiella

Elpris, kr/MWh
Spotpris
Vind
Price Capture Rate
KVV

Elproduktion
KVV, MWh
Vind, MWh

Varmeproduktion, Mwh

Transaktion 09222115557543169067

2025-01

10,4
8,3

243
124
63%
574

1693

4 141

XX XXX

&&= Signerat FO, JO, AN

BU 2025-01

13,1
10,8

254

426

5200
4200

26 745

Utfall 2024-01

11,3
9,3

612
398
65%
648

3 391
3 497

29 026

HARNOSAND
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Bilaga 2

Koncernen Hemab, 2025-01
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Koncernen Hemab
Resultat/Affar 2025-01

18 000

16 000

14 000

12 000

10000

8000

6000

4000

2000

[ B

| a10

-

[\ NI
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Koncernen Hemab
Utfall jmf. Budget/Affar 2025-01

—_—m | R—
— 0 — 116 B3 458 | L ] — 07—
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Koncernen Hemab
Utfall jmf. Budget/Kostnad 2025-01

25 000

20 000

15 000

10 000

110 843

5 000

B ==
1 947
% | 510 ™= 3712
8 394
AT -\ s\ XV X e\\a 5-01'
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e
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Detaljer

B"g ::2:&: :'I‘nl:ué
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Elnat, 2025-01
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Fjarrvarme, 2025-01




Bilaga 2

Atervinning, 2025-01




Bilaga 2

VA, 2025-01
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Elforsaljning, 2025-01
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Bredband 2025-01
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Vindkraft, 2025-01
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Tankstation 2025-01




Bilaga 2

Biogas 2025-01

Transaktion 09222115557543169067 =ms Signerat FO, JO, AN




Bilaga 2

Servicetjanster 2025-01

@



Bilaga 2

Administration 2025-01




Bilaga 3 o
HARNOSAND
ENERGI & MILJO

BESLUTSUNDERLAG
Passersystem Atervinningscentral

Skriven av: Cathrine Edholm
Datum: 2025-02-10

Reviderat 2025-03-05

s.3 — Fortydligande gdllande lagstiftning

s.7 — Beslut gdillande privatpersoners besék

Bilaga 1 - Svar pa fragor fran styrelseméte 2025-02-11
Bilaga 2 — Exempel pa blankett for fullmakt

Bilaga 3- Presentationsmaterial styrelseméte 2024-12-10
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Bilaga 3
B_;- HARNOSAND
-3 ENERGI & MILJIO

Syfte
HEMAB har sedan 2021 utrett méjlighet for att infora passersystem pa sina Atervinningscentraler

(fortsattningsvis forkortat AVC i detta underlag). | utredningen sa har flera olika aktiviteter utforts s som
fysiska matningar, kunddialog, omvarldsbevakning och framtagande av detaljerat projekteringsunderlag.

Infor budget 2025 tog investeringsbeslut pa att passersystem skulle installeras och i detta beslutsunderlag
framgar i detalj hur systemet kommer att se ut.

Inledning

Passersystem pa AVC:er forekommer pa flera hall i landet och flertalet AVC:er &r pa vag att infora
passersystem framover. Det finns flertalet fordelar med att inféra passersystem, t.ex. skapa en battre
arbetsmiljo for personalen, 6ka andelen betalande féretag samt mojliggora insamling av statistik.

AvVC:erna finansieras till storsta delen av avfallstaxans grundavgift och féretagen ska dirmed betala for
sitt AVC-besdk om det &r ett verksamhetsavfall som de kommer med. Foretagen kan betala for besoket
genom att dra sitt kundkort i uppsatt terminal pa AVC:n, via klippkort eller genom att kontakta personal
pa AVC:n. Dock visar statistik som HEMAB gjort att manga av foretagen av nagon anledning inte betalar
for sitt besok. | snitt har t.ex. Kretsloppsparken 2,2 betalande foretagsbesok per dag, men genomford
scanning av antalet besok visar att mellan 35—-45 av fordonen pa Kretsloppsparken var fran ett foretag.

Resultatet av att inte alla foretag betalar for sitt avfall nar de lamnar, ar att det blir hushallen som genom
avfallstaxan bekostar manga av foretagens AVC-besok. Detta ar varken ratt ur ett rattviseperspektiv mot
de foretagare som faktiskt gor ratt for sig och betalar, men ej heller rattsligt ok eftersom avfallstaxan inte
far finansiera insamling av avfall som ligger utanfor det kommunala renhallningsansvaret.

Bakgrund
Lagstiftning

Hérnésands Kommun ansvarar genom Hdrnésands Energi & Miléj AB fér att kommunalt avfall inom
kommunen insamlas, atervinns eller bortskaffas. Kommunens hantering av det kommunala avfallet
finansieras normalt sett via avfallstaxan, avgiften far hogst utgora det belopp som behovs for att tacka
nodvandiga planerings-, kapital- och driftkostnader. Finansiering av Harnésands AVC:er sker genom den
del av taxan som bendamns som ”“Grundavgift” som tas ut av samtliga bebyggda fastigheter i kommunen
som nyttjas eller kan nyttjas pa ett sadan satt att hushallsavfall och hushallsliknande avfall uppstar eller
kan uppsta. (Reviderat 2025-03-05: Avfallstaxan fdr inte finansiera insamling av avfall som ligger utanfér
det kommunala renhdllningsansvaret, detta regleras i Miliébalkens 27 kap 4-6 §§.)

Kommunen har ingen skyldighet att ta emot annat avfall &n kommunalt avfall pa kommunens AVC. Vissa
kommuner (daribland Harnésand) erbjuder foretag att lamna annat avfall an kommunalt avfall pa
AVC:erna, men hanteringen av det avfallet maste da finansieras pa annat satt an via avfallstaxan.

Vad ar ett passersystem for AVC?
Med passersystem menas system som mojliggér exempelvis kontroller, begransning av antalet besokare
inne pa anldggningen vid samma tidpunkt, insamling av statistik, samfakturering och féretagsbetalning.

Huvudsyftet ar att kunna skilja privatavfall och verksamhetsavfall. Verksamhetsavfallet ska bara sina egna
kostnader jamfort med privatpersoner som ska kunna lamna det avfall som ingar i deras
avfallsabonnemang.

Utover ovanstaende visar dven erfarenheter att efter inférande av passersystem sker beséken mindre
frekvent men med mer material som ldmnas varje gang, detta ar positivt ur miljésynpunkt.

Transaktion 09222115557543169067 Signerat FO, JO, AN
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53 HARNOSAND
"5 ENERGI & MILIO
Uppférande av passersystem pa HEMABs AVC:er

Kunderna kommer att kunna passerar in till Kretsloppsparken lamna dessa fraktioner utan att passera
passersystem/bom:

e Aterbruk e Kyl / frys / vitvaror
e Textilavfall o Farligt avfall*
e Elektronik e Pantamera Express-automaten

* Farligt avfall fran verksamheter mottages som vanligt mot avgift, for hushall ingar avlamning i betald
grundavgift.

Ovanstaende fraktioner lamnas i hus A och B pa kartbilden nedan.

Kunden kan déarefter vélja att aka ut fran omradet via utfart 1 eller aka fram mot bom och registrera sig
vid en terminal for besok pa avlamningsrampen dar t.ex. fraktionerna tra, gips, energiatervinning da kan
lamnas. Tekniken for identifiering ar oftast korkort men annan typ av kundkund gar ocksa bra om
besdkande kund inte har korkort.

Forslag pa ny dragning utfart.
utfart 1

£

HARNOSANDS

KRETSLOPPS
PARK

Terminal och bomplacering
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B’g 2'.':2:3.’ ::::ué

AvVC-kort

Yorologskedt -
f6x 16eatog och verksambveler 3om
il lamna aviol pb Orebro kommuns |
Oterdinningscentoier. |

Aratic e AV bort 6 mebeosasaett |

Bild1  Kortldsare pa en av Orebros Bild 2 Bom gar automatiskt upp da koérkort eller
atervinningscentraler. Har registrerar kundkort registrerats i terminalen.
alla privatpersoner, foretag och
foreningar sina kort innan inpassage.

Vid nedfarten till avlamningsrampen p& AVC:en placeras en bom dar besckaren identifierar sig manuellt
vid en terminal for att bli inslappt ner pa avlamningsrampen. (till de fraktioner som Hemab betalar
avsattningskostnader for). Tekniken for identifiering ar korkort men annan typ av kundkund gar ocksa bra
om bestkande kund inte har kérkort.

Med ett bomsystem kan besdken fortfarande vara fria till antalet for privatpersoner, men det ar dven
valdigt vanligt att begransa antalet av besok per kundkategori t.ex. 12-15 besok per ar, beroende pa vad
som beraknats ska tackas av avfallstaxans grundavgift. Antalet fria besok beslutas under pagaende
projektplanering.

Exempel pa information som visas i terminalen for
privatpersoner: Fri passage

Valkommen till AVC:n
Abonnemanget har nu 9 fria bsok kvar

Transaktion 09222115557543169067 Signerat FO, JO, AN




Bilaga 3

B’g ::2::&: ::::ué

Med bom vid infart &r det mojligt att begransa antalet bilar inne pa AVC:n samtidigt, vilket ar positivt
under vissa perioder da det kan bli manga fordon inne pa omradet samtidigt, vilket 6kar risken for olyckor

och irritation pga. trangsel.

Foretag tecknar s.k. foretagskort och far darmed tillgang till AVC:erna. Kortet lises av i terminalen och
besoket faktureras. Vill foretaget att avlamningen ska markas med nagot speciellt referensnummer eller

dylikt, kan detta enkelt knappas in direkt i terminalen.

Exempel pa information som kan visas i terminalen for foretag:
(Obs! Detta ar ett exempel. Kostnad tas enligt gdllande taxa hos HEMAB).

FAKTURERAT PASSAGE

Om du vill komma in till AVC kommer
du faktureras 125,00 kr.
Vill du acceptera detta?

Alands AVC ar under ombyggnad, dér tunga fordon
ska skiljas fran latta fordon. Under ombyggnadstiden
kommer en handenhet for registrering av beséken
anvandas istallet fér terminal/bom, for att efter att
ombyggnationen ar klar, uppfora samma sorts
terminal/bom.

Transaktion 09222115557543169067

FAKTURERAT PASSAGE

En faktura kommer skickas till:

Kalkstensgatan 10
55303 JONKOPING

Ar denna address korrekt?
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Kommunikationsinsatser

Information om varfor passersystem inférs ar viktigt att na ut med. Bade till hushall och verksamheter.

Som kund kan det vara svart att till en borjan se fordelarna med ett passersystem, och det &r inte sa
konstigt. Hur kan en bom ses som nagot annat an en begransning? Men faktum &r att ett passersystem
|6ser flera problem samtidigt — bade for besdkare och de som jobbar med atervinning. Exempelvis:

e Sakrare vistelsemiljo for vara medarbetare och besokare.
e Positiv klimatpaverkan (genom minskade transporter).

e Rattvisare betalning. (Vi kan nu kontrollera att exempelvis foretag eller besdkare fran andra
kommuner gor ratt for sig, vilket innebar att kostnaderna blir Iagre och att din taxa inte behdver
hojas pa grund av obehoriga besok.)

e Férre hot och valdsamma situationer.
e Effektivare administration.

e FoOrbattrade mojligheter att samla statistik.

Under hela ar 2025 kommer antalet kostnadsfria besdk per abonnemangsagare i hushall att vara
obegréansat, foretag betalar precis som nu enligt géllande prislista. Men fran den 1/1 2026 féreslas
gratisbesoken per abonnemangsagare att vara begransade till det antal som kommunfullmaktige beslutar
i samband med avfallstaxan. For den abonnemangsagare som dnskar fler besok, tillkommer en avgift per
besok enligt gallande taxa. Denna avgift galler aven for besokare utan abonnemang samt besdkare fran
utomstaende kommuner. Foretagskunder debiteras alltid enligt gdllande prislista beroende pa
fordonskombination. (Reviderat 2025-03-05: Beslutet gdller endast féretag och verksamheter. Beslut
gdllande fria antal besék tas i samband med Budget 2026.)

Hushall, fastighetsdgare och verksamheter kommer att informeras om passersystemet via olika
informationskanaler som webb, sociala medier, Hemablnfo och informationsinsatser direkt pa
Kretsloppsparken och Alands &tervinningsanldggning, bade via ”gatupratare” och personal pa plats.
Verksamheter kommer dven fa adresserad information brevledes, sa att de kan férbereda sig for att
inforskaffa foretagskort.

Forvantat resultat

Kretsloppsparken har idag strax dver 100 000 besdkare arligen enligt trafikmatning som gors arligen pa
anlaggningen. Enligt matning som gjorts med kamera/sensor vintern 2021 var ca 12 % av dessa besok
gjort av ett organisationsregistrerat hantverkarfordon inkl. enskilda firmor). Men endast 0,5 % av besdken
registrerades som ett foretagsbesok (tillfallen da foretagskort registrerades i befintlig terminal). Vid
inférande av ett passagesystem brukar mangden féretagsbesdk minska nagot eftersom de da inte skulle
dka forbi och slanga mindre méngder avfall. Aven lass med rent &tervinningsmaterial som wellpapp eller
metallskrot skulle dven i fortsdttningen kunna sldngas utan att debiteras. Uppskattningsvis skulle
atminstone halften av foretagsbesoken skulle fortsatta att komma, dvs. 6 %. (Manga kommuner vittnar
dock om att andelen foretagsbesok brukar ligga pa ungefar 10 % av totala besdken). Moijliga
intaktsokningar skulle sa vara ca 1 400 000 kr exkl. moms arligen for Kretsloppsparken.

((100 000 besck * 6,0 % * 260 kr/st.) —137 000 kr dagens intdkt) = 1 423 000 kr

Alands atervinningsanlaggning har enligt besdksstatistik 7,6 % registrerade foretagsbesok och vi later
diarmed denna niva sta kvar som férvintade foretagsbesok i Aland.
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Bilaga 3
5_;- HARNOSAND
-3 ENERGI & MILJIO

Ekonomisk berdakning — ar 1-3

Den ekonomiska berakningen visar att under 2025, med ett aktivt passersystem under ca 3 manader,
kommer resultatet bli negativt. Ar 2 férvantas resultatet vara ca 1 miljon kronor for att stabiliseras pa ca
1,3 miljoner kr i 6kat resultat efter ar 3. Under en trearsperiod har systemet inbringat en vinst pa ca 2,2
miljoner kronor.

Passersystem 2025 (ar 1) 2026 (ar 2) 2027 (ar 3)

Totala kostnader 545 160* kr 350 160** kr 35 160 kr
Okade intakter 400 000 kr 1 400 000 kr 1 400 000 kr
Forvantat resultat - 145 160 kr 1 049 840 kr 1 364 840 kr

*Investeringsbeslut for 2025 ar 600 000kr.

** Under 2026 kommer kostnaderna tas i driften
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Bilaga 3 o
B enencia mus
Tidplan

Preliminar tidplan for projektgenomférande

2025 2026

jan | feb | mar | apr | maj | jun |jul | aug | sept | okt | nov | dec | jan | feb | mar | apr | maj | jun |jul | aug | sept | okt | nov | dec

HEMARB styrelsediskussioner och beslut
Direktupphandling passersystem

Kretsloppsparken

Mark- och elarbeten Kretsloppsparken
Installation terminal / bom
Testmanad, uppfalld bom

Drift, nedfalld bom

Aland

Mark- och elarbeten Aland

Installation terminal / bom

Drift, nedfalld bom

Testmanaden, nar bommen ar uppfalld, fungerar som en tillvanjningsmanad. Kunderna uppmarksammar att det dr nagot nytt, drar sitt kérkort eller féretagskort i terminalen
och passerar in. Detta for att de ska bli van. Efter en manad falls bom ner och systemet ar nu i full drift, dvs. kunden drar som vanligt kérkort/foretagskort och bom 6ppnas for
inpassage till avldmningsramp.
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Bilaga 3
B: HARNOSAND

"3 ENERGI & MILIO
Undertecknad foreslar styrelsen i HEMAB besluta:

att uppdra till VD att inféra passersystem i enlighet med affarsplanen med syfte om en hallbar
avfallstaxa.

Harnosand den 18 Mars 2025

Per Mellberg,VD Isabell Niklasson, Transportchef

10
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Bilaga 3
B_;- HARNOSAND
-3 ENERGI & MILJIO

Bilaga 1 — Svar pa fragor fran styrelsemote 2025-02-11

1. Hur ser bolaget pa integritetsfragan? Finns det andra sétt att identifiera sig pa dn via ID-kort?

o Som folkbokférd i kommunen kommer man automatiskt in med giltigt korkort. Saknar
personen svenskt korkort eller ej ar folkbokférd i kommunen men till exempel har
fritidshus i kommunen, ansdker de om ett besdkskort. Det gar dven att anstka om
besokskort for de som inte vill anvanda sitt kérkort.

o Foretag eller verksamhet ansdker alltid om besdkskort for att kunna bestka
atervinningscentralerna. HEMAB ser 6ver en l6sning for hur befintliga kunder kan laggas
in automatiskt for att fa en enkel 6vergang vid inférandet.

o For att kunna lamna avfall pa de fraktioner som finns pa “rampen”, maste besokarna
identifiera sig med antingen korkort eller besokskort. Detta fér att HEMAB veta att man
har ratt att anvanda dessa tjanster. Registreringen mojliggor dven statistik samt ger en
mer saker atervinningscentral.

o Genom en integrationsmodul kommer de som ar registrerade i kommunen att ldggas in
automatiskt i vara register. Detta sker genom Kommuninvanarregistret (KIR).

2. Hur ar det tinkt att ga till om man exempelvis hanterar ett dodsbo dir manga besdk behovs vid
atervinningscentralen, om vi infért begrinsning av antalet besok?

o Om du ska hjilpa ett dodsbo eller en som inte har mdjlighet att ta sig till
atervinningscentralen sjilv, sa fyller du i blanketten for ansékan om fullmakt fér AVC-kort
Se bifogat exempel i bilaga 2.

o Dutar med dig den ifyllda blanketten nasta gang du bescker AVC. Om det giller ett
dodsbo haftas dokumentation som styrker detta ihop med denna blankett. Blanketten
géller sedan som ditt kort.

3. Hur gor man om man dr tillrest men utfér en tjanst at en boende i kommunen att sldnga dennes
avfall?

o Se ovan gillande fullmakt.

4. Foretagare som har privata sopor — har de olika kort for de olika beséken

o Naérforetagaren ar privat och slanger sitt privata avfall, anvander han/hon sitt kérkort.
Nar féretagaren ar dar och slanger sitt verksamhetsavfall, anvander han/hon sitt féretags-
besokskort.

o Enav atgarderna for att minimera att foretag “utnyttjar” sina fria besok ar att infora ett
begradnsat antal besok dven for privatpersoner.

11
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Bilaga 3

Bilaga 2 — Exempel pa blankett for fullmakt

E’g ::2:&: 27«':;:6

ANSOKAN OM AVC-KORT

FULLMAKT

Var god texta
\‘MN PERSONNR
mis
PUST\UYFF
Ombu¥ts uppgifter Var god texta
NAMN \ PERSOMNR
ADRESS \
FOSTHUMMER \
TELEFORMORIL \
Villkor fér AVC-
Du maste legitimera dig med\godkind fotolegitimation. De fungerar som AVC-kort. Kortet ger eatt till tolv fria

I:l Jag har l4st och accelgterar villkoren fiir AVC-ko
Jag dr medveten om att mina personuppgifter anvinds och lag

Dw har ritt att begara ukdrag och rattelser. Du kan |3

thop med dennd blankett. Mer information om vira

Underskrift ombud Ifylles av AVC-personal
DRT OCH DATUM \ UTFARDAT P AvC: \
NAMNTECKNING \ RSOMAL \
NAMNFORTYDLIGANDE \ oMEL RSONHLIMMER \
[] xundhar itimation och evenﬂ.lelltb\tm
Besdk Avc Datum Besdk Avc Dytum
1 \
2 \
3 \
4 \
5 \
6 P
Besbksadress Postadress Org.Nr.
Hjarshbgsvigen 1 MER AB S5E217-4580
254 64 Helsingborg 251 B3 Helsingborg
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Bilaga 3
B: HARNOSAND
-3 ENERGI & MILJIO

Bilaga 3 — Styrelsem6te 2024-12-10

13
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Bilaga 3

INFO — Styrelsemote 2024-12-10

e Status kretsloppsparken
* Information om passersystem for vara AVC:er

Eg HARNOSAND
- ENERGI & MILJIO
— Du kan lita pik oss!




Bilaga 3

Passersystem AVC

§3 HARNOSAND
-3 ENERGI & MILIO

— Du kan lita pd oss!
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Bilaga 3

Atervinningscentraler i Hirnésand (AVC)

Harnosands Kretsloppspark

Alands atervinningsanlaggning

Privatpersoner och smaforetag sorterar grov- och farligt avfall

Ca. 130 000 besok per ar.

Privatpersoner via grundavgift i avfallstaxan

Foretag mot en besoksavgift

MOojlig intakt pa ca 1,5 till 2 Mkr vid full betalning av verksamheter.

Lag betalningsvilja har drivit ett projekt/utredning sedan 2021.

B‘ g HARNOSAND
ENGBGI & MIIJO
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Bilaga 3

Testperiod under 2021

¢ Kamera/sensor registrerade och kategoriserade besokarna
® Underlag for att se statistik (besok, tider etc) samt betalande kunder
® Resultatet ledde till flera implementerade atgarder:

v’ Kontaktat de 30 stérsta foretagen och upplyst om betalningsrutiner
v Andrat skyltning och markning pa Kretsloppsparken
Gjort stickprovskontroller gallande betalning med lagt resultat

B‘ g HARNOSAND
ENGBGI li MIUO
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Bilaga 3

Resultat testperiod

Antalet passager/ar 104 137 23178
Vardag, snitt antal passager per dag 353 145
Helg, snitt antal passager per dag 124
Totalt antal betalande foretagsbilar
ordl | 1 526 1759
Org.reg. P IO
latt lastbil Antal betalande foretagsbilar, snitt per dag e N
! 2,0 ! 6,8
43 AN
Mdndog Andel féretagsbilar (betalande) av totala besdken pa == \
Tisdag 42 aven 0,50% \ 7,59%
Onsdag 41
Torsdag 38 T Statistik genomsnittligt antal organisationsregistrerade latta
Frodog = lastbilar/hantverkarfordon som passerar in pa Kretsloppsparken per dag.
Bedes ° Jamfort med faktiskt antal betalande.

B: HARNOSAND
-3l ENERGI & MILIO

— Du kan lita  pi oss!
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Bilaga 3

Exempel fran testperioden
Fyra verksamheter — slumpmassigt utvalda.

Firma Antal besok Kretsloppsparken |Antal fakturerade besok
210114-210629 210114-210629
Stadforetag A 63 6
Maleriforetag B 66 21
Byggforetag C 162 5
Byggforetag D 122 122

Underlag fran testperioden. Ca 6 manaders statistik.

E-d

HARNOSAND

ENERGI & MILJO

— Du kan lita pé oss!
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Bilaga 3

Pagaende arbete

¢ Fortsatt omvarldsbevakning kring passersystem
¢ Detaljerad projektering for implementering, logistik och kommunikation

¢ Beslutsunderlag till styrelsemote i Februari
® Implementering under 2025 enligt antagen Budget och affarsplan

B‘ g HARNOSAND
EHGIIGI ﬁ MII..IO
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Bilaga 3

Tack for er tid!

E;- HARNOSAND

.- ENERGI & MILJIO

— Du kan lita pik oss!
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Bilaga 4

9.2 Beslutsarende
Avtal Flytande Biogasforsaljning

HARNOSAND
€NERGI & MILJO

— Du kan &'falmi' oss!
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Fardigillfiing och driftsattning LBG-anldggning
- Status

YTTERLIGARE FORSENINGAR

Transaktion 09222115557543169067 ey

Signerat FO, JO, AN

Forseningar har sedan tidigare kommunicerats
fran leverantoéren och dverenskommelse har
traffats rérande justerad tidplan.

Diskussion om vite kopplat till férsenad leverans
pagar.

Vid syn av el-container som genomforts av
besiktningsman pa site sa har dock allvarliga
brister konstaterats.

Leverantoren behdver bygga om for att uppfylla
gallande normer.

Erforderlig tid for dessa tillkommande atgarder
har annu inte kommunicerats




Bilaga 4

Anbud
Koép av LBG, fritt Aland

ST1

Svensk Biogas

Alltank

Gasum

B il
— Dt kaw b o ol

Leverans- samt kop-ataganden ar 1140 ton (ca 15 GWh, vid full drift) per ar, efter upprampningen (1-2 ar)

Avtalstiden bor vara 5 ar fran start av leverans

Erbjudet pris under upprampningen ar 9.5 kr/kg

Pris darefter 9,5 kr/kg + indexering mot KPI (100%) samt pris till slutkund vid tankstation (20%) alt 10 kr/kg + indexering mot KPI (100%)

Erbjuder sig att ta hamta och képa all producerad LBG

Utifran angivna mangder i prognos (ca 500 ton 2025, ca 720 ton 2026) erbjuds foljande indikativa priser:
Ar 2024-2025: 12,00 kr/kg

Ar 2026: 12,50 kr/kg

Kan inte ta emot all LBG vid egna anlaggningar och saknar partner for att kunna avsatta dverskottet externt

Pris 14,20 kr exkl. transport. Index mot marknadsprisintervall (ej slutgiltigt definierade)

Transport Aland-Birsta kostar 0,95 kr/kg och Aland-Saltvikshéjden uppskattas till 0,65 kr/kg = snittpris 0,80 kr/kg
Nettointakten for HEMAB blir darmed 13,40 kr inraknat kostnad for transport

Erbjuder sig att ta hamta och kopa all producerad LBG, upp till i avtalet dverenskommen arlig mangd
Pris 16,25 kr/kg

Indexering: 50% av priset indexeras mot KPI och 50% mot PPI (Producent-Pris-Index)

Avtalslangd: 5 ar
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Pris€ipaverkan pa intikt beroende pa substratmingd

- Antaget 170 ton/ar CBG produktion

INTAKT LBG, PER AR

‘ ACKUMULERAD INTAKT LBG, 5AR \

ST1 Sv. Biogas Alltank m BUDGET
Méngd substrat Mingd CBG Mingd LBG @ 9,5 kr/kg @ 12,5 kr/kg @ 13,4 kr/kg @ 16,25 kr/kg @ 18 kr/kg @ 16,25 kr/kg
[ton/ar] [ton/ar] [ton/ar] [kr/ar] [kr/ar] [kr/ar] [kr/ar] [kr/ar] [kr]
10 000 170 547 5196 500 6 837 500 7 329 800 8 888 750 9 846 000 44 443 750
OKAD INTAKT REALTIVT ST1 0 1641 000 2133300 3692 250 4 649 500
MINSKAD INTAKT REALTIVT BUDGET -4 649 500 -3 008 500 -2516 200 -957 250 0
13000 170 737 7 001 500 9212500 9 875 800 11976 250 13 266 000 59 881 250
OKAD INTAKT REALTIVT ST1 0 2211000 2874 300 4974 750 6 264 500
MINSKAD INTAKT REALTIVT BUDGET -6 264 500 -4 053 500 -3390 200 -1 289 750 0
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AvtdbG@RfHrsiljning av LBG

BESLUTSARENDE

Bakgrund

Marknaden for att silja producerad LBG fran Aland har undersdkts och dialog har forts
med tankbara kopare

Utifran ett grundkrav att kdparen ska kunna ta emot hela volymen producerad LBG
under avtalsperioden sa har tre aktorer kvalificerats sig: ST1, Svensk Biogas och Gasum.

Gasum har erbjudit bast pris vilket bedoms sasom acceptabelt.

Forhandling pagar med avsikten att teckna ett 5-arigt avtal plus 9 manaders
upprampningsperiod.

Den sammantagna kontraktsvardet forvantas uppga till ndgonstans mellan 45-60 mkr
raknat i dagens penningvarde.

VD foreslar styrelsen besluta

att

uppdra till VD att slutforhandla och signera avtal om forsaljning av all LBG
producerad pa Aland fér en period av minst 5 ar
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

ENERGI & H“.Jé HEAB, Harnosand Elndt AB
556133-3328

Plats och tid: HEMAB, konferensrum Smitingen Harnésand, tisdag den 18 mars 2025 kl. 13.15-16.30

Narvarande ordinarie ledamoter:

Jasenko Omanovic, ordférande

Susanne Forsberg, vice ordférande

Ester Sundin Hemstrom, andre vice ordférande
Lennart Mohlin

Glenn Sehlin

Anders Nordstrom

Magnus Holm, personal

Narvarande suppleanter:

Rune Danielsson, tjanstgjorde for Maria Ljung
Lena Johansson

Isak Eriksson

Anders Bergqvist

Charlotte Hoglund Bystedt

Erik Gradin, personal

Ovriga:
Per Mellberg, VD
Fredrik Olsson, sekreterare

Bilagor
1. VD-rapport
2. Manadsbokslut januari och februari

§ 20. Sammantradet 6ppnas
Ordférande Jasenko Omanovic férklarade sammantradet for 6ppnat.
§ 21. Val av protokolljusterare

Anders Nordstrom valdes att jamte ordférande justera dagens protokoll.

§ 22. Godkdnnande av foredragningslistan

Foredragningslistan godkdandes utan andringar.

§ 23. Foregaende protokoll

Protokollet fort vid styrelsens sammantrade 2025-03-04 lades till handlingarna.

Sidalav3
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

ENERGI & H“.Jé HEAB, Harnosand Elndt AB
556133-3328

§ 24. VD-rapport
VD Per Mellberg redogjorde muntligt fér manadens VD-rapport enligt bilaga 1.

Rapporten lades till handlingarna.

§ 25. Avstamning av affarsplan
Ingen avstamning av affarsplan vid detta sammantrade.
§ 26. Ekonomi

1. Manadsbokslut januari 2025
Per Mellberg, vd, redogjorde for januaris manadsbokslut enligt bilaga 2.

Rapporten lades med godkannande till handlingarna.

2. Manadshokslut februari 2025
Per Mellberg, vd, redogjorde for februaris manadsbokslut enligt bilaga 2.

Rapporten lades med godkannande till handlingarna.

§ 27. Informationsdrenden

Inga informationsdrenden fanns att behandla.

§ 28. Beslutsdrenden

Inga beslutsdarenden fanns att behandla.

§ 29. Sikerhet

1. Sdkerhetsincidenter
Inga sakerhetsincidenter har rapporterats under féregaende manad.

Informationen lades till handlingarna.

2. Sakerhetsinformation
Det marks att troskeln for att vilja samtal kring sakerhetsfragor har sankts och att fragan ar
aktuell bland personalen. Atgirder vid de tidigare rapporterade incidenterna har vidtagits
dar bland annat utbildningsbehov och 6versyn av delar av skalskyddet har identifierats.

Informationen lades till handlingarna.

Sida2av3
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HARNOSAND SAMMANTRADESPROTOKOLL 3/2025

ENERGI & H“.Jé HEAB, Harnosand Elndt AB
556133-3328

§ 30. Ovriga fragor

Inga 6vriga fragor fanns att behandla.

§ 31. Moétet avslutas

Ordférande tackade for deltagandet och avslutade motet.

Vid protokollet Justeras

Fredrik Olsson Jasenko Omanovic

Anders Nordstrom

Sida3av3
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Bilaga 1

Vd Rapport
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Bilaga 1

Handelser, Harnésand Energi & Miljé AB, 12 manader: 2024-03-01 - 2025-02-28, Totalt: 151

Instéliningar: Handelser som intréffat under perioden dar rapportér/skadad person &r egen personal/arbetsledd/entreprentr/ovrig person. Status rapporterade
inkluderas.

Handelsetyper: Riskobservation, Tillbud, Olycksfall

Hindelsetyp / Manad ackumulerat
1571 handelser. Alla 3 val av handelselyp visas.

Mmal:
200 - Riskobservationer 100 st
- 0 Olyckor med sjukskrivning

150

100 107
a5

&7
78
50 b2

52
35 35 = . .
v w2 B

“Wq 9 s 5 e s BB B O E OB 14 16

2024-03  2024-04  2024-05 2024-06  2024-0F7 2024-08 2024-0% 202410 2024-11 2024-12  2025-01 2025-02 ’ ”

Riskobservation @ Tillbud @ Olycksfall

B;- HARNOSAND
-3 ENERGI & MILJO
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Bilaga 1

MILIO EKONOMI
Okontrollerade utsldpp Avkastning

0 2,70 %

Mal: 0 Mal: 3 %

SAKERHET AVVIKELSER
Sakerhetsutbildning Utredda avvikelser

100 % 0%

Mal: 100 % Mal: 100 %

3000

2500

2000

1500

1000

500

Verksamhetsovergripande mal

5‘3 ::2:2? : :::ué

— Du kan lita ,m" 0ss!

Ar

2025 g

KUNDUNDERSOKNING
NKI

JAMSTALLDHET

Kvinnor i ledande position

44 %

Mal: 76 Mal: 50 %

KOMPETENSFORSORINING

Examensarbeten LIA-praktikanter

Mal: 4 Mal: 6

MILJO EKONOMI
Reducerade utslapp Soliditet
0, 0,
0,00 % 24,20 %
Mal -1 % Mal: 20 % 40,0 % 40,0 %

20,0%

HUGO 2 PBI - CRM
Transaktion 09222115557543169740 Signerat FO, JO, AN Transport

HALSA
Friskndrvaro Olycksfall (sjukskrivning)
o)
97,8 % 2
Mal: 97,0 % Mal: 0
INITIATIV
Paborjade Avslutade
Mal: 8 Mal: 8

SOCIALA INSATSER

Sprakpraktikanter

Mal: 1

DIGITAL TRANSFORMATION
Initiativ




Bilaga 1

Vd Rapport Februari 2025

* Tva olyckor med sjukskrivning har intraffat

 Ekonomi —Januari 2,5 Mkr lagre an budget

* Nya fdérseningar i LBG projektet pa Aland

e Svart att komma till ratta med verkningsgraden
som varit 1ag jan och feb pa KVV

* Fortsatt l1aga elpriser

F };ags
Extra fokus pa sdakerhet — kopplat till incidenter och omvarldslage
Ny prismodell baserad pa effektavgifter i elnatsaffaren — ska vara infort 1 jan 2027
Optimering av Fjarrvarmeaffaren — FV26.
Nya organisationen pa plats, fokus pa att satta ekonomisystem och styrkort
Overtagande av kretsloppsparken i egen regi
Driftsattning av LBG anlaggning

Transaktion 09222115557543169740 3
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Bilaga 1

VA affaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

* Féregaende ar inom parantes
** Jamforelse mot budget féregaende ar inom parantes

*** Antal
+ I

» Sakerstallt erforderliga utbildningar ar pa plats b.la arbete * Kattastrand, prognos over budget.
pa vag och fallskydd * Osaker slamavsattning
*  Fortsatt bra fokus pa motesstruktur och arbetsmiljo e \Vattenlickor

* Avloppsstopp

FOCUS

* Pa sakerhet kopplat till handelser i narliggande kommuner
* Nasta steg i slamavsattning
« Overldmning arbetsuppgifter inom rérnit

e Kommunikation med kommunen B;' HARNOSAND
. * Ekonomisk uppféljning - ENERGI & MILJO
Transaktion 09222115557543169740 €@m8  Signerat FO, JO, AN —Du /é,m ('[fa /wf 055!




Bilaga 1

Biogas affaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

* Féregaende ar inom parantes
** Jamforelse mot budget féregaende ar inom parantes

*** Antal
+ I

- Tydliga handlingsplaner for att atgarda dom
utmaningar vi star infor

- Medarbetare som ar ldsningsorienterad och kommer
med forslag och ar en stor del av |6sningen

- LBG installation pa site tar
langre tid an planerat

- Driftstorning hygienisering
paverkar gasproduktion och
CBG produktion

* Hogre TS vilket leder till mindre mangd biogodsel

e Okad substratmangd

* Avsattning LBG . .
 Driftsattning av LBG utrustning E:'g HARNOSAND

I  Sakerstilla hygienisering ENERGI & MILJO
Transaktion 09222115557543169740  {amm Signerat FO, JO, AN —Du Iétm lifapd o5s!




Bilaga 1

Elnataffaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

6 553 7 687 1623 8 st avvikelser 1st qucka
(6 321) (7 712) (1388) 0 st tillbud

* Foregaende ar inom parantes Avbrott hos kunder
** Jamforelse mot budget foregaende ar inom parantes
*** Antal

« 1 fallolycka pa grund av halka
* Forsenade Fordelningsstationsprojekt
* Manga 6ppna arbetsordrar i Digpro

&/L(\QU o
e Utredning av ny prismodell baserad pa nya lagkrav fran 2027
e ”Satta” organisationen
e Prioritera upphandling for Fordelningsstationsprojekt

* Se dver arbetslag for att forbattra kompetensdverforing 5:3 HARNOSAND .
- ENERGI & MILJO

Transaktion 09222115557543169740 &=y
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Plaga 1 Fjarrvarmeaffaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**
4107
(3872)
* Féregdende &r inom parantes Avbrott hos kunder exkl Olyckor utan sjukskrivning
** Jamforelse mot budget féregaende ar inom parantes inkoppling av nya kunder
*** Antal
I

e Lagre varmeforsaljning an budget

Lagre elforsaljning an budget

Svart att komma till ratta med verkningsgraden som varit |1ag
jan och feb

N

FOCUS

* Projekt FV26 med syfte att starka ekonomin for fjarrvarmeaffaren. Bestaende av flera
delprojekt och aktiviteter
* Branslehantering & branslemix

* Branslestrategi och inkép fér kommande sdsong 71 HARNOSAND
* Distributionsoptimering Ba 3 .
- ENERGI & MILJO

. Transaktion 09222115557543169740 {3 Signerat FO, JO, AN —Du /éan {i}falpd o5s!




Bilaga 1

AV affaren — Feb 2025

Fasta Rorliga Kostnader tkr* Utfall Utfall Leveranskvalitet*** Arbetsmiljo ***
intakter tkr* Intakter tkr* tkr* mot Budget**

* Féregaende ar inom parantes
** Jamforelse mot budget féregaende ar inom parantes

*** Antal
+ I

 Hogt flode av extern inleverans av avfall * 1 olycka med sjukfranvaro

* Balhallen har god produktion * Lagre intdkter pa akeriet

* FNI-projektet foljer plan och planerar for varens * Lagre volymer av EU-avfall an prognosticerat
projekt.

* Lyckat samarbete med Technicus med nuvarande
utstallning om atervinning.

* Arbetsmiljo
* Sommarrekrytering
* Rutiner och processer i den nya organisationen

« Overtagande kretsloppsparken E:-g Hﬁﬂ"bSﬂ"D
- ENERGI & MILJO
. Transaktion 09222115557543169740
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Bilaga 1 . .
Personalinformation

Pagaende rekryteringar Aktuellt

* Elmontor  Medarbetarsamtal klara senast 30 mars
* Projektledare VA * Lonerevision framflyttad till 1 juni

* Semestervikariat/sommarjobb Retroaktiv utbetalning frén 1 april

* Ekonomichef - rekryterad

B;- HARNOSAND

.- ENERGI & MILUO

— Du kan &'falud oss!




Bilaga 2

7.1 Ekonomi Jan 2025

B"g ::2:&: :'I‘nl:ué

— Du kan lita pé oss!
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Bilaga 2

Resultat, mkr
Resultat, mkr efter finansiella

Elpris, kr/MWh
Spotpris
Vind
Price Capture Rate
KVV

Elproduktion
KVV, MWh
Vind, MWh

Varmeproduktion, Mwh

2025-01

10,4
8,3

243
124
63%
574

1693

4 141

XX XXX

Transaktion 09222115557543169740 %g? Signerat FO, JO, AN

BU 2025-01

13,1
10,8

254

426

5200
4200

26 745

Utfall 2024-01

11,3
9,3

612
398
65%
648

3 391
3 497

29 026

HARNOSAND
€ENERGI & MILIO

— Du kan lita pé oss!




Bilaga 2

Koncernen Hemab, 2025-01

Transaktion 09222115557543169740 €&  Signerat FO, JO, AN



Bilaga 2

Koncernen Hemab
Resultat/Affar 2025-01

18 000

16 000

14 000

12 000

10000
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Bilaga 2

Koncernen Hemab
Utfall jmf. Budget/Affar 2025-01

—_—m | R—
— 0 — 116 B3 458 | L ] — 07—
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Bilaga 2

Koncernen Hemab
Utfall jmf. Budget/Kostnad 2025-01

25 000

20 000

15 000

10 000

110 843

5 000

B ==
1 947
% | 510 ™= 3712
8 394
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o & Qaon® (50N o pouske’ = Bo\gs\ut’l.()?—
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Bilaga 2

Detaljer

B"g ::2:&: :'I‘nl:ué

— Du kan lita pé oss!
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Bilaga 2

Elnat, 2025-01
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Bilaga 2

Fjarrvarme, 2025-01




Bilaga 2

Atervinning, 2025-01




Bilaga 2

VA, 2025-01
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Bilaga 2

Elforsaljning, 2025-01




Bilaga 2

Bredband 2025-01




Bilaga 2

Vindkraft, 2025-01




Bilaga 2

Tankstation 2025-01




Bilaga 2

Biogas 2025-01
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Bilaga 2

Servicetjanster 2025-01

@



Bilaga 2

Administration 2025-01
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Protokoll

HEMAB EIforséljning AB, styrelsemote

Tisdag den 18 mars 2025 kl. 10:15

Plats: Ymer HEMAB/TeamEngine

Narvarande:

Jasenko Omanovic
Susanne Forsberg
Ester Hemstrém Sundin
Goaran Albertsson

Ej narvarande:

Ovriga

Per Mellberg, VD
Marcus Tarnvik, Affarschef Elférséljning

§124

§125

8126

§127

§128

§129

Sammantrades 6ppnades av ordférande

Val av protokolljusterare

Ester Hemstrdm Sundin valdes att tilsammans med Jasenko Omanovic justera
dagens protokoll.

Godkannande av foredragningslistan
Foéredragningslistan godkandes utan tillagg.

Godkannande av foregaende protokoll
Protokollet godkéndes.

Ekonomi

Tarnvik foredrog manadsbokslut for februari. Ett rorelseresultat pa 484 tkr vilket
ar betydligt battre &n budget. Kostnader for inkdp av kraft &r uppskattade och
reserverade for januari p.g.a. avsaknad av ett korrekt underlag for fakturering.

En mindre kostnadspost fér ursprungsgarantier saknas i manadsbokslutet.

Rapporteringen till Malarenergi som underlag for fakturering haller pa att
utvecklas sa att det ska kravas mindre handpalaggning.

Rapporten lades med godkénnande till handlingarna.
Affarsplan

Tarnvik redovisade aktuellt status pa antal avtal vid arsskiftet samt
forsaljningsvolym jan-feb jamfort med samma period féregaende ar.

Transaktion 09222115557543095525
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Vi positionerar oss pa Elskling.se och valjer ett TB som gor att vi ligger bland de
energibolag som syns pa forsta sidan. For att HEMAB ska synas behdver
filtrering utféras genom att rutan "Visa endast avtal du kan anséka om via
elskling” avmarkeras. Rutan "Visa endast miljdavtal” behéver markeras.

Det gar det inte langre med automatik att lasa in timpriser frn Nordpool.
Underlaget ligger till grund for det rorliga priset. Det pagar ett arbete med att
skapa nya rutiner for att lasa in timpriserna.

Rapporten lades med godkénnande till handlingarna.
8130 Beslutsarenden
§131 Ovriga arenden
Diskussion kring mojligheten att positionera oss i andra elomraden och om vi
ska teckna avtal med Elskling.se. Ett beslutsunderlag ska tas fram.
En 6versyn av var forsaljningsstrategi behdver aven genomforas under varen
2025.
Tarnvik informerade om nyheter i branschen.
Kvartshandel med el infors i juni 2025. Alla elhandelsféretag med fler an

200 000 kunder maste erbjuda kvartsprisavtal.

Ny balanseringsmodell inférs. Balansering kommer att ske utifran obalanser i
varje enskilt elomrade istallet for utifran frekvensen i synkronomradet som

helhet.
§132 Ovriga fragor
8133 Sammantradet avslutas

Vid protokollet

Marcus Tarnvik

Ordfoérande Justeras

Jasenko Omanovic Ester Hemstrom Sundin §124-8129
Susanne Forsberg §130-8133
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Protokoll nr 1:2025 fran styrelseméte i Invest i Hirnésand AB 2025-02-13

Plats: Sambiblioteket van 4
Datum: 2025-02-13

Narvarande: Franvarande:
Andreas Sjélander (Ordférande) Rosmarie Sandin
Britta Thyr Hans Rosengren

Helena Elfvendal
Christina Lindberg

Uno Jonsson, VD
Jonas Nyberg, Hemab, ekonomichef

§ 1. Motets oppnande
Ordférande Andreas Sjélander halsade alla vilkommen och O6ppnade dagens méte.

§ 2. Val av sekreterare

Beslutades:
att utse Uno Jonsson att skriva dagens protokoll.

§ 3. Val av justeringsiedamot

Beslutades:
att Christina Lindberg jdmte ordférande justerar dagens protokoll.

§ 4. Genomgéang av resultat for 2024
VD och ekonomichef rapporterar om arets resultat och drift per 2024-12-31

Beslutades: att faststalla presenterat resultat med reservation for mindre férandringar pakallade
av revisoremna samt att faststélla bokslutsdispositioner enligt presenterat forslag.

§ 5. Godkénnande av arsberittelse fér 2024
VD och ekonomichef redovisar férelagd arsberittelse for 2024.

Beslutat: att stélla sig bakom presenterad arsberittelse
§ 6. Beslut om dag fér bolagsstimma
Beslut: att VD och ordférande far i uppdrag att kalla &garrepresentanten fill bolagsstdamma

§ 7. Beslut om att upphava férvirvet av Tjérnsjo 3:2 och istillet géra
en fastighetsreglering

Invest har sedan tidigare gjort en éverenskommelse om att férvirva mark i Antjarn, Tjarnsjé 3:2.
Syfte &r att skapa ett nytt industriomrade séder om Harmésand. | lantmateriforrattningen av
arendet har det framkommit att det &r battre att istallet for ett "kép” att géra en fastighetsreglering
ill en fastighet som Invest redan ager, Tjarnsjo 3:24.

VD foreslar:

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
(Signerat, SHA-256 ABAA63731A5CC63ACCFBDD4F4E76D85DA209ABCC4E2CB12CBC17679A7F02BF98)
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Att vi upphéver kopet och istiliet gor en fastighetsreglering pa samma villkor som tidigare.

Beslutades:
att upphéva liggande kdpekontrakt
att istéllet reglera in fastigheten med samma villkor som i kopekontraktet i den av Invest sedan

tidigare &gda fastigheten Tjarnsjo 3:24.

§ 8 Information ny ekonomichef i bolaget

Jonas Nyberg lamnar i februari sin tjanst i Hemab fér att 6verga till annan arbetsgivare,
hans eftertrddare kommer att 3 samma befogenhet i Invest som han har innehaft som
ekonomichef i Hemab, se beslut j styrelsen 2024-12-03

Beslutades:
att Hemabs tillférordnade ekonomichef Erica Carlsson far samma
befogenhet som avgaende ekonomichef Jonas Nyberg tidigare haft.

§ 9. Verksamhet

Foretagens galakvall kommer dven i ar att administreras av bolaget.

Arbetet fortgar gallande koncernéversyn.

Samtal pagar gallande samverkan for detaljplan mellan parter i Antjarn, arbetet kommer att
intensifieras nar lantméteriforrattningarna &r klara.

Beslutades:
att vid nésta styrelseméte fordjupa kunskaperna kring exploatering i Antjamn.
att lagga informationen till handlingarna.

§ 10. Ovriga fragor

Ordférande rapporterar att HNEF har inlett en process for att avveckla Hérdésands Naringsliv
AB. Efter det kommer handelin (HAR) att 4ga sitt egna bolag.

Ordférande avslutade métet

Andreas Sjélander

Ordférande
Uno Jonsson Christina Lindberg
Sekreterare Justerare

Beslutsunderlag:
- Arsredovisning for 2024
- Upphévande av kopet Tjarnsj6 3:2 samt fastighetsreglering
- Bokslutsdispositioner

3 Otei iHarnésand AB
Protokoll nr1:2025 fran styrelsemote i Invest i Harnésan
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Invest i Hdrnésand Aktiebolag
556127-2633

Arsredovisning for

Invest i Hirnosand Aktiebolag

556127-2633

Rakenskapsaret
2024-01-01 - 2024-12-31

Innehélisférteckning: Sida
Férvaltningsberittelse 2

Resultatrakning 4

Balansrakning 5-6

Noter 7

Underskrifter 8

— e Sidalav8 —_— ——
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Invest i Hirndsand Aktiebolag
556127-2633

Forvaltningsberittelse

Styrelsen och verkstéllande direktéren for Invest i Hirndsand Aktiebolag, 556127-2633, med séte i
Harnésand far hdrmed avge &rsredovisning for rakenskapsaret 2024. Arsredovisningen 4r upprittad i
svenska kronor, SEK dir inget annat anges.

Information om verksamheten

Bolaget ska arbeta enligt marknadsmadssiga villkor och skapa férutsattningar for utveckling i
Harndsand. Detta kan goras genom att arbeta i utvecklingsprojekt samt &ga, férvalta och utveckla
fastigheter. Bolaget ska arbeta proaktivt med fastigheter utpekade i éversiktsplanen oavsett
agarskap. Bolaget ska dessutom vara en aktiv dgare i dotterbolagen.

Arbetet sker tillsammans inom kommunkoncernen och med andra aktorer for att bidra till att
gemensam kraft skapar majligheterna for en personlig, kreativ och féretagsam livsmiljo i Hirnésands
kommun enligt av kommunens uppstéllda mal.

Visentliga hdndelser under ridkenskapsdret

Bolaget har under 2024 har under aret startat processen av att férvirva ytterligare en
fastighet i syftet att Iangsiktigt utveckla ett nytt industriomrade. Invest kommer att &ga ca 30
ha mark som i nuldget ar aktuellt att utvecklas. Processen med att utveckla industriomradet
tar lite langre tid an onskat da vi far invdanta myndighetsbeslut bland annat kring
lantméterifragor. Bolaget dger ytterligare en fastighet i Antjarn som i dagsldget inte kommer
att utvecklas. Bolaget har under aret haft regelbundna dialoger med dotterbolagen.

Flerarsoversikt 2024 2023 2022 2021 2020
Nettoomséattning (tkr) 498 348 245 40 0
Resultat efter finansiella poster (tkr) -36 -10 0 4 -1
Soliditet (%) 49 67 80 80 87
Fordndringar i eget Aktie Reserv Erhéllet Balanserat Arets Totalt
kapital kapital fond Aktiedgatillsk. resultat Resultat
Belopp vid arets 100000 3900 4 200 000 223 680 - 61070 4466510
ingang
Disposition enligt -61 070 61070 0
beslut arsstamma
Arets resultat -36 413 -36 413
Belopp vid drets 100000 3900 4 200 000 162 610 -36423 4430097
utgang

= — Sida2av8 — — =
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Invest i Harnésand Aktiebolag
556127-2633

Resultatdisposition

Medel att

disponera:

Balanserat resultat 4362610

Arets resultat - 36413 -
4326 197

Forslag till

disposition:

Balanseras i ny 4326 197

rékning
4326 197

Betriffande bolagets resultat och stéllning i Svrigt hinvisas till efterféljande resultat- och
balansrakningar med tillhérande tillaggsupplysningar.

— —_— Sida3av8 —— —
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Invest i Harndsand Aktiebolag
556127-2633

RESULTATRAKNING

Belopp i kronor

Rorelseintikter, lagerférandringar m.m.
Nettoomsdattning
Ovriga rorelseintakter

Summa rorelseintdkter, lagerforandringar m.m.

Rorelsekostnader
Varukostnader

Ovriga externa kostnader
Summa rérelsekostnader

Rorelseresultat
Finansiella poster

Ranteintdkter och liknande resultatposter
Rantekostnader och liknande resultatposter

Summa finansiella poster
Resultat efter finansiella poster

Bokslutsdispositioner
Resultat fore skatt

Skatt pa arets resultat

Arets resultat

2024-01-01
Not 2024-12-31

498 207
0
498 207

-9111

2 -752 596
-762 694

-264 487

58 950
-108 312

-49 362

-313 489

277 436
0

0

-36 413

S Sida4av8 —
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2023-01-01
2023-12-31

406 693
0
406 693

0

-427 738
-427 738
-21 045

12450
-1 049

11401

-9 644

-51426

-61 070
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Invest i Harnésand Aktiebolag
556127-2633

BALANSRAKNING

Belopp i kronor Not
TILLGANGAR

Anlaggningstillgdngar
Byggnader och Mark 3
Summa Materiella anléiggningstillgdngar

Finansiella anléiggningstillgdngar
Andelar i koncernforetag
Andelar i intresseféretag 4
Langfristig fordran hos koncernbolag

Summa Finansiella anlidggningstillgdngar

=Y

Summa Anliggningstillgangar

Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar

Fordringar hos koncernféretag

Ovriga fordringar

Forutbetalda kostnader och upplupna intakter
Summa kortfristiga fordringar

Kassa och bank
Kassa och bank
Summa kassa och bank

Summa omséttningstiligdngar

SUMMA TILLGANGAR

— Sida5av8

2024-12-31

1250000
1 250 000

3285 500

73745
1784501
5143746

6 393 746

97 500
277 436
19715
58 800
453 451

2150534

2150534

2 603 985

8 997 731
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2023-12-31

1 250 000
1250 000

3285500

73745
1784501
5143 746

6 393 746

62 500
30500
1124
59787
153 911

164 544

164 544

318455

6712 201
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Invest i Harndsand Aktiebolag

556127-2633

BALANSRAKNING
Belopp i kronor Not 2024-12-31
EGET KAPITAL OCH SKULDER
Eget kapital
Bundet eget kapital
Aktiekapital 100 000
Reservfond 3900
Summa bundet kapital 103 900
Fritt eget kapital
Balanserat resultat 4362 610
Arets resultat -36413
Summa fritt kapital 4326 197
Summa eget kapital 4 430 097
Kortfristiga skulder
Skulder till Kreditinstitut 4200 000
Leverantdrsskulder 1858
Skulder till koncernforetag 51426
Skulder till intresseféretag 24745
Skatteskulder 0
Ovriga skulder 139 506
Upplupna kostnader och férutbetalda intdkter 150 099
Summa kortfristiga skulder 4567 634
SUMMA EGET KAPITAL OCH SKULDER 8997 731
—_—————— Sida6av8

(Signerat, SHA-256 ABAA63731A5CC63ACCFBDD4F4E76D85DA209ABCC4E2CB12CBC17679A7F02BF98)
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2023-12-31

100 000
3900
103 900

4423 680
-61 070
4361610

4 466 510

0

45

901 426
1275370
0

0

68 850

2 245 691

6712 201
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invest i Harnosand Aktiebolag

556127-2633

NOTER
Not 1 REDOVISNINGSPRINCIPER
Arsredovisningen har upprittats i enlighet med Arsredovisningslagen och
Bokféringsndmndens allmanna rad BFNAR 2016:10 Arsredovisning i mindre féretag.
Definition av nyckeltal
Nettoomsiéittning
Rorelsens huvudintikter, fakturerade kostnader, sidointikter samt
intdktskorrigeringar.
Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader, men fére extraordinéra intikter och
kostnader.
Soliditet
Eget kapital i forhallande till balansomslutningen
Not 2 Medeltalet anstillda
Bolaget har inte haft nagra anstillda och nagra léner har ej utbetalats.
Not 3 Byggnader och Mark
2024-12-31 2023-12-31
Ingaende anskaffningsvirde 1250000 0
Inkép 1250 000
Utgdende ackumulerande anskaffningsvirde 1250000 1 250 000
Not 4 Andelar i Koncern och intresseforetag
Namn Kapitalandel Réstrittsandel Antal andelar Bokfért viirde
Harndsands Naringsliv AB 49 % 419% 490 73745
Technichus i Mittsverige AB 100 % 100 % 14 000 1
Restore i Hoga kusten AB 100 % 100 % 500 900 000
Skeppet 5&6 AB 100 % 100 % 25 000 2 385 499
Summa 3 359 245
Org.nr Site  Eget kapital* Arets
resultat*
Skeppet 5&6 AB 559417-4525 Harnésand 44 509 0
Harndsands Naringsliv AB 556550-5970 Harnésand 56 965 -15044
Technichus i Mittsverige AB 556558-7242 Harndsand 4 605 292 110578
Restore i Héga kusten AB 559370-7473 Harnésand 202 871 105 370

*Fran senast faststallda drsredovisning. Kapital och resultat &r motsvarande bolagets dgarandel.

Bolaget har givit ett villkorat aktiedgartillskott mot revers till Hirnésands Niringsliv AB p& 24 745
kronor samt ett villkorat aktiedgartillskott till Restore i Hoga kusten AB p3 850 000 kronor.

—— Sida7av8
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Invest i Hirndsand Aktiebolag
556127-2633

Not 4 Stéllda sdkerheter och eventualférpliktelser

Stallda sdkerheter
Eventualférpliktelser

Harnosand 2025-

Knapp Britta Thyr

Min revisionsberattelse har lamnats den

Rikard Grundin
Auktoriserad revisor
Ernst & Young AB

Inga
Inga

Sida8av8 —

Christina Lindberg
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Invest i HarnGsand AB ?i;;)

Overenskommelse om upphavande av kdpekontrakt
m.m.

Parter
Invest i Hirmdsand AB, org nr: 556127-2633
¢/o HEMAB
Box 304
871 26 Harnésand
Kontakt: Hanna Viklund, 0611-348117
Andel: 1/1

Hans Vesterlund, personnr: 560410-7812
Tjarnsjo 135
871 91 Harndsand
Kontakt: Hans Vesterlund, 070-593 90 73
Andel: 1/1

Ovanstiende parter éir éverens om foljande:

Upphiivande av kopekontrakt

Ovanstaende parter har den 2024-04-30 undertecknat kdpekontrakt gillande del av
fastigheten Hdmdsand Tjamsj6 3:2, se bilaga 1. Parterna ir verens om att
kdpekontraktet upphévs i sin helhet och att det ersétts av en ansdkan och
overenskommelse om fastighetsreglering, bilaga 2.

I den ersittning som parterna kommit Gverens om ingr en ersittning om 20 000 kr
for att séljaren ska kunna anligga en korvig fran skogen ut till Higgdéngersviigen,

Jaktriitt

Hans Vesterholm far behalla jaktritten pd det markomrade han séljer till Invest i
Hirndsand AB i 10 &r fran tilltradesdagen. Om ndgon form av verksamhet etableras
pa det aktuella omradet eller om markomrédet byter fgare upphor jaktritten for
séljaren. Det aktuella markomréidet framgdr av ans6kan och éverenskommelse om
fastighetsreglering, bilaga 2.

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
(Signerat, SHA-256 ABAA63731A5CC63ACCFBDD4F4E76D85DA209ABCC4E2CB12CBC17679A7F02BF98)



Invest i Harndsand AB

Avtalsexemplar

Underskrift

Bilaga 1
Bilaga 2

Sida
2(2)

Denna 6verenskommelse har upprittats i tva likalydande exemplar,
varav parterna tagit vardera och ett som ingér i lantméteriférréttningen.

Datum S Datum

Hiindsand Tjdrnsj6 3:2 B Makas me(_igiw_/ande -
Hans Vesterlund Karin Vesterlund

Datum

Himdsand Tjéarnsjo 3:24
Invest i Hirnésand AB
Uno Jonsson

Kdpekontrakt daterat 2024-04-30

Ansdkan och 6verenskommelse om fastighetsreglering

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
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Sidal12av2l



Invest i Hirnosand AB Sida

1(2)
Ansdkan och 6verenskommelse om fastighetsreglering
Komplettering till drende Y2476
Denna ansdkan ersitter tidigare inskickad ansékan i direndet géillande nedanstiende
fastigheter.
Undertecknade anséker harmed om fastighetsreglering berdrande fastigheterna Hiirnésand
Tjirnsjé 3:24 och Hirnésand Tjirnsjo 3:2
Fastighetsregleringen ska ske enligt denna Gverenskommelse och bifogad kartbilaga.
Fast egendom Hiirndsand Tjiirnsjo 3:24
och part Agare: Invest i Himosand AB, org nr: 556127-2633
c/o HEMAB
Box 304
871 26 Héarndsand
Kontakt: Hanna Viklund, 0611-348117
Andel: 1/1
Hiirnésand Tjérnsjo 3:2
Agare: Hans Vesterlund, personnr: 560410-7812
Tjérnsjo 135
871 91 Harnbsand
Kontakt: Hans Vesterlund, 070-593 90 73
Andel: 111
Overenskommelse Genom fastighetsreglering ska del av fastigheten HirnGsand Tjérnsj

3:2 dverforas till fastigheten Hirndsand Tjdmsjo 3:24. Det aktuella
markomradet framgar av bifogad karta, bilaga 1.

Andamil Det aktuella omradet &r utpekat som utvecklingsomréde for
industridndamal i Harnésands kommuns dversiktsplan. Koparen Invest
1 Himdsand AB ér ett kommunaldgt bolag som forvéarvar mark for att
planldgga for industriindamal. Invest i Hirmdsand AB har erhallit
positivt planbesked, och planarbetet har pabérjats.

Ersiittning Agaren till Himdsand Tjams;jé 3:24, skall betala 2 820 000 kr till
dgaren av Harndsand Tjarnsjo 3:2. Erséttningen ska erlédggas senast 30
dagar efter att forrattningen vunnit laga kraft.

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
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Invest i Harndsand AB

Tilltride

Forrittningskostnader

Ovrigt

Aktmottagare

Avtalsexemplar

Underskrift

Sida
2(2)

Tilltréde sker nér forrattningen vunnit laga kraft.

Kostnaden for fastighetsregleringen ska betalas av dgaren till
Harndsand Tjdmsjo 3:24, Invest 1 Harmdsand AB.

Séljaren forbinder sig att inte avverka skog eller upplata
avverkningsritter pa fastigheten fran denna dag. Séljaren garanterar att
det inte finns ndgra avverkningsritter som belastar det aktuella
omrédet.

Pa fastigheten finns belastande skogsfingsservitut enligt siljaren.
Servitutet ar inte inskrivet i fastighetsregistret. Parterna ansoker om att
upphéva de skogsfidngservitut som belastar fastigheten. Kostnaden till
f6ljd av detta ska fordelas enligt den produktiva skogsarealen pa
Térns;jo 3:2 for kopares respektive séljares del.

Kopia av de slutliga forrattningshandlingama (akten) ska skickas till:
Invest i Hamosand AB och Hans Vesterlund.

Denna &verenskommelse har upprittats i tre likalydande exemplar,
varav parterna tagit vardera och ett som ingér i lantméteriforrittningen.

Datum Datum

Hémésand Tjﬁmsjg 3:2 Makas medgivande_
Hans Vesterlund Karin Vesterlund

Datum

Hérnésand Tjarnsjo 3:24
Invest i Hirndsand AB
Uno Jonsson

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
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Invest i Hirnésand AB TE’S)

Ansékan och 6verenskommelse om fastighetsreglering
Komplettering till drende Y2476

Denna ansikan ersitter tidigare inskickad ansékan i direndet giillande nedanstiende
fastigheter.

Undertecknade ansoker hirmed om fastighetsreglering berérande fastigheterna Hirndsand
Tjéirnsjo 3:24 och Hirndsand Tjirnsjo 3:2

Fastighetsregleringen ska ske enligt denna 6verenskommelse och bifogad kartbilaga.

Fast egendom Hirndsand Tjirnsjo 3:24

och part Agare: Invest i Hiarndsand AB, org nr: 556127-2633
c¢/o HEMAB
Box 304

871 26 Hérndsand
Kontakt: Hanna Viklund, 0611-348117
Andel: 1/1

Hiarndsand Tjirnsjo 3:2

Agare: Hans Vesterlund, personnr: 560410-7812
Tjamsjo 135
871 91 Hérndésand

Kontakt: Hans Vesterlund, 070-593 90 73
Andel: 1/1

Overenskommelse Genom fastighetsreglering ska del av fastigheten Harngsand Tjérnsjo
3:2 dverforas till fastigheten Himdsand Tjamsjo 3:24. Det aktuella
markomridet framgér av bifogad karta, bilaga 1.

Andamil Det aktuella omradet ér utpekat som utvecklingsomrade for
industriindama! i Himésands kommuns &versiktsplan. K6paren Invest
1 Himo6sand AB ir ett kommunalégt bolag som forvarvar mark for att
planldgga for industridndamal. Invest i Hirnésand AB har erhallit
positivt planbesked, och planarbetet har paborjats.

Ersiittning Agaren till Himésand Tjamnsjo 3:24, skall betala 2 820 000 kr till
dgaren av Harndsand Tjdrnsjd 3:2. Erséttningen ska erléiggas senast 30
dagar efter att forréttningen vunnit laga kraft.

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
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Invest i Harndsand AB

Tilltriide

Sida
2(2)

Tilltréde sker nér forrdttningen vunnit laga kraft.

Forrittningskostnader Kostnaden for fastighetsregleringen ska betalas av dgaren till

Ovrigt

Aktmottagare

Avtalsexemplar

Underskrift

Hémdsand Tjarnsj6 3:24, Invest i Hirndsand AB.

Séljaren forbinder sig att inte avverka skog eller upplata
avverkningsritter p fastigheten frdn denna dag. Sdljaren garanterar att
det inte finns nagra avverkningsrétter som belastar det aktuella
omradet.

Pa fastigheten finns belastande skogsfdngsservitut enligt siljaren.
Servitutet ar inte inskrivet i fastighetsregistret. Parterna anséker om att
upphéva de skogsfangservitut som belastar fastigheten. Kostnaden till
foljd av detta ska fordelas enligt den produktiva skogsarealen pé
Témsjo 3:2 for kbpares respektive séljares del.

Kopia av de slutliga forrattningshandlingarna (akten) ska skickas till:
Invest i Hirnésand AB och Hans Vesterlund.

Denna éverenskommelse har uppréttats i tre likalydande exemplar,
varav parterna tagit vardera och ett som ingér i lantméteriférréttningen.

Datum Datum o
Héarndsand Tjérnsj6 3:2 Makas medgivande -
Hans Vesterlund Karin Vesterlund

Datum

Hirndsand Tjémnsjo 3:24
Invest i Harndsand AB
Uno Jonsson

Protokoll nr1:2025 fran styrelsemoéte i Invest i Hirnésand AB
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Signering
Foljande parter har signerat detta dokument

Namn: Andreas Sjolander

Datum: 2025-02-25 10:39

Signerat kryptografiskt SHA-256 hashvarde:
ABAA63731A5CC63ACCFBDD4F4ET6D85DA209ABCCA4E2CB12CBC17679ATF02BF98

Namn: Uno Jonsson

Datum: 2025-02-20 14:39

Signerat kryptografiskt SHA-256 hashvarde:
ABAA63731A5CC63ACCFBDD4F4ET6D85DA209ABCC4E2CB12CBC17679ATF02BF9O8

Namn: CHRISTINA LINDBERG

Datum: 2025-02-20 15:57

Signerat kryptografiskt SHA-256 hashvarde:
ABAA63731A5CC63ACCFBDD4F4ET6D85DA209ABCCA4E2CB12CBC17679ATF02BF98
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Protokoll nr 3:2025 fran styrelseméte i Invest i Hirnsand AB

Plats: per capsulam
Datum: 2025-04-01

Narvarande: Franvarande:
Andreas Sjélander (Ordférande) Hans Rosengren
Knapp Britta Thyr Rosmarie Sandin

Helena Elfvendal
Christina Lindberg

Uno Jonsson, VD

Information:

§ 1. Métets 6ppnande
Ordférande Andreas Sj6lander 6ppnade dagens mote.

§2 Val av sekreterare
Beslutades:
att utse Uno Jonsson till stdndig sekreterare for bolaget.

§3 Val av justeringsledamot
Beslutades:
Samtliga ledaméter.

§4 Revers

2025-04-01

Dotterbolaget Restore i Hga Kusten AB behéver kortsiktigt 1ana av Invest for att
hantera likviditeten. Lanet pa 250 000 kr forfaller till betalning senast 2025-05-30.

Beslutades:

- Att uppdra till VD att for Invests rikning underteckna utstilld revers

Justeras:

Samtliga ledaméter:

Andreas Sjolander (Ordférande)
Knapp Britta Thyr

Helena Elfvendal
Christina Lindberg

Protokoll nr3:2025 - Invest i Harnésand AB

(Signerat, SHA-256 C8B77FDAB390E2D8405B48403ED4899FBDEB7490D3ECFFC055990315EA909AF1)
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REVERS 2024-04-01

Re:Store i Hoga Kusten AB orgnr: 559370-7473, l3nar 250.000kr av Invest i Hirnésand AB orgnr:
556127-2633.

Detta lan forfaller till betalning senast 2025-05-30- eller nir Re:store i Hoégakusten AB erhaller 1&n
fran Kl finans.

Lanet Iper utan rénta till och med 2025-05-30

Harndsand 2025-04-01

Linda Thorén Uno Jonsson

Restore i Hoga Kusten AB Invest i Hdarnésand AB

Bildgg protokollet for beslutet.

S
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Signering
Foljande parter har signerat detta dokument

Namn: Andreas Sjolander

Datum: 2025-04-07 07:47

Signerat kryptografiskt SHA-256 hashvarde:
C8B77FDAB390E2D8405B48403ED4899FBDEB7490D3ECFFC055990315EA909AF1

Namn: Britta Thyr

Datum: 2025-04-07 14:57

Signerat kryptografiskt SHA-256 hashvarde:
C8B77FDAB390E2D8405B48403ED4899FBDEB7490D3ECFFC055990315EA909AF1

Namn: Helena Elfvendal

Datum: 2025-04-07 08:15

Signerat kryptografiskt SHA-256 hashvarde:
C8B77FDAB390E2D8405B48403ED4899FBDEB7490D3ECFFC055990315EA909AF1

Namn: CHRISTINA LINDBERG

Datum: 2025-04-04 12:08

Signerat kryptografiskt SHA-256 hashvarde:
C8B77FDAB390E2D8405B48403ED4899FBDEB7490D3ECFFC055990315EA909AF1
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Protokoll nr 3:2025 fran styrelseméte i Invest i Harnésand AB 2025-04-10

Plats: Sambiblioteket van 4
Datum: 2025-04-10

Narvarande: Franvarande:
Andreas Sjdlander (Ordférande) Helena Elfvendal
Britta Thyr Hans Rosengren

Christina Lindberg
Rosmarie Sandin

Uno Jonsson, VD
Cecilia Onselius och Mikael Pettersson

§ 1. Motets 6ppnande
Ordférande Andreas Sj6lander halsade alla vilkommen och 6ppnade dagens mote.

§ 2. Val av sekreterare

Beslutades:
att utse Uno Jonsson att skriva dagens protokoll.

§ 3. Val av justeringsledamot

Beslutades: att Rosmarie Sandin jamte ordférande justerar dagens protokoll.

§ 4. Genomgang av prel. resultat 2025-03-31

VD rapporterar om resultat per 2025-03-31.

Beslutades: att ldgga informationen till handlingarna.

§ 5. Genomgang av prognos fér 2025

VD visar foreslagen prognos per 2025-12-31, kostnaderna kommer framst att besta av
planarbetet for fastigheterna i Antjarn samt naringslivsprojekt. Det &r dock fortfarande oklart hur
mycket vi kommer att kunna upparbeta géllande detaljplan Antjarn, detta beror frimst pa
Lantméteriets hantering.

Beslutat: att stélla sig bakom prognosen

§ 6. Utveckling av industriomrade Antjarn

Mikael Pettersson redogér for utvecklingsarbetet géllande Antjamn, viktigt att vi tar fram en vision
for omradet som kommer att visa vilken typ av verksamhet som &r lampligt for industriomradet.
Vi kommer att dela utredningskostnaderna med Motorbanan, fordelningen bygger pa
markinnehav. Vi véntar pd Lantméteriet for att fa klart det sista gallande forrattningarna pa de

fastigheter vi har forvarvat.

Beslut: att VD far i uppdrag att paborja arbetet med visionsprogrammet och aterrapportera
arbetet i september.

Protokoll nr 3:2025 fran styrelsemote i Invest i Harnésand AB Sidalav4
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§ 7. Rapport fran bolagen
- Restore

Restore har lanat 250 tkr av Invest for att klara likviditeten fram till slutet av maij.

Bra besGksvolymer i butiken men forséaljningsvolymen maste upp.

- Technichus

Styrelsen har tagit det av Technichus senaste styrelseprotokoll.

- Skeppet

Styrelseméte i Skeppet 5 & 6 AB har genomférts i anslutning till detta
styrelsemdéte.

§ 8. Verksamhet
Inget &vrigt fran verksamheten.

§ 9. Ovriga fragor

Beslutades: att VD i far i uppdrag att sakerstélla att rutiner finns for koncernen sa att
styrelseprotokollen fran styrelsemotena kontinuerligt skickas till kommunstyrelsen.

att VD far i uppdrag att bjuda in lekmannarevisorerna till nésta styrelsefdrmiddag.

Ordférande avslutade métet

Andreas Sjolander

Ordférande
Uno Jonsson Rosmarie Sandin
Sekreterare Justerare

Beslutsunderlag:
- Resuiltat inkl. prognos

Protokoll nr 3:2025 fran styrelsemote i Invest i Harnésand AB
(Signerat, SHA-256 6607CAA8F32DFODA1CC16D2BCFACF9802DDEC13BC0OC0589C2DAAAG691C6ACB6Y)
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INVEST, prognos 1 2025

WINVEST Budget Utfall Prognos |Summa helér
2025-03-31 0401-1231
0
|INTAKTER 400 65 508 573
Skattekonstuler 65 65
1N5ringsliv 508 508
Kostnader 903 211 903 1114
390
513

Néringsliv 6 485 490
Lantmiteriet 55 70 125
Plankonsulter 300 300
Fortnox 2 5 7
Revision 71 25 96
Redovisning 27 27
Ovrigt 4 10 14
Styrelse/revisions-arvoden 47 8 55
Réntor 170 40 130 170
Avskrivningar 0 0 0 0
RESULTAT -673 -186 -525 -711

Protokoll nr 3:2025 fran styrelsemote i Invest i Harnésand AB
(Signerat, SHA-256 6607CAA8F32DFODA1CC16D2BCFACF9802DDEC13BC0OC0589C2DAAAG691C6ACB6Y)
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Signering
Foljande parter har signerat detta dokument

Namn: Andreas Sjolander

Datum: 2025-04-24 08:24

Signerat kryptografiskt SHA-256 hashvarde:
6607CAA8F32DFODA1CC16D2BCFACF9802DDEC13BC0C0589C2DAAAG6691C6ACB69

Namn: Uno Jonsson

Datum: 2025-04-22 15:39

Signerat kryptografiskt SHA-256 hashvarde:
6607CAA8F32DFODA1CC16D2BCFACF9802DDEC13BC0OC0589C2DAAAG6691C6ACB69

Namn: MONICA ROSMARIE INGA-KARIN SANDIN

Datum: 2025-04-22 19:20

Signerat kryptografiskt SHA-256 hashvarde:
6607CAA8F32DFODA1CC16D2BCFACF9802DDEC13BC0C0589C2DAAA6691C6ACB69
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Harnosands PROTOKOLL 1(16)
Sammantradesdatum
kommun it
Plats och tid Kommunstyrelsesalen i Radhuset, kl. 13.00-16.00 Y :
Ajournering 14.00-14.25 K\) 2‘9 2 ,q 5
Beslutande Ledamoter

Knapp Britta Thyr (MP), ordférande

Eva-Clara Viklund (M), vice ordférande

Elisabeth Bylund, Neuroférbundet, ledamot

Ewa Ekren, Reumatikerforeningen, ledamot

Inger Wiberg, Autism- och Aspergerféreningen Harndsand, ledamot
Lennart Moberg, Parkinsonféreningen, Funktionsratt Harnésand, ledamot
Kjell Bergstrom, Ga och bada, ledamot

Kamal Suleimani, Synskadades forening, ersattare

Birgitta Janzon, RSMH, ledamot

Stefan Morell, FUB, ledamot

Nils-Anders Lindstrom, Psoriasis lokalavdelning, ledamot
Margareta Thelin, Harnésand/Kramfors strokeférening, ledamot

Ovriga narvarande Jennifer Alund, folkhdlsosamordnare.
Justerare Elisabeth Bylund, Neuroférbundet
Underskrifter

Sekreterare Paragrafer 1-10

Jennifer Alund }wu\ﬂl U
Ordférande
Knapp Britta Thyr /’%/” /}, g&

Justerare >/
Elisabeth Bylund Y/ v L»/ lj’ﬁ / f/Lf ’1 (

ANSLAG/BEVIS %

Protokollet ar justerat. Justeringen har tillkannagivits genom anslag,
Organ
Sammantradesdatum
Datum da anslaget satts upp = Datum da anslaget tas ned -

Férvaringsplats fér protokollet Kommunstyrelseférvaltningen

Underskrift .,
L.,F’-

[Justerandes sign Utdragsbestyrkande
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1. Genomgang av foregaende protokoll

Tillgdnglighetsradets beslut
Tillgdnglighetsradet beslutar

att protokollet fran foregaende mote ldggs till handlingarna.

Bakgrund
Britta Thyr, géir igenom foregéende protokoll.

Justerandes sign

Utdragsbestyrkande
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2, Dagordningen godkanns

Tillgdnglighetsradets beslut
Tillgdnglighetsradet beslutar

att drende, Stdrka inflytande for personer med funktionsnedsdttning och
Lyfta in funktionshinder och tillginglighetsperspektivet i samhdallsplanering
laggs till pa dagordningen och

att rubrikerna kommer i fortsittningsvis finnas med pa dagordningen, samt

att direfter faststélla foredragningslistan till dagens mote.

Justerandes sign

Utdragsbestyrkande
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3. Val av justerare

Tillganglighetsradets beslut
Tillgénglighetsradet beslutar

att utse Elisabeth Bylund, Neuroférbundet att justera dagens protokoll.

Justerandes sign

Utdragsbestyrkande
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4, Informationsarenden

Tillganglighetsradets beslut
Tillgénglighetsradet beslutar

att lagga informationen till handlingama.

4.1 Hyror inom LSS-boenden

Eva Forslof, verksamhetschef Funktionsstod: LSS och socialpsykiatri samt
Lars Hallin, Intendent vid lokalforsérjningsenheten uteblir pd grund av
tidsméssigt missforstand.

Presentatérerna kommer att bjudas in pa nytt till rddets nista sammantride
for att presentera nya hyror inom LSS-boenden.

4.2 Hur miter vi tillgiinglighet?

Utifrdn Myndigheten for delaktighets (MFD) dragning 1 december om hur vi
mater tillgédnglighet stdlls fragorna "vilka omraden ser vi att vi skulle vilja
arbeta vidare med kopplat till métning av tillgdnglighet?” samt “vilka
kriterier ingar i MFD’s undersokning?”.

Karl Holzwart Kristiansson (MFD) aterkopplar att MFD under april kommer
att sldppa enskilda aterkopplingar till kommunerna vilket kommer att
mojliggora att jamforelser mellan kommuner.

Hérndsands kommun fick vid senaste matningen 29 podng av 42 i enkéten,
vilket ger ett resultat pd 69 %. Det ar béttre dn snittet for kommunerna som
ir cirka 64 %.

Kriterierna i undersdkningen presenteras sammanfattningsvis:
» Strategiskt arbete

Upphandling

Arbetsmiljo

Rekrytering

Individuella lésningar/stod

Y V. V V V

Kommunikation/information

Lokalforsorjning

v v

Samhillsplanering

Justerandes sign

Utdragsbestyrkande
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FUB beskriver att méjligheten till kontaktperson ér den viktigaste fragan for
deras malgrupp. FUB’s medlemmar ar individer mitt i livet, vilka har
svarigheter med att beviljas kontaktperson/ledsagare. Oftast avslas ans6kan
med motivering att "befintlig personal ska ticka behoven” vilket i praktiken
inte fungerar. For FUB s malgrupp &r stodperson avgorande for en
meningsfull fritid, vilket &r ett kriterie som métningar missar.

HSO 6nskar att beredningsgruppen tar fram vad som efterfrigas i varje
kriterie for att mer noggrant kunna analysera hur Hirmésands kommun ligger
till.

4.3 Beredskap — Om krisen eller kriget kommer

Broschyren ”Om krisen eller kriget kommer” gér ut till eller bestills av
personer med behov av punktskrift. Hirndsands kommun fér giirna
informera medborgare om Myndigheten for tillgingliga medier (MTM) och
att denna tjanst finns for alla med dessa behov men kan inte sjilva som
kommun bestalla broschyrer i punktskrift.

Se girna var webbsida, dér finns information om hur vi fungerar MTM gér
tillgdngliga versioner av "Om krisen eller kriget kommer” - mtm

MTMs Punktskrifts- och prenumerationsservice
Telefontid: mandag till torsdag k1. 09:00 till 12:00
Telefonnummer: 040 653 27 20

Myndigheten for tillgidngliga medier, MTM
Box 51, 201 20 Malmo
Besoksadress: Hans Michelsensgatan 2, Malmé

FUB stiller fragan om skyddsrum, finns skyddsrum till for alla och vems
ansvar dr forflyttningen fér personer med funktionsnedsittning boende pé
kommunens LSS-boenden.

Tillgénglighetsridet ser darfor behov av en specifik dragning fran
tjidnsteperson inom beredskap att presentera hur man arbetar med beredskap
inom LSS-boenden i kommunen. Exempelvis med forflyttning, skyddsrum,
stanna kvar eller lamna boendet i en krissituation, rutiner, vad som ar
kommunens ansvar kontra det egna ansvaret.

Autism Harndsand beskriver att de finns indikationer fran andra kriser att
personer med funktionsnedséttning lamnats kvar.

Justerandes sign
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HSO stiller en kompletterande fraga om det ér det egna ansvaret eller
fastighetséigarens ansvar om medborgaren exempelvis dr hyresgést pa
Angecenter.

Tillgéinglighetsradet beslutar att bjuda in Beatrice Karlstrom inom beredskap
till néista sammantride, 18 juni for att diskutera rutiner kopplat till beredskap
inom LSS-boenden.

Justerandes sign

Utdragsbestyrkande
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5. Stdrka inflytandet for personer med
funktionsnedsattning

Tillganglighetsradets beslut
Tillgdnglighetsradet beslutar

att ligga informationen till handlingarna.

5.1 Budgetdialog
Planerad budgetdialog 13 mars 2025 flyttas fram till 31 mars 2025.

5.2 Remissvar ”Policy for samverkan med civilsamhillet”
Remisstiden for policy for samverkan med civilsamhaillet” gér ut 14 mars
2025.

Funktionsritt Hirndsand skickar med ett inspel om avsaknad av
fortydligande av fordndringar sedan tidigare policy. Funktionsritt Hirnésand
stiller ocksa tva kompletterande fragor “vad har kommunen vunnit, alltsa
vilken effekt, har en sddan policy haft?”” samt “hur tillimpas detta i de fall
dér entreprendrer utfor uppdrag at kommunen?”.

5.3 Lokaler

Tidigare har behov av konferenslokal f6r méten, arsmoten och aktiviteter
tagits upp. Réadet far information om att foreningar via kommunens hemsida
kan fa information och gora bokningar av lokaler: Boka idrottshallar och
planer - Harnosand.se

SRF stéller fragan om lokalfragan kan vara en del av tillgdnglighetsradets
inspel till kommande budgetdialog den 31 mars 2025.

Funktionsritt Harnésand beskriver att FUB tidigare haft synpunkter pa den
lokal som Harndsands kommun betalar hyra for, gillande storlek for
malgruppen. Aven Hirnésands dévas forening har haft synpunkter pa
lokalen dér det beskrivits ett behov av mer rektangulért rum for att underlitta
att se tolk.

SRF ger som information att foreningen kommer att flytta fran befintliga
lokaler till folkhdgskolan pa grund av hoga hyreskostnader.

Justerandes sign
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Autism Héarnosand reflekterar att det dr en stor skillnad pa lokaler for
idrottsforeningar i relation till lokaler for funktionshindersorganisationer, i
antal, omfattning och méjligheterna till hyra och att en framtidssatsning
skulle kunna vara ett foreningarnas-hus.

Sammantaget fors en dialog om vilka ytterligare behov som finns kopplat till
lokalfrdgan utifran att Hirnosands kommun bekostar hyran f6r Funktionsritt
Hérnosands befintliga lokaler som foreningarna kan anvénda for olika
aktiviteter och motesformer.

5.4 Funkisveckan 2025

Funkisveckan, 7 april — 11 april 2025 kommer att erbjuda olika aktiviteter
for att 6ka kunskapen om personer med funktionsnedsittning. Invigningen
sker mandagen den 7 april av bland andra Landshovdingen Carin Jamtin.

Foreningar, i nuldget 10 stycken, kommer ockséd under veckans géng, pa plan
1 under veckan och plan 4 under torsdagen att visa upp sin verksamhet
mellan 11.00-14.00.

Agendan for torsdagen den 10 april presenteras. Under torsdagen kommer
foreldsare som Johannes Sandqvist — ndr omsorg blir fortryck, Jill Taube —
dans som rehabilitering samt Par Hagglund samt Barbro Jansson — PER-
modellen, relationsbaserat stod vid tidig demensutveckling att foredra.
Utdver foreldsningarna kommer filmvisning att ske pa biografen — Det kunde
varit vi, dir allménheten bjuds in.

Det kommer ocksa att erbjudas missa pa plan 4 pd sambiblioteket. Dir bland
andra IF Rycket kommer att ha en utstillning for att prova olika idrotter,
SRF kommer att erbjuda prova pa i form av ledarhund, réra sig som
synskadad etc. Andra foreningar kommer att ha bord for att visa upp sin
verksamhet. Och flera av foreningarna ser fram emot Géfotboll dér lokala
politiker spelar mot intresseféreningarna.

Schema f6r veckan kommer att publiceras och kommuniceras.

5.5 Ett hilsosammare och friskare Hirnosand
Jennifer Alund, folkhilsosamordnare presenterar de nyhetsbrev som
projektet Ett hdlsosammare och friskare Hirndsand skrivit fram.
Nyhetsbreven beskriver olika delar som dr under utveckling inom projektet:
= Beddmnings- och insatsteam
= Hilsoteman
= Sidkra steg

Justerandes sign
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= Samverkan
= Utbildning
= Dagverksambhet for personer med demens och neuroligisk sjukdom

Tillgénglighetsradet fér ta del av planerade genomforanden inom hilsoteman
under véren 2025 med varierande teman.

Justerandes sign Utdragsbestyrkande
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6. Arsuppfdljning 2024

Tillgdnglighetsradets beslut
Tillgénglighetsradet beslutar

att fastsla Tillginglighetsradets rsuppfoljning 2024 med de foreslagna
dndringarna fran radet.

Bakgrund
Ordforande, Britta Thyr presenterar radets drsuppfoljning 2024.

Inkomna synpunkter pd skrivelsen dr att den till skillnad fran tidigare &r da
skrivelsen kallats verksamhetsberattelse 1 och med 2024 istéllet ska kallas
arsuppfoljning. Ordet “uppgifter” ska ldggas till under radets syfte och mal.
Vardera av tillgéinglighetsrddets sammantriden ska kortfattat ssmmanfattas
for tydlighet. En sammanfattning av arets verksamhet med dess
tyngdpunkter ska ldggas till.

Justerandes sign
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7. Lyfta in funktionshinder- och tillgdnglighetsperspektiv i
samhallsplanering

Inga drenden behandlades under sammantridet.

Justerandes sign
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8. Foreningsinformation
Synskadades riksforbund (SRF)

Féreningen viljer att istéllet for en traditionell rapportering av foreningens
verksamhet erbjuda en unik upplevelse under fikat déar radets medlemmar far
mojlighet till 6kad kunskap genom att fika med 6gonbindel. Ovningen &r
frivillig men genomfors av samtliga medlemmar och politiker.

Foreningen har till sin hjilp tagit in Fredrik Lundstrém och Agneta Olofsson
for kunskapshdjande dialog tillsammans med foreningens ersittare men
ocksa for att underlitta serveringen.

SRF fir frigan hur en seende person kan gora for att underlitta for en
synskadad. Dialog fors om vikten av bemétande och beskrivande dialog.
SRF beskriver att de gdrna kommer ut och utbildar andra for att 6ka
kunskapen och skapa ett respektfullt bemétande. Andra saker ér att inte
klappa ledarhundar eftersom att hunden arbetar, att den vita kippen som
hjalpmedel kan vara férgkodad for att visa om personen ér blind eller dov-
blind. Andra tips dr att underlitta genom métesteknik, att alltid begéra ord
via ordforande och ange namn eller att anvinda plinga pé cykel ndr man
moter gangtrafikant. SRF beskriver ocksa att manga synskadade eller blinda
ir utan arbete eller sysselsdttning vilket varit relativt stabilt med en tendens
till 6kning sedan 1991.

SRF tipsar om podden "Med 6ppna 6gon” for att 6ka kunskapen om
synskadade och blinda.

Hiirnésands dévas forening

Foreningen har ingen representant nirvarande vid sammantrédet.

Neuro-forbundet

Foreningen viljer att skjuta fram sin presentation till ndsta sammantrade.

Justerandes sign Utdragsbestyrkande
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9. Ovriga fragor
* Seniormissa 5 maj 2025
= Digital hjdlp — drop in, Sambiblioteket.
* 29 mars 11.00 ABF, teater om autism.

®* Harnésands kommun ér inbjuden till en forsta dialog om funkisdag i
december 2025.

Sida
15(16)
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10. Kommande moten

Nista sammantride ir planerad till den 18 juni 2025, k1.13.00 -16.00 i
kommunstyrelsesalen, Radhuset.

P& sammantridet kommer foljande foreningar ges tillfélle att presentera
foreningarnas verksamhet;

Héarnosands dovas forening
Neuro-forbundet

Hjart- och lungféreningen

Justerandes sign Utdragsbestyrkande
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Lekmannarevisorerna
Ostkustbanan 2015 AB

Till fullméktige i Gdvle kommun, Hudiksvalls
kommun, Harnésands kommun, Kramfors
kommun, Nordanstigs kommun, Region
Gévleborg, Region Visternorrland, Sollefted
kommun, Sundsvalls kommun, S6derhamns
kommun, Timra kommun, Ange kommun och
Ornskoldsviks kommun.

Bolagsstimman for Ostkustbanan 2015 AB
Org nr 559021-6262

Granskningsrapport for ar 2024

Vi, av fullméktige i Region Visternorrland och S6derhamns kommun utsedda
lekmannarevisorer, har granskat Ostkustbanan 2015 AB:s verksamhet.
Bolagsstimman har valt oss som lekmannarevisorer i enlighet med vad som
framgar av Aktiedgaravtal mellan deldgarna i Ostkustbanan 2015 AB.

Styrelse och verkstédllande direktor ansvarar for att verksamheten bedrivs enligt
géllande bolagsordning, dgardirektiv samt de lagar och foreskrifter som giller
for verksamheten. Lekmannarevisorerna ansvarar for att granska verksamhet
och intern kontroll samt prova om verksamheten bedrivits enligt respektive
fullméktiges uppdrag och mal samt de lagar och fGreskrifter som géller for
verksamheten.

Granskningen har utforts enligt aktiebolagslagen och kommunallagen, god

revisionssed 1 kommunal verksamhet och kommunens respektive regionens
revisionsreglemente samt utifrdn bolagsordning och av bolagsstimman fast-
stdllda dgardirektiv.

Granskningen har genomforts med den inriktning och omfattning som behovs
for att ge rimlig grund for beddmning och prévning.

Vi bedomer sammanfattningsvis att verksamheten har skotts pa ett i allt
vésentligt &ndamaélsenligt och frdn ekonomisk synpunkt tillfredsstillande sétt.

Vi bedomer att den interna kontrollen inte har varit tillracklig. Vi har dock
noterat att styrelsen under ar 2024 beslutat om dtgéirder innefattande riskanalys
och internkontrollplan. Vid tidpunkten for granskningen hade riskanalys
genomforts.

Som grund for vara synpunkter och bedomningar aberopar vi bifogad rapport
frén den yrkesrevisor som bitrétt oss i var granskning.

Thomas Jaarf Sven-Erik Lindestam
utsedd av Region Visternorrland utsedd av Soderhamns kommun
Bilaga:

Revisionsrapport: Grundldggande granskning ar 2024 av Ostkustbanan 2015 AB
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Sammanfattning

P4 uppdrag av lekmannarevisorerna i Ostkustbanan 2015 AB har revisionskon-
toret i Region Visternorrland gjort en grundldggande granskning av bolaget ar
2024. Syftet har varit att, utifran en grundldggande insats, bedoma om verksam-
heten skots pé ett andamélsenligt och ekonomiskt tillfredsstillande sdtt samt om
den interna kontrollen &r tillricklig.

Vi bedémer sammanfattningsvis att verksamheten har skotts pa ett i allt vésentligt
dndamalsenligt och fran ekonomisk synpunkt tillfredsstillande sitt.

Vi har noterat att bolagets strategiska méal har tydliggjorts i verksamhetsplan
2024-2027, vilket vi ser positivt pa eftersom det i dgardirektivet anges att
verksamhetsplanen ska innehalla sédana mal. Som vi uppfattat det kommer mélet
att utvérderas ar 2026.

Uppf6ljning av budgeten har skett I6pande till styrelsen under aret. Vi bedomer att
den ekonomiska rapporteringen har forbéttrats under 2024. Prognoser ser vi
ddaremot som ett fortsatt utvecklingsomrade.

Det finns inte nagra faststdllda mél som anger vad som ska uppnés &r 2024. Det dr
dérfor inte mojligt for oss att bedoma om verksamhetsmalen uppfylls pa ett
tillfredsstillande sétt. Vi bedomer ddremot att genomfrda insatser och aktiviteter
ar av relevans med hénsyn till bolagets verksamhetsplan.

Vi har noterat att det ekonomiska resultatet for &r 2024 4r i nivd med bolagets
budget och att det fria egna kapitalet ddrmed blivit positivt, vilket vi ser som
tillfredstéllande ur ekonomisk synpunkt.

Vi bedomer att den interna kontrollen inte har varit tillrécklig. Vi har dock noterat
att styrelsen under ar 2024 beslutat om &tgérder innefattande riskanalys och
internkontrollplan. Vid tidpunkten for granskningen hade riskanalys genomforts.
Ett forslag till plan for intern kontroll &r planerad till april manad.

Rekommendationer
Med anledning av vér granskning vill vi limna foljande rekommendationer.
o Tydliggor tidsperspektivet for uppfoljning av det strategiska malet.

e Tydliggor rapporteringen av genomfdrda atgirder genom en uppfoljning
av verksamhetsplanen.

e Vidareutveckla den ekonomiska rapporteringen vad géller prognoser.

e Fullfslj det internkontrollarbete som pébérjats med en plan for uppfdljning
av intern kontroll.
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1 Bakgrund

Lekmannarevisorernas uppdrag regleras i aktiebolagslagen och i kommunallagen.
[ uppdraget ingdr att granska om verksamheten skots pé ett andamalsenligt och
fran ekonomisk synpunkt tillfredsstiillande sétt och om den interna kontrollen &r
tillrdcklig.

2 Syfte, revisionsfraga och avgransning

Syftet har varit att, utifrdn en grundldggande insats, bedoma om verksamheten
skots pa ett andamalsenligt och pa ett ekonomiskt tillfredsstéillande sétt liksom om
den interna kontrollen &r tillracklig. Granskningen har avsett att ge lekmanna-
revisorerna ett grundldggande underlag infor de uttalanden som ska goras i den
arliga granskningsrapporten. Inom denna ram kommer en bedémning goras av
foljande:

om det finns aktuella dgardirektiv,

om  det finns en verksamhetsplan med mél som dr med #dgardirektiven
Overensstimmande,

om det finns en budget som &r kopplad till verksamhetsplanen,

om  det finns en fungerande uppf6ljning av budget och verksamhets-
mal samt att nédvéndiga beslut tas vid befarade visentliga
avvikelser,

om ekonomin #r tillfredsstillande,
om  om verksamhetsmalen uppfylls pa ett tillfredsstillande siitt,

om  det finns en internkontrollplan som dr baserad pa en riskanalys
samt om planen f6ljs upp,

om  Atgérder har vidtagits utifran foregdende ars granskning
(lekmannarevision).

3 Revisionskriterier

De revisionskriterier som har utgjort underlag for revisionens analyser, slutsatser
och bedomningar dr huvudsakligen styrdokument sdsom bolagsordning,
dgardirektiv samt budget och verksamhetsplan.

4 Metod

Granskningen har i huvudsak genomf6rts genom dokumentstudier.

Revisionsrapporten har kvalitetssikrats enligt géllande rutiner, vilket bland annat
innebir att ett utkast till rapport har 6verldmnats for saklighetskontroll till
bolagets VD.
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5 Resultat av granskningen

5.1  Agardirektiv

Bolagens syfte och verksamhetsforemal behver enligt SKR' méanga ganger
kompletteras eller fortydligas med anvisningar som géller for ldngre eller kortare
tid. En region kan i egenskap av aktiedgare ldmna sidana anvisningar, ofta kallade
dgardirektiv, till bolagsstyrelsen genom ett beslut pa bolagsstimman. Ett
dgardirektiv som beslutats av stimman blir enligt aktiebolagslagen? bindande for
bolagsstyrelsen.

Bolagsstimman, som holls den 10 december 2021, beslutade att godkénna
dgardirektiven. Av direktiven framgar att de géller tills vidare.

Bolagets syfie och dndamal anges i bolagsordningen enligt fSljande:

“Bolagets syfte och dndamal &r att verka for utbyggnad av dubbelspér och
snabbtigsstandard pa Ostkustbanan, Gévle- Hirnésand (Nya Ostkustbanan).

Bolagets syfte och andamal enligt dgardirektivet motsvarar i sin helhet det som
framgar av bolagsordningen. Foljande framgér darutéver;

“Bolagets huvuduppgift 4r att bedriva information-, samverkan-, analys-, och
paverkansarbete for att fa till stind Nya Ostkustbanans forverkligande.”

Ovanstaende ingér i bolagsordningen, ”§ 4 Bolagets verksamhet”.

Enligt bolagets VD finns det inget i direktiven som bedéms som inaktuellt.
Agardirektiven bedoms vidare som @ndamalsenliga. Enligt protokollet vid
dgarforumet den 7 maj 2024 &r ambitionen att dgarna gor revidering av de
styrande dokumenten under mandatperioden. Motsvarande skrivning fanns i
protokollet fran 2023 ars dgarforum. Som vi uppfattat bolagets VD avses bland
annat arkivfunktionens organisering att ses &ver.

Kommentarer
Bolagets syfte och dandamal framgar av bade bolagsordning och dgardirektiv.

Bolagets dgardirektiv innehéller ddrutéver vissa preciseringar avseende bolagets
verksamhet. De handlar ddremot, som vi uppfattar det, om hur syftet ska uppnas,
det vill siga genom att bedriva information-, samverkan-, analys-, och
péverkansarbete.

Eftersom dgardirektiven géller tills vidare och inget framkommit som tyder pé att
de &r inaktuella bedomer vi att bolaget har aktuella dgardirektiv for sin
verksamhet. Vi ser det samtidigt som positivt att en Sversyn planeras infor nista
mandatperiod. Vi ser det som visentligt att arbetet paborjas i god tid.
Agardirektiven ar vidare beslutade pa bolagsstimman, vilket gor att de &r
bindande for bolagsstyrelsen.

! Principer for styrning - Kommun- och regionsgda bolag
28 kap. 41 §
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5.2 Verksamhetsplan

Av bolagets dgardirektiv, p. 10, framgar att “Bolaget ska arligen faststilla
verksamhetsplan med strategiska mal for de nirmaste tre verksamhetsaren och
budget for ndstkommande rikenskapsar.”

12023 &rs lekmannarevisionsgranskning framférdes f6ljande;

“Vad som é&r bolagets strategiska mél kan dock med fordel fortydligas
eftersom det i dgardirektivet anges att verksamhetsplanen ska innehalla
sddana mal.”

Vi har noterat att bolagets styrelse behandlade verksamhetsplan 2024-2027 vid
sitt sammantréde den 15 mars 2024. Av protokollet framgér att * Under styrelsens
behandling diskuterades de strategiska mélen, som behdver tydliggoras.” Styrel-
sen beslutade att tydliggéra de strategiska malen infor Agarforum den 7 maj, samt
att faststilla verksamhetsplan for 2024 — 2027, samt att som strategiskt mal for
bolaget faststdlla att regeringen i néista nationella plan for transportsystemet
beslutar om att Nya Ostkustbanan ska byggas klar i sin helhet med malaret 2035.

Av Agarforumet den 7 maj behandlades verksamhetsplan 2024-2027. Av proto-
kollet framgar att ”Agarforum noterar styrelsens forslag till verksamhetsplan for
2024-2027 och stiller sig bakom denna.” Vidare framgar att punkten “Diskussion
om bolagets verksamhet, styrning och langsiktig ekonomisk ram” behandlades. Vi
kan av protokollet emellertid inte utldsa att strategiska mal har behandlats sérskilt.
Enligt bolagets VD diskuterades dock mélet inom ramen f6r verksamhetsplanen.

Bolagsstimman behandlade verksamhetsplan 2024-2027 vid stimman den 17 maj
2024 och beslét att stélla sig bakom verksamhetsplan 2024 — 2027 for
Ostkustbanan 2015 AB.

Begreppet “strategiska mal” aterfinns i verksamhetsplanen for 20242027 i
avsnittet "Bakgrund”. Foljande anges ” Bolagets strategiska mal 4r att regeringen i
nista nationella plan for transportsystemet beslutar om att Nya Ostkustbanan ska
byggas klar i sin helhet med mélaret 2035.” Malet beskrivs som ambititst med
avseende pa den hdrda konkurrensen om infrastrukturbudgeten. Malformuleringen
Overensstimmer med styrelsens beslut den 15 mars.

I verksamhetsplanen anges vidare vad som ska vara fokus for respektive &r under
planperioden. For ar 2024 beskrivs en dvergripande inriktning som innefattar ett
antal insatser, bland annat:

e Fortsatta insatser for att knyta goda kontakter med samtliga riksdagspartier
prioriteras under 2024.

e Vi arbetar aktivt inom ramen f6r den Botniska korridoren och vi verkar for
att i &nnu hogre grad samordna vara paverkansinsatser, eftersom det ger en
Omsesidig nytta.

e Under varen 2024 intensifieras arbetet med den kommande
infrastrukturpropositionen

e Samarbetet med nédringslivsorganisationer och enskilda foretag stirks
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e Regeringen ldgger en Infrastrukturproposition, sannolikt hosten 2024.
Under véren prioriteras kontakter med ledande politiska foretriddare bade i
Riksdagen och inom Regeringskansliet. Under histen riktas insatserna
framst mot Riksdagen. Riksdagen fattar beslut med anledning av
infrastrukturpropositionen under senare delen av hésten.

Dérutdver anges att:
“Under 2024 ska vi arbeta for foljande innehall i infrastrukturpropositionen:

For var del dr det viktigt att infrastrukturpropositionen innehéller antingen ett
rejélt hojt anslag eller konkreta végar framét som mojliggor for alternativ
finansiering och alternativ organisering. Vi efterfragar ocksa att regeringen i
sin infrastrukturproposition foreslar att Ostkustbanan i sin helhet ska byggas
ut, samt att regeringen ger Trafikverket i uppdrag att s6ka om medfinansiering
frén EU for hela Nya Ostkustbanan. Var bedomning ér att en sidan tydlig stra-
tegi kan ge kraftigt 6kad medfinansiering fran EU, och minska belastningen pé
den svenska statskassan.”

Kommentar

Vi kan konstatera att det finns en beslutad verksamhetsplan. Vi bedémer att
planerade insatser for 2024 4r med dgardirektiven dverensstimmande.

Bolaget ska enligt dgardirektivet arligen faststilla verksamhetsplan med
strategiska mal for de ndrmaste tre verksamhetsaren. Vi har noterat att bolagets
strategiska mal har tydliggjorts i verksamhetsplan 2024-2027, vilket vi ser
positivt pa. Bolagets strategiska mal “4r att regeringen i nista nationella plan for
transportsystemet beslutar om att Nya Ostkustbanan ska byggas klar i sin helhet
med maldret 2035”. Enligt den information som vi fétt frin bolaget kommer malet
att utvérderas ar 2026 pé grund av att det 4r da som erforderliga beslut maste ha
fattats. Vi rekommenderar att de strategiska malets tidsperspektiv tydliggors i
verksamhetsplanen.

Vanligtvis brukar dven arliga mal/delmal finnas, vilket underlittar uppfsljningen
pa arsbasis. Vi ser gédrna att det 6vervigs. Verksamhetens inriktning, omfattning
och dgarnas behov behdver dock beaktas.

Vi har i vrigt noterat att verksamhetsplanen stricker sig 6ver en fyradrsperiod i
stdllet for en period av tre ar som dgardirektiven anger.
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53 Budget

Av bolagets dgardirektiv, p. 10, framgar att “Bolaget ska arligen faststilla verk-
samhetsplan med strategiska mal for de ndrmaste tre verksamhetsaren och budget
Jor nastkommande rikenskapsar.”

Vid bolagsstimman den 12 maj 2023 beslutade stimman att "stélla sig bakom
reviderad budget 2023 med budgetplan for 2024-2026 for bolaget™. Av besluts-
underlaget framgér att budgetramen for 2024 uppgér till 3 000 tkr.

Styrelsen har den 15 mars 2024 beslutat att faststilla budget for 20242025 samt
att bereda frdgan om ekonomisk ram for 2025-2027. Budgeten for 2024 uppgér
enligt beslutsunderlaget? till 3 500 tkr (2023: 3 000 tkr).

Bolagsstimman beslutade den 17 maj 2024 att faststélla budget for 2024 med
budgetplan for 2025 och 2026. Budgeten for 2024 uppgick enligt beslutsunder-
laget till 3 500 tkr. Av beslutsunderlaget* framgér inte budgetbeloppet for ar 2026
tydligt. Av beslutsunderlaget framgér ddremot att ett Sverskott pa 58 tkr budge-
terats for ar 2024.

Vi har édven tagit del av de manadsrapporter som tillstillts styrelsen. Av dessa
framgér att det gjorts en mindre justering i budgeten vilket paverkat det budget-
erade resultatet, fran + 58 tkr till + 52 tkr frdn och med ménadsrapporten for
Jjanuari-juli, som behandlades av styrelsen den 30 augusti. Vi har dven noterat att
av beslutsunderlaget for den ekonomiska rapporteringen vid styrelsens samman-
trade den 8 november, som omfattade perioden januari-oktober, framgar att
budgeten har reviderats till ett nollresultat. Vi kan dock inte utldsa av styrelsens
protokoll att styrelsen har beslutat om reviderad budget, vare sig vid samman-
tradet den 30 augusti eller den 8 november. Enligt uppgift behandlades den
reviderade budgeten vid sammantridet dven om det inte gér att utldsa av
protokollet. Av styrelsens protokoll f6r sammantriddet den 8 november kan
daremot utldsas att ett Gverskott i storleksordningen 50 tkr forutspaddes.

Kommentarer

Vi beddmer att bolaget har en beslutad budget avseende ar 2024 for att finansiera
dess verksamhet. Budgeten har vidare utdkats med 500 tkr i forhallande till &r
2023.

Vi har i 6vrigt noterat att bolagsstimman beslutade att faststilla budget for 2024
med budgetplan for 2025 och 2026. Som noterats framgar dock inte av underlaget
att &r 2026 innefattas. Vi vill darfor understryka vikten av att sékerstilla att
beslutsunderlagen dr kompletta.

Av styrelsens arbetsordning framgér att styrelsen “arligen ska faststilla 6ver-
gripande verksamhetsplan och budget”. Vi anser foljaktligen att dven revideringar
behdver beslutas av dtminstone styrelsen. Som ovan noterats har dven bolags-
stimman faststillt budgeten. Vi rekommenderar att det sikerstills att beslut om
reviderad budget faststills av rétt bolagsorgan.

32024-03-15 Budget rev 2024, 2025 samt ram for 2026-2027 Forslag Ostkustbanan 2024-2027
42024-03-15 Budget rev 2024, 2025 samt ram for 2026-2027 Forslag Ostkustbanan 2024-2027



=~ Region
== Vasternorrland

Tjdnstestdlle, revisor Datum Dnr Sida
Revisionskontoret 2025-03-04 24REV60 9(15)
Birgitta Arnberg

5.4 Uppfoljning och rapportering av ekonomin och
verksamhetsmal

Enligt vad som framgér av styrelsens protokoll har inget beslut fattats om arsplan
med tidpunkter for rapportering, forutom nir &rsredovisningen® ska behandlas.

5.4.1 Uppfoljning och rapportering av ekonomin

Nedan framgéar vér uppfoljning utifrén 2023 ars granskning samt &vriga noteringar
som gjorts.

Uppfoljning av 2023 ars granskning

12023 4rs granskning lamnades foljande rekommendation Stirk kontrollen &ver
ekonomin. Rapporteringen av manadsutfall samt prognoser behdver bland annat
utvecklas.” I revisionsrapporten framhdlls vidare féljande “Att redovisa helars-
anslaget som en intdkt for respektive period riskerar att ge bilden av ett béttre ut-
fall for perioderna @n vad som ér fallet. Prognoserna anser vi dven behover tas
fram i ett tidigare skede.” Vi har noterat att intdkterna har periodiserats i den eko-
nomiska rapporten till styrelsen fran och med mars ménads uppf6ljning®. En
prognos finns déremot forst med i oktober manads ekonomiska rapport’. Prog-
nosen utgors av ett berdknat nollresultat for helaret.

Ovriga noteringar

Styrelsen har behandlat manadsrapporter 16pande under dr 2024 genom drendet
“Ekonomisk rapport”. Fran och med februari ménad har rapporteringen innefattat
2024 ars ekonomi.

Av érsredovisning 2024 framgar att rets resultat uppgar till + 55 tkr, vilket 4r i
nivd med den budget som styrelsen och bolagsstimman beslutat (+ 58 tkr).

Den periodisering som gjorts av intdkterna under 2024 innebir att en bild av
periodens ekonomiska resultat har kunnat redovisas. Av rapporterna framgar
positiva resultat for samtliga perioder forutom for januari-april (-145 tkr) och
januari-juli (-12 tkr). Styrelsen har vid samtliga sammantriden beslutat att
godkinna ménadsrapporterna. Inga Svriga beslut har fattats med avseende pa den
ekonomiska rapporteringen. Diremot framgér av protokollen information om en
aterhéllsamhet med ekonomin.

Resultatet for 4r 2023 innebar att det fria egna kapitalet var negativt i arsredovis-
ning 2023 (-18 tkr). 2024 ars resultat har genererat ett positivt fritt eget kapital
(+37 tkr).

Kommentarer

Styrelsen har tillstéllts 16pande ekonomisk rapportering. Vi kan vidare konstatera
att utfallet for helaret &r i linje med budgeten. Vi bedomer att den ekonomiska
rapporteringen har forbittrats under 2024. Véar rekommendation fran 2023 om att
utveckla prognoserna kvarstar diaremot eftersom endast den sista ekonomiska

52024-09-29, § 64
©2024-05-17,§ 11
72024-11-08, § 66
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rapporteringen under 2024 innehéller en prognos for heléaret. En prognos ér enligt
var mening ett vésentligt underlag for att bedoma behovet av beslut/atgirder vid
befarade visentliga avvikelser mot budget.

Vi kan notera att det ekonomiska resultatet fr ar 2024 &r i nivd med bolagets
budget och att det fria egna kapitalet ddrmed blivit positivt, vilket vi ser som
tillfredstéllande ur ekonomisk synpunkt. En fortsatt god kontroll dver ekonomin
for att sékerstélla bolagets ekonomiska stabilitet ser vi som visentligt.

5.4.2  Uppféljning och rapportering av verksamhetsmal

Som framgar av avsnitt 5.1 innehaller dgardirektivet inga verksamhetsmal. Ett
strategiskt mal har dock faststillts under 2024. Det strategiska malet kommer
enligt uppgift att utvérderas ar 2026.

Vi har nedan sammanstillt de huvudsakliga insatser som enligt verksamhetsplan
2024-2027 ska utforas ar 2024. Information om vidtagna atgérder redovisas dven
enligt vad som vi kunnat utldsa av arsredovisning 2024, avsnitt 2024 i korthet”.
Texterna dr sammanfattade och inte atergivna i fulltext.

Planerad insats Genomférande

Fortsatta insatser for att knyta goda kontakter med | Traffar har hallits med infrastrukturminister med
samtliga riksdagspartier prioriteras under 2024. statssekreterare vid flera tillféllen, liksom ledande
foretradare for de olika riksdagspartierna. Bolaget har
varit pa flera centrala partievent.

Vi arbetar aktivt inom ramen for den Botniska Nya Ostkustbanan tog initiativ till Almedalsdeklara-
korridoren och vi verkar for att i annu hogre grad tionen som utarbetades tillsammans med bland annat
samordna vara paverkansinsatser, eftersom det Botniska korridoren.

ger en dmsesidig nytta.

Under varen 2024 intensifieras arbetet med den Nya Ostkustbanan ldmnade i mars lamnade ett
kommande infrastrukturpropositionen. Det gérs remissvar med anledning av Trafikverkets forslag till
genom Trafikverkets sa kallade inriktnings- inriktningsplanering.

underlag som kom den 15 januari.

Samarbetet med naringslivsorganisationer och Under aret har samarbetet bade med néringslivet och

enskilda foretag starks. Trafikverket stérkts, vilket ligger i linje med bolagets
prioriteringar.

Regeringen lagger en infrastruktur-proposition, Under hosten anordnade bolaget partivisa

sannolikt hdsten 2024. Under varen prioriteras rundabordssamtal med ledamaéter fran Trafikutskott

kontakter med ledande politiska féretradare bade i | och berdrda lansbankar.
Riksdagen och inom Regeringskansliet. Under
hosten riktas insatserna framst mot Riksdagen.

Vi har dven tagit del av styrelsens protokoll och noterat flera aktiviteter, som vi
uppfattar, handlar om att verka for utbyggnad av dubbelspar och snabbtags-
standard pa Ostkustbanan. Exempel som kan ndmnas &r

e Mote med Vistra Stambanegruppen

e Europaforum Norr i Sundsvall (utstéllare)
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Jarnvéagsforum Norr Sundsvall (utstillare)

Sverigemote M i Stockholm (utstéllare)

Dubbelsparets dag
¢ Rundabordssamtal med foretag i Sundsvall
e Mote med Visternorrlands ldns landshvding

e Ett antal rapporter har tagits fram, bland annat om kapacitetssituationen i
norra Sverige samt en backcastinganalys — "Bygg klart Nya Ostkustbanan
till &r 2025 — vilka beslut kravs?”

Enligt bolagets VD har samtliga planerade insatser enligt verksamhetsplanen
genomforts. Ddremot anges att en planerad resa for styrelsen till Bryssel har stillts
in p grund av restriktioner. Resan ingick emellertid inte i verksamhetsplanen.

Kommentarer

Som framforts i avsnitt 5.2 har bolagets strategiska mél preciserats under &r 2024.
Malet kommer enligt uppgift att utvérderas &r 2026.

Négra ovriga mal har inte faststillts i dgardirektiv eller av styrelsen.

Eftersom det inte finns ndgra mél som ska uppnés ar 2024 dr det inte mojligt for
oss att bedoma om verksamhetsmalen uppfylls pa ett tillfredsstéllande siitt.

Vi kan ddremot utifrén arsredovisningen se att atgérder som planerats i verksam-
hetsplanen har genomforts. Vi bedomer séledes att redovisade genomfdrda
insatser faller inom ramen f6r bolagets verksamhetsplan. Vi ser dock gérna att
aktiviteternas koppling till verksamhetsplanen tydliggors i forslagsvis
arsredovisningen, genom en uppfdljning av den beslutade verksamhetsplanen.

Vi bedomer vidare att det utfrts flera aktiviteter som vi beddmer &r av relevans
utifran inriktningen i verksamhetsplanen samt for det strategiska malet, det vill
sdga att regeringen i nédsta nationella plan for transportsystemet beslutar om att
Nya Ostkustbanan ska byggas klar i sin helhet med malaret 2035.
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5.5 Intern kontroll

Av styrelsens arbetsordning framgar att styrelsen ska tillse:

e att det finns en tillfredstdllande kontroll av Bolagets efterlevnad av lagar,
forordningar och andra regler som giller for bolaget.

e att Bolagets organisation dr sa utformad att bokfringen,
medelsforvaltningen och Bolagets ekonomiska forhallanden i §vrigt
kontrolleras pa ett betryggande sitt.

12023 ars granskning rekommenderades styrelsen att uppritta en plan for
uppfoljning av intern kontroll, baserad pa en riskanalys. Vidare rekommenderades
att dgarnas krav pé den interna kontrollen inordnas i dgardirektivet till bolaget.

Vi har noterat foljande atgdrder med anledning av var rekommendation:

* Vid styrelsens sammantride i april® besl6ts att uppdra till VD att ta fram
underlag till riskanalys och internkontrollplan som styrelsen kan arbeta
vidare med, och fatta beslut om, vid kommande fysiska sammantride.

e Arendet behandlades direfter vid styrelsens sammantride i augusti®. VD
foreslog att privat aktor anlitas for uppdraget. Styrelsen beslutade att god-
kénna offerten och uppdra till det foreslagna foretaget att ta fram en plan
for internkontroll, baserat pa en riskanalys.

e Av styrelsens protokoll for oktober'? framgar att VD, fran det anlitade
foretaget, erhallit en rapport med risker samt att en workshop planerats till
den 14 november. Vilka som skulle delta vid workshopen framgér inte av
protokollen.

e Av styrelsens protokoll for januari 2025 framgar att Arbetet har bedrivits
i en interaktiv process dér styrelseledaméter, ledande tjdnstepersoner fran
dgarna samt VD medverkat, antingen i form av intervjuer eller deltagande
i workshop. Denna rapport har levererats till bolaget i januari 2025.”
Vidare anges att rapporten foredrogs samt att rapporten diskuterades under
métet och att styrelsen instdmde i slutsatserna. Det framgar vidare att
arbete med framtagande av internkontrollplan har inletts samt att det
anlitade foretaget kommer att ldmna ett forslag till intern kontrollplan
senast den 15 mars. Styrelsen beslutade att den tagit del av informationen.
Vi har tagit del av rapporten som innefattar sju identifierade och bedomda
risker. Enligt uppgift kommer ett forslag till plan att behandlas vid
styrelsens sammantride i april.

82024-04-19, § 129
92024-08-30, § 26
102024-10-25, § 47
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Kommentarer
Vi ser positivt pé att ett arbete med att identifiera och bedéma risker har gjorts.

Vid tidpunkten for var granskning fanns dock ingen plan for uppfljning av den
interna kontrollen. Sa som vi tolkar det kommer en sédan plan att finnas for ar
2025. Vi ser det som visentligt att arbetet med planen fullfoljs.

Vér rekommendation fran 2023, som vinder sig till &garna, har inte beaktats i och
med att dgardirektiven inte varit fsremal for revidering. Var rekommendation om
att dgarnas krav pa den interna kontrollen inordnas i dgardirektivet kvarstéar darfor.
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6 Revisionell bedomning

Vi bedomer sammantaget att verksamheten har skotts pa ett i allt visentligt
andamalsenligt och fran ekonomisk synpunkt tillfredsstéllande sitt.

Vi beddmer dven, utifrdn véar grundldggande granskningsinsats, att den interna
kontrollen inte har varit tillricklig. Vi har dock noterat att styrelsen beslutat om
atgédrder innefattande riskanalys och internkontrollplan. Vid tidpunkten for
granskningen hade riskanalys genomfbrts. Ett forslag till plan for intern kontroll
dr planerad till mars méanad. Vi anser att styrelsen under 2024 har agerat for att
stidrka den interna kontrollen. Som vi forstar det &r avsikten att besluta om en plan
for ar 2025, vilket vi ser positivt pa.

Som framfordes i 2023 ars granskning ser vi i vrigt gidrna att dgarna inordnar
tydliga krav pé den interna kontrollen i dgardirektiv.

Nedan besvaras de enskilda revisionsfragorna. Inom parentes anges aktuellt
avsnitt for mer information om granskningens resultat och bedomningar.

e Det finns aktuella dgardirektiv. Innevarande dgardirektiv faststélldes ar 2021
och giller tills vidare. (5.1)

e Det finns en beslutad verksamhetsplan. Vi bedémer att den i huvudsak dr med
dgardirektiven dverensstimmande. Vi har noterat att bolagets strategiska mal
har tydliggjorts i verksamhetsplan 2024-2027, vilket vi ser positivt pa efter-
som det i dgardirektivet anges att verksamhetsplanen ska innehélla sidana
mal. Det kan dock noteras att det strategiska malet forvintas uppnas forst ar
2035. Som vi tolkar dgardirektiven ska de strategiska malen avse de ndrmaste
tre verksamhetsaren. (5.2)

e Vi kan konstatera att det finns en beslutad verksamhetsplan. Vi bedémer att
planerade insatser for 2024 ar med &dgardirektiven dverensstimmande.
Verksamhetsplanen ska enligt dgardirektivet innehalla strategiska mal for de
ndrmaste tre verksamhetsaren. Vi har noterat att bolagets strategiska mal har
tydliggjorts i verksamhetsplan 2024—-2027. Bolagets strategiska mal &r “att
regeringen i nésta nationella plan for transportsystemet beslutar om att Nya
Ostkustbanan ska byggas klar i sin helhet med mélaret 2035.” Som vi
uppfattat det kommer malet att utvdrderas ar 2026.

e Bolaget har en beslutad budget avseende ar 2024. Vi har noterat att bolags-
stimman beslutade att faststilla budget for 2024 med budgetplan for 2025 och
2026. Av budgetdokumentet framgar dock inte att &r 2026 innefattas. (5.3)

e Uppf6ljning av budget dr i huvudsak fungerande/andamalsenlig. Uppf6ljning
av budgeten har skett I6pande till styrelsen under aret. Vi bedomer att den
ekonomiska rapporteringen har forbittrats under 2024. Prognoser ser vi
ddremot som ett fortsatt utvecklingsomréde. (5.4).
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Det finns inte nagra faststillda mal som anger vad som ska uppnés ar 2024.
Det dr dérfor inte mojligt for oss att beddma om verksamhetsmélen uppfylls
pa ett tillfredsstéllande sétt. Vi bedomer dock att redovisade genomforda
insatser faller inom ramen for bolagets verksamhetsplan. Vi ser dock girna att
aktiviteternas koppling till verksamhetsplanen tydliggérs genom en
uppfoljning av den beslutade verksamhetsplanen. (5.4)

e Vikan notera att det ekonomiska resultatet for ar 2024 4r i nivd med bolagets
budget och att det fria egna kapitalet didrmed blivit positivt, vilket vi ser som
tillfredstéllande ur ekonomisk synpunkt. (5.4)

e Styrelsen har inte beslutat om en plan for uppfsljning av den interna kon-
trollen &r 2024. Styrelsen har ddremot under 2024 beslutat om ett arbete med
att utarbeta en riskanalys och plan for uppfoljning av interna kontroll. En
riskanalys var vid tidpunkten for granskningen upprittad. (5.5)

Rekommendationer

Med anledning av vér granskning vill vi ldmna foljande rekommendationer.

e Tydliggor tidsperspektivet for uppfoljning av det strategiska malet.

e Tydliggor rapporteringen av genomfdrda atgirder genom en uppfoljning
av verksamhetsplanen.

e Vidareutveckla den ekonomiska rapporteringen vad géller prognoser.

e Fullfolj det internkontrollarbete som pabdrjats med en plan fr uppfoljning
av intern kontroll.

ok /7%,

-Birgitta Arnberg

“ertifierad kommunal revisor
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Mats Fhanér
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I TJANSTEN
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museichef, foredragande
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protokollférare

Ordféranden Carl Thunberg halsar de ndrvarande vilkomna till métet.

§1 Motets 6ppnade

Ordféranden 6ppnar métet

§2 Upprop
Upprop forrittas
Styrelsen beslutar

att faststilla uppropet.

§3 Val av protokolljusterare

Styrelsen beslutar

att till protokolljusterare vilja Thomas Nésholm att jamte ordférande justera dagens protokoll.
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§4

§5

§6

§7

§8

§9

PROTOKOLL 2(3)
STIFTELSEN LANSMUSEET VASTERNORRLAND
2025-02-21

Faststiillande av foredragningslista
Styrelsen beslutar

att faststélla foredragningslistan enligt upprattat férslag.

Protokoll frian féregiende styrelsemdéte och arbetsutskott
Protokoll frin styrelsemoten den 18/12 och arbetsutskott den 14/2 foreligger, bilaga 1 och 2.
Styrelsen beslutar

att lagga protokollen till handlingarna.

Verksamhetsberiittelse och arsredovisning 2024
Forslag till verksamhetsberittelse och drsredovisning for 2024 foreligger, bilaga 3.
Styrelsen beslutar

att faststilla verksamhetsberitielse och &rsredovisning fér 2024 enligt bilaga.

Nulige i verksamheten: pagaende projekt och insatser
Presenterades pagiende projekt och insatser.

Styrelsen beslutar

att ta emot informationen och ligga den till handlingarna.

Stiftelsebildarnas utredning av Stiftelsen Linsmuseet Viisternorrland
Ordforande och museichef informerar om att utredare anlitats.
Styrelsen beslutar

att ta emot informationen och ldgga den till handlingarna.

Ledamot i Stiftelsen Niamforsen

Museichefen informerar om att ny erséttare efter Kajsa Hartig, ska utses att representera
Vasternorrlands museum i stiftelsen Namforsen. Forslaget ar Cajsa Lindegren, chef for
avdelningen kulturmilj6, hantverk och friluftsmuseum.

Styrelsen beslutar

att utse Cajsa Lindegren att foreslds som ersattare i stiftelsen Namforsen.
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§11

§12
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PROTOKOLL 3(3)
STIFTELSEN LANSMUSEET VASTERNORRLAND
2025-02-21

Information fran Linsmuseernas samarbetsrad

Monica Fahlén informerar om att Linsmuseernas samarbetsréd planerar att genomfora
arsmote digitalt i april. Landstingsridet Sara Nylund har om betts och accepterat att vara
métesordforande for LMSRs drsmote.

Styrelsen beslutar

att ta emot informationen och ldgga den till handlingarna.

Information fran Medelpads och Angermanlands hembygdsforbund

samt frin Hembygdsradet

Visternorrlands museum ska hélla kurser for foreningarna. Skons hembygdsforening kommer
bli ny férening i Medelpads hembygdsforbund. Under 2024 har Medelpads féreningar
genomfort 220 evenemang med 207 000 besokare. Angermanland: 87 aktiviteter fér barn och
unga, 470 evenemang med 62 000 bestkare. Den 8 mars blir det virkonferens for hela lanet pa
Visternorrlands museum; d& kommer organisationen at diskuteras. Den kommande
hembygdsboken ar ocksa ett gemensamt prOJekt Anges kultursamordnare har fragat barn om
vad de vill géra inom hembygd och de vill gérna hélla pd med sljd och med film s&
hemslojdskonsulenterna 4r nu involverade i det fortsatta arbetet.

Styrelsen beslutar

att ta emot informationen och ligga den till handlingarna.

Styrelsemoten hésten 2025

Arbetsutskottet foreslar:

Styrelseméten den 19/9 och 17/12 kl. 09.00-12.00
Arbetsutskott den 12/9 och 9/12 kl. 09.00-11.00
Styrelsen beslutar

att faststilla moétesdatum enligt forslaget.
Ovriga fragor

Avslutning

Motet av slutades och ordféranden tacka de narvande.

V1d protokoHet

)Lya..- ‘:""'

Bengt Wittgren d

Justeras 2025-02-21

o ,//f:
/
Carl L Thunbevg

motesordférande

2025-02-21

)

Thomas Nésholm
justeringsperson
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Verksamhetsberattelse

Inledning

Lansmuseets uppdrag ar brett och bestar av manga delar som i grunden styrs av stiftelsens urkund
och stadgar — hér ser vi kunskapsuppbyggnad och kunskapsférmedling av samlingar, kulturmiljé
och immateriellt kulturarv. Likas4 utstéllningar, program och pedagogisk verksamhet samt
byggnadsvird och arkeologi. Museets bestksmal dr bade den moderna museibyggnaden och
Murberget friluftsmuseum, och i mindre skala &r dven Ulvo Kapell, Gammelgarden i Myckelgensjo
och fornborgen Styresholm tillgiangliga miljoer. Utéver det rent museala uppdraget sé driver
stiftelsen konferensverksamhet och butik och har ett nira samarbete med Harnésands kommun
avseende att driva kaféverksamhet pd museet. Verksamheten genomfér samverkan med
foreningar, foretag och organisationer av olika slag, nagot som verkligen stéirker
kulturarvsformedlingen i Visternorrland.

Viasternorrlands museum ar med sitt fokus pa utveckling och bevarande av lanets kulturarv en
viktig resurs for hallbar samhallsutveckling. Det uppdraget tar sig ménga former — det kan handla
om att uppmirksamma demokratiska grundvérderingar eller hur forstaelsen av linets historia,
plats och identitet ar en del av vart gemensamma samhallsbygge. Men det kan ocksa vara nagot sa
konkret som att uppmérksamma traditionella, hallbara hantverksmetoder och sl6jd eller visa pa
héallbara material nér en byggnad restaureras.

Att utveckla kulturarvet som en resurs for hallbar utveckling dr dessutom négot som &r centralt for
hela stiftelsens verksamhet — i allt fran kunskapsuppbyggnad, samlingsférvaltning och
kulturmiljévérd till kunskapsférmedling inom kulturarv och konst och till affirsverksamheterna
och utvecklingsprojekten inom vért uppdrag. Det har vi tagit fasta pa i arets verksamhet.

2024 har varit ett hindelserikt ir i verksamheten. Aret har nimligen bestatt av bade ett
fardigstillande av museets stora basutstillningsprojekt, mangder av fina programpunkter och
samarbeten — och stora insatser pé friluftsmuseum och i magasin.

Att den publika verksamheten varit lyckad ser vi inte minst pa de digitala och fysiska bes6ksrekord
som uppnitts, med en 6kning om knappt 11% av de fysiska bestken - och flera hundra procents
okning av de digitala. Det ar ett kvitto pa att vart publika uppdrag ar uppskattat.

Sedan flera ar 4r museet i en period av omfattande utveckling som béade syftar till att stirka de
forutsittningar som verksamheten vilar pa och samtidigt till att leverera i det
kunskapsférmedlande och publika uppdraget, och dérfor ar ju besoksrekordet dnnu roligare att ta
del av.



Arsmalen har natts till 90%, i genomsnitt. Det méste ses som ett bra resultat, dir vissa
verksamhetsomraden inte gatt i mal helt pa grund av att omstandigheter forandrats - till exempel
har utmaningar i ventilation och klimat kravt mycket mer personalresurser én planerat.

En hel del av den verksamhet som skett under dret kommer ni att fa ldsa i arets
verksamhetsberéattelse. Verksamhetsberattelsen dr uppbyggd i kapitel utifran mélomréden i
stiftelsens uppdragsdirektiv och den regionala kulturplanen. Vi har valt att belysa vissa insatser
och verksamheter mer, for att kunna fordjupa beskrivningen av insatsernas effekter och ge mer
plats &t drets mest unika insatser. En mer helhetlig bild av vilka utvecklingsinsatser och l6pande
verksamhet som genomforts finns i bilaga 1 som innehaller uppfoljningen av verksamhetsplanen,
bilaga 2 som innehaller statistik och bilaga 3 som innehéller rets aktiva projekt.

Museets grund vilar pa dess samlingar och
kunskapsuppbyggnad

Ett museums samlingar och annan bevarad kunskap ligger till grund for mycket av den
kunskapsuppbyggnad och formedling som ett museum star for. For ett kulturhistoriskt museum
som Vasternorrlands museum ar det de foremal, fotografier, byggnader, miljéer, det arkivmaterial
och det immateriella kulturarv som bevarats som star i centrum. Kunskapsuppbyggnaden och
samlingarna kan beréitta om hur méanniskor levde forr genom vardagsliv och hogtider, hur
hantverkskonsten sig ut, hur man klidde sig eller vilka folkliga berattelser som berattades. Mycket
viktigt ar att fortsitta dokumentera och samla in dagens skeenden. Kunskapsuppbyggnaden &r
ocksé den historieskrivning och de storre samhéllsskeendena som pé olika sitt paverkat
Vasternorrland, eller till och med skett och sker i linet.

Museilagen stéller krav pé aktiv samlingsforvaltning och i stiftelsens stadgar beskrivs stiftelsens
dndamal som foljer: "Stiftelsens andamal skall vara att forvalta stiftelsens samlingar, byggnader
och markomréden och att halla dem tillgéangliga for allménheten.” I aktuella mal beskrivs vikten
av aktiv samlingsforvaltning ur ett stérre samhaélleligt och demokratiskt perspektiv.

Aret som gatt har priiglats av omfattande insatser framfor allt i vira nuvarande stora, logistiska
projekt. Brandskyddet har forbéttrats i museibyggnaden och de textila samlingarna har flyttats
fran Sollefted och vi ser en pdgdende optimering av magasinen for samlingarnas basta. Aven
digitala forbattringsinsatser har pagatt — genom systematiska insatser har vi sikrat och
dokumenterat foremaél, samtidigt som vi har fortsatt arbetet med att tillgéngliggora vira samlingar
for en bredare publik.

Insatserna i stort har forbittrat mojligheterna for kunskapsuppbyggnad och f6rmedling, 4ven om
just forvaring och logistik ar mer av en forutsittning for det. Nedan foljer exempel pa en del av
insatserna under aret.



Flytt av textila samlingarna, klimat och byte av brandskydd

En logistisk utmaning har varit flytten av cirka 8000 textila foremal fran textila magasin i Sollefted
till museet i Hirnosand. Arbete pagar med ombyggnad av magasinslokalerna innan foremalen far
sin langsiktiga forvaring, vilket har medf6rt temporar lagring av de textila foremalen under tiden.
Aterbruk av hyllsystem fran Sollefted har varit en viktig del av uppbyggnaden av ny forvaring i
museet. Hanteringen av foreméalen har gett oss en 6kad kunskap om samlingarna och bidragit till
att vi kan strukturera om objekten for god langsiktig forvaring.

En del av museets pagaende arbete med foérnyat brandskydd i féremélsmagasinen har inneburit
att tvd av vira magasin nu har fatt en slackanldggning med syrefattig gas — det mest skonsamma
slickningsmedlet. Denna atgard har lett till omplacering av vissa foremal for att anpassa dem till
det nya brandskyddssystemet. Forberedelser pagar for fortsatt omflyttning 2025 da fler magasin
ska fi fornyat brandskydd. Insatserna avseende brandskyddet ar mdjliga tack vare finansiering
fran Boverket.

Under aret har vi ocksé arbetat intensivt med att forbattra klimathanteringen i vara lokaler, och vi
har nu 6ver 20 klimatgivare for att méta temperatur och luftfuktighet. Trots dessa atgérder har vi
fortfarande stora utmaningar med att halla ett jimnt klimat, vilket ar sarskilt kritiskt for
féremalens langsiktiga bevarande. For att mota dessa utmaningar har vi paborjat en genomgang
av vart klimatsystem och for dialog med hyresvirden for att dtgiarda problemen kort- och
langsiktigt. Arbetet 4r omfattande och kriver mycket resurser av museiverksamheten.

Samtidigt som detta pagar har vi genomfort en plan for att omstrukturera vara magasinslokaler
for att battre kunna férvara och visa vira samlingar pa ett mer tillgéngligt och hallbart sitt. Tva
nya rum har ritats upp for att skapa béttre forvaringsmojligheter, och vi forbereder ocksa for
fortsatt férviarv av foremal.

Forvirv och digital insamling — for att stirka bevarandet

Intresset for att skiinka foremal till museets samlingar har varit stort under aret. I samband med
arbetet med basutstillningen Nycklar till var tid genomforde vi en aktiv insamling och efterlyste
féoremal med koppling till 1900- och 2000-talet. Flera féremal har tillkommit, daribland:

» Spiktavlor

+ Oljemélningar av konstnéren Gunnar Wiberg

« Radio fran Hogbondens fyr

« Barnvagga frdn 1700-/1800-tal

« Samiska féremal och fotografier fran Graninge

o En driakt med tillhérande sjal frdn Ulldnger, 1700-tal

« Vist frdn BB-ockupationen i Solleftea



« Fickalmanackor fran butiker i linet (1900-1970)

Dessa forviarv kompletterar samlingarna och fyller de luckor som funnits, sérskilt vad géller 1900-
och 2000-talet, och ger oss mojlighet att beriitta fler berittelser om lanets historia.

Birgittamuseet i Hirnésand, som grundades 1993 av Birgitta Lundquist och Hiarnésands
medicinhistoriska forening, har varit en viktig killa till kunskap om den medicinhistoriska delen
av linets historia. Efter beslut av Region Visternorrland om att avveckla Birgittamuseet 2024, fick
Visternorrlands museum i uppdrag att inventera den del av samlingen som inte var
dokumenterad. Detta arbete genomférdes under augusti och september 2024, dir vi i dialog med
museets konservatorer har forvirvat flera foremal till linsmuseets samlingar. Bland de nya
foremalen finns bland annat en stor samling snidade figurer av Harald "Gadedhultaren” Bostrom,
foremaél fran Norrlands Vanfoéreanstalt och Gadea sjukhus i Hirnosand, tuberkuloshistoria fran
regionen, drakter fran sjukvirdspersonal och flertalet fotografier. Dessa féremal blir en viktig del
av Visternorrlands museums samlingar.

I samlingsverksamheten ingér att stindigt utveckla museets samlingar. I nuldget finns inte
resurser for annat an att i ytterst begriansad omfattning ta emot fysiska foremal, men utover det
arbetar museet en hel del med insamling, bevarande och tillgdngliggérande av digitalt fott
kulturarv. Detta ar relevant eftersom den kulturhistoria som produceras under 2000-talet ar
digital, savil text som bild och film, vilket kraver nya metoder och rutiner for insamling och
samlingsforvaltning och gemensamma diskussioner i museisektorn kring etik och hantering av
personuppgifter i digitalt format.

Arbetet med att utveckla metoder har pagéatt under aret for att insamla den del av vart samtida
kulturarv som ar digitalt, som till exempel fotografier som vi tar med vara mobiltelefoner. Museet
medverkar i ett externfinansierat nordiskt samarbete Connect to Collect for att bygga erfarenheter
och utveckla digitala infrastrukturer fér insamling. Under &ret installerades ett digitalt gréinssnitt
till www.mittvasternorrland.se i museets basutstillning Nycklar till var tid, for att uppmana
besokare att bidra med samtidsbilder till museets samlingar.

Samlingsdatabasen — en nyckel till virdefulla och tillgiingliga samlingar
Ett kontinuerligt och systematiskt arbete med informationshantering i samlingsdatabasen Primus
(med grinssnittet Digitalt museum) har genomforts under dret. Fokus har legat pa att stdda,
registrera och uppdatera innehallet i databasen for att sékerstélla att vi har korrekt information
om museets foremal, och samtidigt skapa mervarde for forskare och allménhet som vill veta mer
om ldnets historia. Mianga féremal som samlats in under tidigare decennier har tidigare saknat
viktig dokumentation, vilket kraver efterforskning. Detta pdminner oss om vikten av att samla in
s& mycket kunskap och historik som mgjligt om féremalen redan vid forvirv, och dr nagot som
maste sikras for fortsattningen.

Under aret har stora delar av fotosamlingarna digitaliserats. Exempelvis har 550 glasplatsnegativ

frin Textilarkivet digitaliserats, samt cirka 800 fotografier fran flottningsdokumentationen 1982

av Ylva Roslund-Forenius. Vi har dven digitaliserat 2 300 fotografier fran byggnadsinventeringar i
4



Hirndsand fran 1979—1983. Dessa insatser gor att fler och fler av vara bilder blir tillgéngliga bade
for forskning och for allmanheten.

Digitalisering och publicering av informationen i samlingsdatabasen sker sedan pa
www.digitaltmuseum.se, webbplatsen dér allmanheten kan séka i museets samlingar. Aven denna
ir en prioriterad del av arbetet med samlingsférvaltning. Detta ldngsiktiga publiceringsarbete
syftar till att gora foremals- och fotosamlingarna tillgéngliga online. Under éret har vi publicerat
flera nya samlingar, déribland Einar Ostmans fotosamling, delar av naturaliesamlingen, samt
foremaél fran basutstillningen Nycklar till var tid.

Savil dokumentation i samlingsdatabas som digitalisering av fysiska samlingar och
tillgingliggorande av samlingar pa digitaltmuseum.se dr grundliggande och avgdrande processer
for att skapa en langsiktig och hallbar samlingsforvaltning med stor tillgdnglighet, och under 2024
har vi tagit viktiga steg i ritt riktning for att skapa mer virde i ldnets dokumenterade kulturarv.

Fysisk hantering av foremail — konservering med mera

Nér museet producerar egna utstillningar bestdende av féremal fran samlingarna, s ingdr mycket
hantering. Infér 6ppningen av basutstillningen Nycklar till vér tid i maj 2024, hanterades 6ver
300 féreméil som ingick i utstéllningen. Forberedelserna infor utstillningen var omfattande, och
varje foremal genomgick en noggrann process: rengoring, mitning, fotografering och
komplettering av information i samlingsdatabasen Primus. Vissa foremal kravde mer ingéende
atgarder, som reparationer eller justeringar, innan de kunde placeras ut i montrarna. Samarbetet
internt och med externa experter, som Naturhistoriska Riksmuseet for att faststilla bast majliga
metoder for konservering, har varit avgérande for utstéllningens genomférande.

Museet har under aret haft flera tillfilliga utstillningar, och varje féremal som visas i dessa har
noggrant dokumenterats vid ankomst och avging. Samlingspersonalen har ansvarat for att
siakerstilla att foremalen inte skadats under transport, samt att deras tillstind dokumenterats i
Primus. For utstillningen Atti Johansson — Mekanisk/Organisk packades och fraktades
foremalen till Boden, medan foremal frin andra utstillningar som LIN.LIN.LIN och Alskade korg
aven bistod med egna samlingar som rengjordes och fotograferades for uppdatering i Primus och
publicering p4 www.digitaltmuseum.se.

Ett annat exempel pa viktig hantering av samlingarna dr skadedjurshanteringen. Som en del av
museets l16pande underhall av samlingarna genomfors regelbundna skadedjurskontroller. Detta
ingér i vart arbete med Integrated Pest Management (IPM) — en samordnad skadedjurskontroll
dir samlingspersonalen varje ménad sitter ut klisterféllor i magasin och utstéllningslokaler.
Genom att registrera fillornas innehéll kan vi identifiera trender och paverkande faktorer som
klimat och externa besokare, vilket gor att vi kan vidta atgirder for att forhindra skador pé
samlingarna.

Den fysiska hanteringen av féremaél i museisamlingar, om det sa ar skadedjurskontroller eller
konservering, dr en viktig del av den aktiva samlingsforvaltningen och sékrar langsiktigt
bevarande och tillgdngliggorande.



Tillgingliga samlingar

Ett exempel pa niir samlingarnas tillganglighet ar viktig ar nir museet far besok av forskare,
studenter och kulturutovare — ndgot som sker regelbundet. Under aret har speciellt den samiska
samlingen varit av stort intresse, dir bland annat ackjor, lomskinnsvéaskor och koltar har
undersokts. Genom besok och interaktion med samlingen har forskare fatt mojlighet att analysera
och dokumentera féremal, vilket bidrar till en utékad kunskap om var samiska historia.
Exempelvis genomfordes vedartsanalyser pa ackjorna, vilket kommer att ge oss ytterligare insikter
om foremalens historia och tillverkning. Med detta avsnitt blir det en fin 6vergang till nasta del av
verksamhetsberittelsen — den om kunskapsférmedling och publik verksamhet som en central del
av uppdraget.

Kulturarv for alla — att nd ut och skapa delaktighet i liinets

historia och utveckling

Visternorrlands museum ar ett regionalt nav for kunskap och upplevelser om kulturarvet. I
museets publika arbete - i utstéllningar, program och annan kunskapsférmedlande verksamhet -
genomfors en viktig del av museets uppdrag. Hér &r ett av mélen att gora kulturarvet tillgangligt
for alla.

Under sommaren 2024 besoktes museibyggnaden av rekordménga bestékare, och antalet besékare
under heléret ir fler #n 2023, totalt ca 16 000 fler 4n &ret innan. Murberget friluftsmuseum har pa
helaret var véalbesokt, ungefir 8 0oo fler &n 2023. Det dr tydligt att museets miljoer lockar
besokare med sitt intressanta utbud.

Intresset for museets digitala utbud fortsitter ocksa att 6ka, detta ar med flera hundra procents
okning i antalet nidda konton och visningar. Detta dr mycket glddjande och visar att var
kommunikation och kunskapsformedling ar attraktiv for anvindarna. Antalet bes6k pa webben
har okat med 11% och antalet visningar pa Facebook och Instagram har ¢kat med mer dn 200
respektive 300%. Intresset for vart innehéll p& Youtube har ocksé 6kat, med fler foljare, d&ven om
farre inligg genomforts under 2024 jamfort med 2023. Materialet som finns pa Youtube sedan
tidigare ar aktuellt, och lockar fler foljare. Se bilaga 2.

I det hir kapitlet fokuserar vi pa nigra for &ret storre insatser. En insats ar forstas
slutproduktionen av basutstillningar, som ar den stérsta utstallningsproduktionen i museet sedan
museibyggnaden invigdes 1994. Utover det har forstds méngder av publika insatser genomforts,
och vissa berittar vi om, for 6vriga se till exempel uppfoljningen av verksamhetsplanen och
statistiken fran aret, bilaga 1 och 2.

Under 2024 har museet fortsatt att erbjuda en méngsidig och engagerande plattform for
kunskapsformedling, bide inom museibyggnaden och ute i lanet. Genom forelasningar, konserter,
digitala program och samarbeten med lokala aktdrer har vi arbetat for att gora museets samlingar
och den regionala historien tillgdngliga for alla, oavsett var de befinner sig. Har lyfts bade stora
och sma berattelser, samtidigt som vi har fortsatt att utforska nya sétt att interagera med och
levandegéra vart kulturarv.



Den tredje basutstiillningen - Nycklar till var tid

Under de forsta manaderna av 2024, liksom éret innan, har stort fokus legat pé slutforandet av
den tredje och sista delen av museets basutstéllningar, den del som handlar om perioden 1700-tal
till 2020-tal.

Visternorrlands museum har de senaste dren bedrivit ett omfattande arbete med att bygga nya
kulturhistoriska basutstillningar som skildrar lanets historia fran istiden fram till idag. Den
senaste utstillningen, som 6ppnade i maj 2024, gor ddrmed tidslinjen komplett.

Basutstillningarna utgor en central del av museets kunskapsférmedlande arbete, och museets
strivan att lyfta kulturarvets roll i det héllbara samhéllet. Formedlingen utgar ifrdn ménskliga
rittigheter och individers behov, de fraimjar ny kunskap och kunskapsutbyte och ger en mangfald
av perspektiv pa ldnets historia.

Produktionen ir en lang process. De sista manaderna innan utstéllningens oppnande préglades av
ett intensivt arbete med det konkreta bygget och installationerna i lokalen. Detta i kombination
med att konservator och antikvarier har tagit hand om tidigare visade foreméal ur samlingarna som
nu ska fa ta plats i montrarna sé att fler manniskor kan se och ldra av dem. Utover det har
méangder av digitalt material producerats, som gar att ta del av bade i utstallningen och hemifran.

I maj 2024 invigdes s& Nycklar till var tid, den tredje och sista delen av museets nya
basutstillningar. Projektet padborjades 2021, och efter ett intensivt arbete har vi nu en ny
presentation av Visternorrlands historia. De tidigare utstillningarna, som invigdes 1994, har statt
i ndstan trettio ar och varit en viktig del av museets identitet. Sedan dess har mycket foridndrats,
sévil forstielsen av ldnets historia som férvantningarna pa vad en utstéllning ska kunna erbjuda
publiken.

Med Nycklar till vdr tid s har ménniskors berittelser lyfts fram, bade de stora och de mer
personliga. Tillgidngligheten har varit viktig, genom forbattrad belysning och god lasbarhet.
Foregiende utstillningar saknade forklarande texter om bade innehéll och féremal, ndgot som
bestkarna papekat under aren. Det har darfor lagts stor vikt vid att skapa fordjupande texter,
filmer och taktila inslag for att ge besokarna en mer nyanserad, kunskapsintensiv och interaktiv
upplevelse.

For att skapa en utstillning som verkligen speglar allménhetens intresse och engagemang, gick
museet ut med en enkit dar vi frigade vad lanets invanare ville se i den nya basutstillningen.
Responsen var stor och vi fick manga virdefulla forslag, vilket tydligt visar pa en vilja att vara med
och péverka innehéllet.

Fokus i basutstillningen ligger pa berattelser — bade de stora historiska hiandelserna och de
mindre kiinda personberittelserna. Museets samlingar har varit avgoérande for urvalet av material,
men dar foremal saknats har vi kompletterat med artiklar, filmer och andra berittande inslag. Ett
exempel pa detta dr romsk historia och kultur, dir vi under arbetets géng forviirvat féremal med
romsk anknytning for att kunna lyfta den delen av var historia. En modell av ett romskt tivoli &r ett
konkret resultat av den processen och ett sitt att géra romsk kultur mer synlig.



Museet har dven samlat in foremal fran sent 1900-tal och 2000-tal, som ett sitt att belysa
samtidens historia. Ett exempel dr en vést som bars av ockupanter nir férlossningsavdelningen pa
Sollefted sjukhus stangde 2017 — ett foremél med stark anknytning till lanets samtidshistoria. Som
en del av den nya basutstallningen har vi ocksé inkluderat interaktiva element som ljud, dofter och
taktila inslag. Ett exempel dr smd husmodeller som representerar olika hustyper genom tiderna.
Dessa modeller ir skapade for att kunna upplevas med héanderna, vilket ger en mer fysisk och
taktil upplevelse av historien.

Lings en av rummets viggar visas foremal som delats in i teman som vatten, jord, skog och
Saepmie. Foremalen, som fraimst kommer fran 1800-1900-talet, placeras i relation till ett
forandrat synsitt pa landskap, miljéer och naturresurser. For att koppla samman temat finns en
"trollofon", dar barn kan ringa till olika folktrovésens telefonsvarare och hora historier om visen
som rader over olika miljoer. Dessa interaktiva inslag gor att besGkarna kan fa en mer personlig
och engagerande upplevelse av utstéllningen.

I utstillningen mots besokare ocksa av korta livsberittelser invavda i skylttexter, artiklar och
digitala skarmar. Dessa beriittelser ger en djupare inblick i manniskors liv och erfarenheter genom
tiderna. Fyra animerade filmer har skapats déar bestkare kan folja livsberattelser om personer som
Erik Arbin, samiska pigan Anna, Snickar-Dea och Kai Gullmar. Filmerna ger en lekfull och
tillganglig ingéng till historien sirskilt for yngre bestkare.

Nuycklar till var tid ar en levande utstéllning som kommer att fortsétta utvecklas och fordndras.
Hir ska vi kontinuerligt kunna viva in nya samhallsfordndringar, berittelser och hiindelser som
sker i var samtid. I utstillningen visas ocksé nyforviarvade foremal, vilket gor att innehéllet kan
uppdateras och forandras éver tid. En annan viktig del i utstéllningen dr att beskare pa plats,
eller i efterhand hemifrin, kan lamna sina egna minnen och bilder som sparas i museets samlingar
for framtida generationer, och darmed bidra till att skriva lanets historia.

Vi har haft en rad spinnande och varierade utstéllningar i museibyggnaden under aret:

Det tysta arvet — bildspel producerat av Forum for levande historia (16 januari — 18 februari)
Lin.Lin.Lin. (16 december 2023 — 24 mars 2024)

Atti Johansson — Mekanisk/Organisk (15 juni — 1 september)

Alskade korg — flitat, bundet, vridet (15 september — 1 december)

Bengt Lindstréom ur samlingarna (28 oktober — pagaende)

Accessoarer fran samlingarna (13 december-19 januari)

Utstallningar har dven genomforts pé andra platser i lanet:

Linda Maria Thompson — Rekonstruktioner/Reconstructions pa Apotekshuset i Sollefted (5
oktober 2024 — 4 januari 2025)



Fotografier av Viktor Lundgren pa Naturum Ange (29 november 2024 — 30 mars 2025)

Kunskapsformedling under aret — utstillningar och program

Under éret har flera intressanta foreldsningar genomférts i museibyggnaden, med en tydlig
koppling till museets kunskapsférmedlande verksamhet. Bland de mest populéra foreldsningarna
var Peter Sj6lunds foredrag om hur DNA anvinds for att finga bade sldktingar och mordare.
Foredraget lockade en fullsatt horsal, ddr besékarna fick folja med pé en fascinerande resa in i
viarldens mest avancerade sliaktforskning och brottsutredningar.

Andra uppskattade och vilbesokta foreldsningar var LarsOlof Loofs om Ostindiska kompaniet och
vasternorrlanningars resor pa varldshaven, Mats Vanehems presentation om hur historia kan
visualiseras genom illustrationer samt Tora Walls forelasning om folktrons visen. Dessa
foreldsningar gav bestkarna djupare insikter i imnen som spanner frn 1700-talets handelsvigar
till dagens forstaelse av folktro och lokalhistoria.

En annan hdjdpunkt i museets program var en konsert och musikworkshop i samarbete med
violinisten Rebecka Karlsson. Workshopen, som kretsade kring museets unika samling av 1700-
talets musiknoter, blev ett fantastiskt tillfille att pa ett levande sétt formedla var musikaliska
historia. Deltagarna fick moéjlighet att sjalva uppleva och utforska historiska musikstycken frén en
svunnen tid, och pa sa sitt forsta mer om lanets kulturella arv.

For att belysa de nationella minoriteterna genomfordes ocksa en rad aktiviteter med romskt och
samiskt tema. Vi visade filmer och ordnade romska aktiviteter f6r barn, dir deltagarna fick lira sig
om romsk kultur och historia pé ett interaktivt sitt. Dessa aktiviteter skapade en inkluderande och
larorik milj6 for alla ldrar och gav en viktig inblick i minoritetskulturers historia och nutid.

I samband med museibyggnadens 30-arsjubileum genomfordes ett jubileumsprogram som
reflekterade over museets utveckling och betydelse for ldnets kulturarv. En av de mest
minnesvirda aktiviteterna var samtalet med arkitekt Tina Wiik och konstnir Lars Kleen, dir de
delade sina perspektiv pd museibyggnadens utformning och konstnirliga vision.

2024 har ocksa varit ett ar fyllt av spinnande och engagerande utstéllningar som speglar lanets
historia, kultur och samtid. Med utstéllningarna som bas har vi bjudit in till samtal om var
gemensamma historia, nya perspektiv och aktuella &mnen som berér bade var tid och vart arv.
Hir ser vi bland annat Alskade korg — flitat, bundet, vridet, Atti Johansson —
Mekanisk/Organisk och Nycklar till var tid (Ias mer om slgjdutstillningarna under slojdkapitlet
nedan). For varje utstillning anordnades intressanta invigningsprogram, som kompletterades
med forelasningar och kulturella evenemang. En dragspelskvill, som kopplade till Nycklar till véar
tid, satte fokus pa Adalens dragspelskultur och inneh6ll musik och berittelser om denna unika del
av lianets kultur. Ett forfattarsamtal med Ulrika Rolfsdotter blev ocksa ett uppskattat inslag i detta
sammanhang.

Under aret har vi aven haft ett stort fokus pé visningar med museets antikvarier, konservatorer
och arkeologer, som erbjuder besékarna fordjupad kunskap om museets samlingar och historia.



Under visningarna har bestkare fatt mojlighet att ta del av tematiska presentationer om bland
annat musikinstrument, konservering och lanets arkeologi. Personal frdn museet har dven delat
med sig av sina kunskaper om arkeobotanik, hur gamla foremal bevaras, och hur man séker i
arkiv. Bestkare har ocksi fatt ta del av visningar om aldre hus, fibodliv och arkeologi, vilket har
gett dem en bredare forstaelse f6r de historiska och kulturella sammanhangen.

Museet har fortsatt samarbetet med Harn6sands folkhdgskola under aret, dar bland annat
dansforestillningar frin Dansateljén blev en viktig del av museets program. Filmstudio Murberget
har ocksé fortsatt med filmvisningar, dar temat verklighetsflykt och road movies har tagit upp
viktiga och aktuella samhallsfragor.

Musiklinjen Kapellsberg har ordnat en rad konserter, bland annat en arkivkonsert,
vandringskonsert och julkonsert, samt en sportlovsopera och folkmusikkonsert i museets lokaler.
Dessa aktiviteter har varit viktiga for att skapa en levande och méangsidig kulturupplevelse for alla
besokare.

Publika aktiviteter i lanet och digitalt

For att kunna né hela lanets befolkning med véir kunskapsformedling har vi ocksa genomfort en
rad aktiviteter ute i linet. En del av dessa aktiviteter har varit en del av Kulturarvsresan, dar vi
bland annat holl en berittarkvill i Sollefted om myter och ségner. I Lockstakéitan utanfor
Ornskéldsvik genomférdes en triaff om samernas medeltidshistoria i Angermanland, och i
Priastmon utanfér Kramfors holls ett evenemang med tema héxprocesser och maktcentra lings
Angermanilven.

Under aret har Sundsvalls firat sina 400 ér vilket museet har uppméarksammats genom att erbjuda
flertalet visningar och foredrag for sdval vuxna som unga. Lansmuseet bidrog med flera aktiviteter,
bland annat en kulturhistorisk vandring i Maland och tva féredrag pa Kulturmagasinet om
arkeologi och museets foremalssamling. Museet bidrog ocksa med manus och berittare till fyra
filmer om stadens historia samt stadsvandringar under jubileumsveckan for skolelever, det holls
ocks4 flertalet visningar for allménheten.

For att 6ka tillgangligheten och nd en storre publik har vi ocksa fortsatt att utveckla digitala
program, de dr en viktig del av vart lansuppdrag. Under hosten genomforde vi en serie digitala
lunchféreldsningar med externa och interna foreldsare, som behandlade olika teman inom
kulturmiljo och arkeologi. Dessa foreldsningar gjorde det mojligt f6r méanniskor frén hela regionen
att ta del av museets kunskapsférmedling pé ett enkelt och tillgéngligt sitt.

Kulturarvet for och med barn och unga

Enligt grunduppdraget ska museiverksamheten bedriva pedagogisk verksamhet ilanets alla
kommuner. Museet ska ha ett brett och omfattande, utvecklande och foranderligt utbud f6r barn
och unga i lanet - ndgot som &r prioriterat och viktigt for utvecklingen av forstielse av den lokala
historien och forstaelsen av plats och identitet. Vasternorrlands museum bedriver en bred
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verksamhet for att engagera allt frin sma barn till unga vuxna. Hér handlar det bade om
pedagogisk verksamhet for skolan, och for barn och unga pé lov och fritid.

Under aret har museiverksamheten erbjudit totalt 365 publika aktiviteter som riktat sig till
aldersgruppen 0—18 ar.! Totalt 5634 deltagare i samma aldersgrupp har varit med i olika
aktiviteter under ret. Den pedagogiska verksamheten har tagit emot 81 bokade skolbesok med
totalt 1117 deltagare, mer &n en dubblering jamfort med &ret innan. Utover det har forstds ménga
av besokarna pa museet varit barn och unga, nagot som foljs upp for statistikens skull med
stickprovskontroller. Har dr ungeférlig andel av bes6karna pa museet 24% i dldrarna o—12 ar och
9% i aldrarna 12—18. Se bilaga 2 for mer statistik.

Skolpedagogisk verksamhet

Museets skolpedagogiska verksamhet har varit aktiv och vilbesokt. Under aret har vi tagit emot
ménga skolklasser pa museet for guidade visningar och workshops. Samtidigt har vi ocksa besokt
skolor och genomfo6rt pedagogiska aktiviteter pa plats. Denna flexibilitet har gjort det majligt att
na fler elever, 4ven pa andra orter i lanet.

Digitala visningar har blivit ett viktigt komplement till fysiska besok. Genom live-séindningar fran
utstillningarna Forntidsresan och Stora Makter kunde vi ta med oss lanets kulturhistoria till
klassrum langt frin Harnésand. Genom interaktiva samtal kunde eleverna stélla fragor och delta
aktivt, vilket skapade engagerande méten trots geografiska avstdnd. De digitala visningarna ar
nagot vi ska fortsitta utveckla.

Ett av irets storre projekt var arbetet med att utveckla pedagogiska inslag till utstédllningen
Nycklar till var tid, dir interaktivitet och utforskande var centrala delar. Vi skapade bland annat
upptickarkort, dir eleverna genom fragor och reflektioner kunde férdjupa sitt besok i
utstillningen. Trollofonen, en fantasifull installation dir barn kan ringa till olika folktrovisens
telefonsvarare, ir en favorit bland de yngre besdkarna. Hir kan barnen lyssna pa spinnande
berittelser fran visen som Néacken och Skogsriet, nagot som gor utstéllningen levande och lekfull.
Under héosten arbetade vi med att ta fram en lararhandledning till utstillningen. En referensgrupp
med gymnasielirare frin Harnosand deltog aktivt genom att lésa och diskutera liromedel, féresla
relevanta teman och ge feedback. Detta samarbete sikerstéllde att lararhandledningen blev ett
inspirerande och anvindbart verktyg for skolorna.

Ett sirskilt samarbete med Hagaskolan och Sundsvalls museum resulterade i en mediaguide om
Sundsvall, relaterat till stadens 400-arsjubileum. Eleverna identifierade viktiga platser i staden,
samlade material och producerade texter, filmer och bilder. Museerna fungerade som mentorer
och projektledare. Arbetet ledde ocksi till att Sundsvalls museum nu har fatt kunskap om
mediaguidemetodiken och kan utveckla fler guider som blir tillgingliga for allménheten i appen
KulturPunkt.

Museets pedagogiska verksamhet samverkade &ven med hemslgjdskonsulenternas Skapande
skola-program for Harndsands kommun. Insatsen fokuserade pé utstéllningen Alskade korg! och
kombinerade slojdtradition med historiska berittelser. Alla elever i &rskurs sex fick delta i bade en

! Har innefattas ej den hemslgjdsframjande verksamhetens aktiviteter.
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korgworkshop och ett uppdragsspel péa friluftsmuseet. Under workshopen fick eleverna lira sig
grundliggande tekniker i korgflatning och skapa sina egna smé korgar. Pa friluftsmuseet
genomfordes ett klurigt uppdrag dir eleverna arbetade i lag for att 16sa olika historiska mysterier
kopplade till lanets kulturarv. Genom att réra sig mellan museets byggnader fick eleverna uppleva
200 ar av lanets historia pa ett lekfullt och larorikt satt.

Under &ret drevs det kulturradsfinansierade projektet Framtidens kulturarvspedagogik, dir
Visternorrlands museum tillsammans med Varmlands museum, Givle museum, Jamtli och
Skellefted museum har utforskat hur museer och skolor kan samarbeta béttre. I oktober hélls
motesdagar pi Dalarnas museum i Falun, dir deltagarna diskuterade nya metoder och arbetade
med att utveckla en gemensam handbok for kulturarvspedagogik. Clara Ceder, museipedagog och
utstillningsassistent, beskriver projektet som “en lanséverskridande kulturarvspedagogisk
mojlighet till vidare utveckling och nitverkande for oss pedagoger.” Projektet har darmed haft en
viktig funktion, d det pid manga sitt saknas mojligheter till kulturarvspedagogisk utveckling i
andra sammanhang.

Projektet, som finansieras av Kulturrddet samt Region Viasternorrland, ir ett samarbete dér sju
museer deltar: forutom Visternorrlands museum dven Varmlands museum, Givle museum,
Jamtli, Dalarnas museum, Skellefted museum, Norrbottens museum och Ajtte. Syftet iir att frimja
erfarenhetsutbyte, kunskapsuppbyggnad och utveckling av kulturarvspedagogisk verksamhet vid
sju regionala museer i norra Sverige, samt Ajtte. Mélet 4r att utveckla samverkansformer och
metoder for kulturarvspedagogik, med sérskilt fokus pa lokala och regionala perspektiv samt
malgruppen barn och unga. Projektet avser belysa och méta den utmaning ur
tillganglighetsperspektiv som pedagogiska verksamhet vid regionala museer har.

Under det tredje och sista aret av projektet har fokus varit att slutféra de fallstudier som
respektive museum genomfort. Det har dven genomforts motesdagar pé plats vid Dalarnas
museum, och diarutover har projektdeltagarna dessutom moétts i webbinarier och digitala méten.
Sarskild vikt vid dessa méten har varit att diskutera och utforma det ekosystem for samverkan
mellan skola — museum — andra kulturarvsaktorer, som projektet avser utmynna i. Sandra
Marklund, museipedagog vid Skellefted museum, lyfter fram vikten av dessa tréffar: "Otroligt bra
innehall som gett inspiration ur ménga olika vinklar samt att bade de digitala och fysiska traffarna
under en lingre period gett fina kollegor att bolla med ute bland de olika museerna.”

Projektet har utmynnat i ett antal nyckelbegrepp som utkristalliserar metoder och férhéllningssatt
for framtidens kulturarvspedagogik. Dessa samt delstudierna kommer presenteras i en handbok
som projektdeltagarna tillsammans skriver under ledning fran Vasternorrlands museum.
Projektresultat kommer dven presenteras och spridas vid NCK:s varkonferens i mars 2025.
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Kulturarv pa fritiden Barn och Unga pa Fritiden

Under aret har museets verksamhet for barn och unga pé fritiden varit mycket uppskattad. Det har
erbjudits en stor variation av aktiviteter under helger och lov, och dessa har lockat ménga
besokare. I allt hogre grad integreras ett malgruppstiank i fler och fler av museets aktiviteter, och
under éret har vi sirskilt satsat pa aktiviteter for barn och familj.

En av de mest populéra aktiviteterna har varit speldagarna, dar besékarna fatt prova pa olika
historiska och samtida spel. Schack, VR, Fia med eller utan knuff, The Sims och bilspel har varit en
del av en levande kulturarvupplevelse som engagerat bade barn och vuxna.

Andra uppskattade aktiviteter har varit att géra utemat, dér deltagarna fick laga mat 6ver 6ppen
eld, samt kreativa verkstader dar barnen skapade allt fran vinterstider till blomsteréngar. Museet
har ocksé erbjudit familjevisningar av vara basutstallningar, dar barn i olika &ldrar fatt majlighet
att utforska museet tillsammans med pedagoger. For de allra yngsta har vi haft aktiviteter i
lekutstillningen Smdfolk i fokus, dir de sma har fatt upptacka och utforska pa sitt eget sétt.

Livskraft — Kultur for Aldre

Den storsta delen av den pedagogiska verksamheten pa Vasternorrlands museum égnas &t barn
och unga. Under aret har vi dock dven deltagit i det kulturhistoriska regionala projektet Livskraft
— Kultur for dldre, dér vi genomférde programmet Swing it magistern!, med tema folkparker, dans
och musik frin lanets historia. Programmet riktades till tre dldreboenden, tvé i Sundsvalls
kommun och ett i Sollefted kommun.

Under besoken visade vi fotografier fran lanets folkparker och dukade upp ett bord med tidsenliga
Kkldder, slipsar, smycken och skor. Med hjalp av gamla danslatar och musik frn svunna tider bjod
vi in till dans och s&ngstunder. Aldreboendenas boende sjong med i kinda melodier. M&nga
dansade i sina rullstolar eller gungade i takt med musiken och minnen vicktes till liv genom musik
och féremal. Personalens entusiasm och engagemang gjorde programmet extra lyckat. Projektet
fortsatter under viren 2025 med nya teman och utokade programinslag.

Sommarlovsverksamhet pA Murberget friluftsmuseum

Under sommarlovet hade Murberget friluftsmuseum &ppet alla dagar, och det fanns gott om
lovverksamhet for besékande barn och unga.

En utvecklingsinsats for detta ar var att bemanna skolan flera dagar i veckan med aktiviteten
Skolan forr. Har ville vi formedla en helhetsbild av hur lararinnan/léraren bodde i skolan. I ar fick
barnen, forutom gammaldags lektioner, ocksé hjilpa froken med rensning och skord i
skoltradgirden samt himta agg fran friluftsmuseets sommarhons, vilket var mycket uppskattat.
Aktiviteten ger barnen praktiska kunskaper och firdigheter som de kan utveckla hemma — till
exempel att odla gronsaker.

Manga barn uppskattade ocks3 att fi prova pa att viiva trasmatta i Angermanlandsgarden, en
aktivitet som Harnosands véavstugeforening holl i. Andra programpunkter som passade barn och
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familj var kigelspel, vixtvandringar och de dagliga djurmatningarna. Djurmatningarna har blivit
nagot av en publiksuccé och drog i ar en mycket stor publik, sarskilt yngre besGkare. Har kunde
man bes6ka och mata kaninerna, honsen och de séllskapliga faren.

Den hemslojdsfrimjande verksamheten i Visternorrland — for

slojden, handen och hjiarnan

Museet har ett uppdrag att aktivt arbeta med fraimjande av hemsl6jd och hemslojdsverksamhet i
hela linet. Annu ett aktivt ir visar pa slojdens betydelse for en hillbar samhéllsutveckling, och pé
ett fortsatt stort intresse for hemsléjd. Verksamheten nar hela tiden nya malgrupper och utforskar
nya vigar att ni ut med slgjdande till hela linet. Nedan foljer ett urval av de insatser som
genomforts under aret. (Se dven bilaga 1 for uppfoljd verksamhetsplan och bilaga 2 {or statistik.)

Utstéllningen LIN.LIN.LIN visades i stora utstéllningshallen p& Vésternorrlands museum fram till
i slutet av mars. LIN.LIN.LIN samlade tre utstidllningar om linet, 100 @r av lin, Lin for livet och
Lin On Me. 100 Gr av lin lyfte var unika linhistoria i Vésternorrland som inte minst dr kvinnornas
historia. Lin for livet visade traditionellt linhantverk avsett att anvéindas mitt i livet i en modern
vardag. Lin On Me visade linets anvindningsomraden i ett bredare perspektiv, industriella
innovationer mm. Skolklasser fran lanet guidades i utstdllningen och fick sjélva prova att slojda i
lin. BesOkets syfte var bland annat att skapa delaktighet och anknytning till lanet som vart
kulturarv. Lin dr ocks ett av framtidens héllbara och fornyelsebara material, med manga goda
egenskaper. Lin dr en nyttovixt med egenskaper som kan tas tillvara pa flera olika sitt. Som textil,
kompositmaterial, golv, farg, impregnering, rengdringsmedel, mat mm. Utstillningarna visar pa
hur traditionell kunskap kan bli del av framtidens l6sningar.

Vandringsutstillningen Alskade korg och den egenproducerade utstillningen Korgar ur
Visternorrlands museums och Ornskéldsviks museums samlingar visades under hdsten 2024.
Alskade korg presenterar nutida korgmakeri i Sverige samt visar pa den bredd av olika
korgtekniker och korgmaterial vart avlanga land besitter. Den lokala utstéllningen lade fokus pa
norra Sveriges korgtraditioner och producerades i samarbete med Ornskéldsviks museum och
konsthall. Specifikt lyftes den samiska rotslgjdens suverénitet bade i funktionalitet och i skonhet
fram. I samband med utstéllningen gjordes en stor pedagogisk insats for barn och unga inom
Skapande skola dar bide hemsl6jdskonsulenterna och museets pedagoger samverkade. Alla
Klasser i rskurs 6, ca 300 elever, i Hirnosands kommun har inom Skapande Skola besokt
utstallningarna och sléjdat en egen korg tillsammans med en professionell slgjdare.
Workshoparna har varit en del av Kulturtrappan i Hirnésands kommun.

1 ett samarbete med Foreningsarkivet, Betlehemskyrkan och Kvinnojouren i Sundsvall har
broderitriffar for hilsa genomforts under var och host. Sundsvalls arkitektur har fungerat som
inspiration for broderierna. Deltagarna bar pa omfattande problematik men har uttryckt att de
ként vila i skapandet och att vérdet har varit patagligt.

I samarbete med Géltjarns missionsférsamling samt studieférbundet Bilda har en 6ppen
sléjdverkstad for tdljning startats i Kovland som en del i att erbjuda slgjdaktiviteter pa olika
platser i linet. Den 6ppna slojdverkstaden i Fransta har fortsatt pa sitt tredje ar, i samarbete med
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Torps forsamling. Hir har Hanna Holm varit ledare. Hon séger: "Jag kommer att mottaga Region
Visternorrlands ungdomskulturstipendium i november 2024, det tilldelas mig fér mitt sléjdande
och att jag ordnar med slgjdtriffar i Friansta. Det kianns superkul och ar helt tack vare mitt fina
samarbete med Hemsléjdskonsulenterna och Torps forsamling!”

Aven p4 Visternorrlands museum erbjuds textila sléjdverkstider i samarbete med
Hemslojdsforeningen i Hirnésand samt 6ppna tiljkvéllar varje manad under terminerna.

Uppdraget att tillgingliggora bild och form

Bild- och formuppdraget, som museet haft sedan 2022, ar en styrka fér Vasternorrlands museum
och dess besdkare, di det mycket vil kompletterar stiftelsens uppdrag med att tillgangliggora
kulturarvet.

Museets uppdrag inom bild och form innebar att frimja intresset for, kunskapen om samt
tillgangen till bild- och formkonst i ldnet genom att verka som publik plattform for samtidskonst.

Det vi arbetar med &r utstéillningar, pedagogisk verksamhet och annan publik férmedling
nitverksbyggande och kompetensutveckling inom publik formedling.

Genom att bjuda in bade lokala och internationella konstnérer har vi skapat ett spinnande och
dynamiskt utbud, samtidigt som vi stérkt regionens konstliv och utvecklat nya metoder for
kunskapsdelning och publika méten. 2024 har varit ett hiandelserikt ar f6r verksamheten, 4ven om
var projektledare och curator slutade under aret.

Samtidskonstutstillningar under aret

Under sommaren presenterade vi konstnédren Atti Johanssons (1917—-2003) konstnarskap i
utstillningen Atti Johansson — Mekanisk/Organisk (15 juni — 1 september 2024). Utstillningen
hade fokus pd samspelet mellan natur och teknik, sa som det kommer till uttryck i hennes konst.
Utstéllningen blev mycket uppskattad och kommer att visas pa Havremagasinet i Boden under
2025.

Atti Johansson, som levde storre delen av sitt liv i Sollefted, var en pionjir inom miljomedveten
konst. Hennes serie Mekanisk/Organisk, skapad under 1960-talet, undersckte teknikens framvixt
och dess paverkan pad manniskan och naturen. Ett av hennes mest kiinda verk, Virt medvetande
ligger ldngt efter teknikens framsteg, ar en tio meter lang viggutsmyckning skapad for Gudlav
Bilderskolan i Sollefted. Efter nastan 50 ar i skolmiljo har verket nu restaurerats av museets
konservatorer for att kunna bevaras for framtiden.

Den senaste storre utstallningen med Johanssons verk dgde rum pa Sundsvalls museum 2005,
vilket gjorde det sarskilt gladjande att fa visa hennes konst igen. For att mé&jliggora utstéllningen
lanades verk fran privata samlingar, Sundsvalls museum, regionens konstsamling och Sollefted
kommun.

I samarbete med Apotekshuset i Solleftea visade vi Linda Maria Thompsons utstallning
Rekonstruktioner/Reconstructions (5 oktober 2024 — 4 januari 2025), i Apotekshuset.
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Utstéllningen 4r en undersokning av platsens betydelse och den dokumentéra bildens kraft och ar
en del av Thompsons pdgiende forskningsprojekt Revision and the River, som fokuserar pa
Niamforsen vid Angermanilven. Genom refotografi — att fotografera samma plats vid olika
tidpunkter — fingar hon platsens férdndring fran industriell exploatering till nutid. Hennes arbete
ger insikter i hur ménniskan format och paverkat landskapet genom historien, samtidigt som hon
lyfter fradgor om minne, representation och héllbarhet.

En liten utstillning i form av tva trareliefer Flottningspojkarna (maj — december 2024) skapade
av konstnaren Ulla-Carin Winter visades under aret. Verken skildrar flottningens historia och
valdes ut for sin tematiska koppling till museets nya basutstéllning. Winters konst belyser det
harda arbetslivet vid dlvarna och de manniskor som formade regionens industriella historia.

Triennalen 2025 — samverkan och skapande

Triennalen 2025 ir ett samarbete mellan linsmuseet, Region Visternorrland och Konstframjandet
Vasternorrland. Tillsammans har projektets konstnarliga ramverk definierats och siakerstillt att
projektet kan fullféljas enligt tidplan och budget. Vid 2024 &rs slut hade 31 konstnérer valts ut for
att delta i utstidllningar p4 tio olika platser i regionen.

Urvalsprocessen skedde genom tva 6ppna utlysningar:

Nya Konstverk for Triennalen 2025: Konstnirer valdes ut i utlysningen for att skapa nya verk med
produktionsstod frén regionen. Fokus lag pa platsspecifika projekt och granséverskridande
uttryck.

Publikationen Min magiska plats som ar ett delprojekt dir konstnérer och skribenter undersokte
platsens magi. Projektet finansierades av Kulturradet, Konstfrimjandet, Vésternorrlands museum
och Region Visternorrland.

For att bredda perspektiven bjods dven nationella och internationella konstnérer in, relevanta for
triennalens tema. Detta resulterade i 14 helt nya eller platsanpassade verk som kommer att visas i

utstéllningarna.

Nu ser vi fram emot Triennalen under det kommande aret!

Kulturmiljo for samhallsutveckling och hallbarhet

Vasternorrlands museum har ett uppdrag att bedriva kulturmiljoverksambhet i hela lanet, som en
del i arbetet att gora kulturarvet tillgangligt for alla och att det ska upplevas som en gemensam
kunskapskalla. Uppdraget innebar ocksé att géra andra samhillssektorer uppmérksamma pa
kulturarvets och kulturmiljéernas betydelse och dessutom att uppméarksamma lanets stora
variation av kulturmiljéer och kulturarv.

Att arbeta bade strategiskt och operativt for att sdkerstélla langsiktig tillgdng pé antikvarisk
kompetens bland kommunerna i lanet och 6ka kunskap kring hur véra kulturmiljéer ar en resurs
vid samhallsutveckling, dr en viktig del av uppdraget. Att sprida kunskap kring vart gemensamma
arv gors av olika anledningar — dels for att uppmarksamma kulturarvets kraft for upplevelseturism
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men ocksd for att uppmérksamma hur kunskap kring traditionella material och metoder kan bli en
del av lanets hallbarhetsarbete.

Kulturmiljéradgivning i léinet

Under de senaste fem aren har allt fler av ldnets kommuner kontaktat museet for rddgivning i
bygglovsprocesser. Allmin rédgivning, digitala foredrag och platsbesdk, remisshantering,
kulturmiljéworkshop och den arliga kulturmiljokonferensen ar alla aktiviteter som ingér i en
medveten metodutveckling for att skapa fortroende i ldnet déar kontinuitet och regional kinnedom
ar nyckelord for det 1angsiktiga arbetet. Under ret har i huvudsak Harnésand, Ange och Sollefted
efterfrigat museet som remissinstans for sina kulturmiljoprogram, stadsplaner eller annat.
Utbildningsinsatser och radgivning har erbjudits Timra, Ornskéldsvik och Ange.

Visternorrlands museums arbete med att na ut i kommunerna och delta i kommunala
samhillsfragor har uppmirksammats dven utanfor lanets granser. Bland annat har
kulturmiljéutvecklare och antikvarie genomfért en foreldsning pa Foreningen Sveriges
Stadsbyggares érliga konferens samt Riksantikvarieambetets seminarium for att uppmérksamma
museernas samhillsplaneringsarbete.

Verksamheten har ocksa haft flera intressanta samarbeten och uppdrag kopplat till storre
samhillsforandringar. Ett av dem 4r ett uppdrag fér Torsboda Industrial Park avseende att
dokumentera industriomradets kulturvirden samt intervjua ménniskor i dess narhet om hur de
upplever forandringen. Arbetet stracker sig vidare 6ver 2025. I samband med detta har museet
ocksa gjort en kulturmiljéinventering infor en fordjupad 6versiktsplan i Soréker. Inventeringen
syftar till att ge kunskapsunderlag for kulturhénsyn infor planering av omradet och genomférdes
pa uppdrag av Timr&d kommun. I anslutning till uppdraget bjod museet in till en medborgatraff for
att inkludera boende i niromrédet. Arrangemanget skedde i samverkan med Sorakers Folkets
Hus. Arrangemanget var vilbesokt och kommer ocksa fortsétta under 2025.

Kulturmiljokonferensen

Efter fem &r av den arliga kulturmiljékonferens som museet arrangerar tillsammans med Region
Vasternorrland och Linsstyrelsen i Vasternorrland borjar effekterna bli synliga. Konferensen
arrangeras alltid i samverkan med en av ldnets kommuner som da fungerar som virdkommun.
Viardkommunskonceptet ger kommunen ¢kad delaktighet, inflytande och inte minst ansvar for
hur deras kulturmiljéer beaktas i planeringen. Kontinuerliga méten skapar ocksé kontinuitet i
frigan. Denna gang var aven politiken engagerade i planeringsarbetet vilket var nytt for i ar.
Konferensen 6kar kunskapen och skapar mer mod att argumentera i frigan om vad som kan men
ocksé bor goras menar Signe Weiss, kommunpolitiker i Sundsvall.

Arets konferens hade temat "Nir nytt méter gammalt” och satte fokus pé nyetableringar i
kulturhistoriskt virdefulla omraden, dterbruk av kulturmiljoer och energieffektivisering i aldre
flerbostadshus och dgde rum i Sundsvall med anledning av stadens jubileumsfirande. Med var
bland andra Jenny Nordmark frdn Nordmark arkitekter foreldste om hur de fatt uppdrag att titta
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pa hur det gamla sigverkssamhillet i Orviken kan ateraktiveras som “nytt” bostadsomrade i
samband med grén omstéllning i Norrland. Ett gott exempel som visar hur kulturmiljon bidrar till
ett langsiktigt samhillsbygge genom aterbruk och tillvaratagande av miljéer med stark koppling
till platsens identitet och historiska virden.

Med var ocksa Ulla Jansson, lektor vid Lunds universitet som genom sin forskning visade hur
tjanar pa att med varsam renovering bade kan bidra till att bevara &dldre kulturvirden sisom
fonster, fasad och kulturvirden samtidigt som vi far optimal energieffektivisering, god ekonomi
och minska klimatavtryck. Robert Danielsson, initiativtagare till Odehusgruppen var den
foreldsare som gav upphov till stérst medial uppmérksamhet och blev ocksé intervjuad av Radio
Visternorrland.

Effekterna visar sig i deltagarnas engagemang. Hur samtalet kring kulturmilj6 6kar mellan
kollegorna och temat blir mer synligt. "Vi pratar mer kulturmiljo/ férvanskningsforbud och
varsamhetskrav i drendena idag &n det tidigare gjorts under min tid i Hairnésand” sager Sara
Sjoberg som ir anstilld av Harnosands kommun. Hon fortsétter:

»Jag tror att konferensen gynnar hela Harnésand som kommun samt medborgare nér vi
handlaggare far mer kunskap i dessa fragor. Att anvinda den redan bebyggda miljon pa rétt sitt,
att vara varsam med kulturvirdena samtidigt som byggnaderna kan anvindas pa nytt sitt ar
manga ganger en utmaning. Konferensen stirker kommunens kunnande och bidrar dérfér till ett
béttre kulturmiljoarbete hos kommunerna.”

Murberget friluftsmuseum — en kulturmiljé med fokus pa hillbarhet

Visternorrlands museum dr med sitt fokus pé utveckling och bevarande av ldnets kulturarv en
viktig resurs for hallbar samhéllsutveckling. En del av det uppdraget ar att virna Murberget
friluftsmuseum och vara andra kulturhistoriska miljoer genom att fortsatta anvinda traditionella,
héllbara hantverksmetoder och slgjd eller visa p& héllbara material och metoder nir en byggnad
restaureras.

Murberget friluftsmuseum formedlar kulturarvet, precis som stiftelsens andra arenor,
formedlingsformer och bes6ksmal. Det unika med just ett friluftsmuseum éar att det ar ett
bes6ksmél med traditionella miljGer, som har samlats till en plats for att pedagogiskt visa pa
kunskap om platsens och samhéllets historia. I en nutida kontext kan ett friluftsmuseum ocksa
vara en arena for héllbarhet och kulturmiljovard.

Museet jobbar ocksé vidare med att f3 till blommande &ngsmarker och en storre variation av trid
och buskar. I ar képtes i princip inga plantor in utan i stéllet drog arenaverksamheten upp plantor
fran fr6 bade till Hirnosands Tradgardsodlareforening, museets egna planteringar och den
nystartade utbildningen Stadsnéra odling. Ett mer hallbart forfarande dn att kopa fardiga plantor,
eftersom kopta plantor ofta har ett relativt stort klimataviryck. I s& hog utstrackning som mojligt
anvandes ekologiska fréer, endast i de fa fall dar det inte gick att hitta sa koptes froer som inte var

ekologiskt framstillda in.
18



Extra roligt var att ett samarbete, i liten skala, pdborjades med foreningen Sesam som jobbar med
bevarande av kulturarvsvixter och lokalsorter. Och det sattes nigra, for Visternorrland, lokala
sorter: kdlroten Viksjo, kalroten Ljustorp och Blaarten Grotom (frdn Nora socken) p& omrédet.

Hellstromska huset — arets stora insats pa friluftsmuseet

Med medel fran boverket genomfordes restaureringen och omvandlingen av Hellstromska husets
bottenvéining! Syftet har varit att omvandla byggnadens bottenvéning fran forrddsutrymme till
publika lokaler, men ocks4 till for friluftsmuseet valfungerande ytor med tydligt uttalade
funktioner.

Hir installerades ett aterbrukat kok i ett utrymme som tidigare fungerat som tvittstuga och darfor
hade vissa forutsittningar fér detta som indraget vatten och avlopp, dven om det kriavdes viss
uppdatering. Ett mindre snickeri for traditionella verktyg dér egna och externa hantverkare kan
genomféra mindre snickeri- och maleriarbeten eller fonsterrestaurering inreddes i ett tidigare
omklidningsrum. En enkel tvattstuga dar friluftsmuseets museets textilier kan tvéttas och strykas
skapades ocksa.

De mer renodlade publika ytorna bestir av en fast installation av en frisérsalong med inventarier
frin 1950—1970-talet som under sommaren ér 6ppen for publik och en butikslokal som museet
hoppas kunna hyra ut framéver.

Frisorsalongen fiardigstilldes i titt samarbete med Ulrika Cedervall, barnbarn till den legendariska
Hiarnosandsfrisorskan Dagny Cedervall, som en gang skinkte frisersalongsforemaélen till museet
nar hon lade ned sin verksamhet. Ulrika medverkade pa invigning av de nyrenoverade lokalerna
och berittade om historien bakom frisérsalongen. Och hon har dven haft egna visningar for olika

grupper.

Butikslokalen som egentligen endast fick en ytskiktsrestaurering 4r det enda rummet pé
bottenviningen som inte dndrades utan enbart restaurerades. Till butikslokalen kan kopplas ett
intilliggande utrymme som &r formgivet och utfoért av Triakademien. Ett mycket inspirerande rum
med exempel pa hur traditionella tekniker och material med fordel anviinds i dldre byggnader.

Hallbarhet har varit alla avseenden vigledande i renoveringsarbetet med giftfria material och
aterbruk s langt det varit mojligt. Slutresultatet visades i samband med nationaldagsfirandet pa
omrédet vilket var vildigt uppskattat.

Négra andra insatser i hallbarhetens tecken har varit den fortsatta skrapningen och malningen av
Wulkanska huset som nu dr nymélat med tre lager av linoljefirg. Arbetet utférdes med hjélp av
Hirnésands kommuns arenaverksamhet och egna hantverkare medan en stérre timmerlagning
utférdes med hjilp av extern timmerman.

Under de stora regnen som varit s har manga tak pa friluftsmuseet inte klarat av att halla tatt.
Flera tak har vi valt att ligga begagnad plat pa for att skydda byggnaden, det géller hela kyrkvallen
som genomgéiende har mycket déliga tak, det ar ocksa ett traditionellt sett vanligt forfarande. Pa
torpet ir det just nu ett sddant arbete som pégar. For att fa tatt i nock var vedtaket tvunget att tas
bort. Taket var som s ménga av taken pa omradet behandlat med det mycket giftiga imnet
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kreosot, vilket betyder att det var tvunget att skickas till deponi som giftigt avfall. Men det lager av
naver som legat under vedtaket har bevarats och nu laggs alltsd begagnad pannplat (for patina)
ovanpa navret med ldkt emellan och forhoppningsvis blir det bade tétt och behagligt for 6gat.
Dassléngans tack har fatt ny papp och vissa lagningar i undertaket, en oplanerad med plétsligt
nodvindig insats.

S& manga som mdjligt av de insatser som genomfors pé friluftsmuseets byggnader och miljder ser
vi till att genomfora publikt. Detta 6kar kunskapen avseende hallbar renovering och héllbara
material mycket, och evenemangen ar mycket populira hos deltagarna.

Museet genomforde till exempel en mindre presentation, férevisning och prova-pa-méjlighet av
fonsterrenovering under Fonsterrenoveringens dag. Intresset hos allmanheten ir mycket stort nar
det giller fonsterrenovering, sa nista ar hoppas vi kunna utdka med flera kurser i amnet med
externa kursledare dven nir det inte ar fonsterrenoveringens dag.

Att bygga i stolpverksteknik ar ett mycket gammalt sitt att relativt snabbt och med lite timmer
astadkomma stora byggnader, traditionen ir viarldsomspénnande och hir i norra Sverige har
tekniken mestadels anvénts till att bygga ekonomibyggnader medan den pa andra hall varit vanlig
gven for bostadshus. Sa niar museet behovde ett nytt sdghus till en nyinkdpt ség sa valdes denna
teknik och bygget utfordes i kursform med stéd av Lénsstyrelsen.

Syftet med bygget var att ha ett fungerande sighus i anslutning till en fungerande timmerplan,
vilket nu &r fallet. Det ger museet mojlighet att ta ut virke ur egen skog och saga upp eget material
som behdvs vid restaureringsarbeten pa omradet, detta blir en hallbar hantering av skogen och
dven ekonomiskt fordelaktigt for museet pa sikt.

En storre insats som genomfordes var bygget av ett nytt sdghus i stolpverksteknik vid
verkstadsomradets timmerplan. Byggnationen gjordes i kursform med stéd av Linsstyrelsen i
slutet av maj/ bérjan av juni, sa det var innan friluftsmuseets egentliga sommarsésong. Det ar
dock alltid bestokare pa omrédet som har friluftsarenan som sitt rekreationsomréde sa kursen
forlades till utomhusscenen for att bes6kare skulle ha mgjlighet att ta del av byggprocessen och
stilla frigor. Det var en hel del besékare som kom forbi flera av dagarna och med intresse féljde
konstruktionsarbetet.

Museets kulturhistoriska platser i Léinet

Fornminnet Styresholm #r en fogdeborg fran slutet av 1300-talet beléigen vid Angermanilvens
strand, Prastmon, Torsékers socken. Idag finns endast delar av anldggningen kvar di omréadet
eroderat och delvis féorsvunnit ner i dlven. Utgriavningar har i omgangar gjorts pa platsen for att
undg att mer historiskt material forvinner da det stiandigt pagar en obonhorlig erosion utmed
dlvens branta strandkant. Under flera ar har uppskattade kursgravningar, finansierade av
Linsstyrelsen, arrangerats i samarbete med nérbelidgna Hola folkhogskola.

Platsen dr 6ppen for allmanheten och obemannad sa ett av museets uppdrag ar att se till att
platsen ar tillganglig och valskott, detta inbegriper kontinuerlig skotsel av markomrédet, bade
sjalva kullarna och ytorna runt om. Museet har anlitat en lokal entreprendr som nu skoter
omrédet efter anvisningar frin lansstyrelsen, dir vikten av hansyn till rara orter och 6mtéliga

20



vaxtplatser ar utpekat. Omradet slds med skdrande klinga och sly hélls efter. Ingen kursgravning
gjordes detta ar men det planeras f6r en sidan under néasta ar.

Ulvo kapell pa Ulvon uppfordes under 1620-talet av Kapellaget pa 6n. Omrédet beboddes da av
fjarrfiskare frin Gévle som hade fisket utmed hela Norrlandskusten. Arsringsdateringar visar att
timret som ingar i byggnaden falldes under tre vintrar i mitten av 1620-talet, den sista 1625/1626.
Kapellet ir alltsd uppfort 1626 eller méjligen nagot ar senare. Det finns traditioner om att kapellet
ursprungligen legat pa en annan plats i ndrheten, och flyttats till denna plats. Om uppgiften ar
riktig skedde det senast i bérjan av 1700-talet.

Invandigt ar kapellet méalat med vackra mélningar med bibelmotiv. Mélningar &r fran 1719, allts
samtida med den eventuella flytten av kapellet, och utférda av Roland Johansson Oberg.

Idag ar kapellet en tydligt utpekad bestksattraktion och en plats som starkt engagerar
lokalbefolkningen.

Museet ansvarar for restaurering och 6vergripande insatser pa fastigheten medan kapellaget
ansvarat for guidning i kapellet och skétsel av kringliggande grényta — Arets stora insats var
restaureringen av Bogardsstaketet som delvis lagats och delvis nytillverkats av en lokal
entreprentr med mycket lyckat resultat. Det har varit en bra sommar trots lite ostadigt vader,
vilket kan paverka besoka skargardsturism, med en 6kning av besokare jamfért med &ret innan.

Gammelgarden i Myckelgensjo dr beldgen i en sluttning med utsikt 6ver Myckelgensj6-sjon i norra
Angermanland. Garden ir ett fore detta jordbrukshemman som styckades av 1940 nir det koptes
av Kulturhistoriska Féreningen Murberget i Hirnosand, nuvarande lansmuseet. Garden behovde
inte flyttas fran den ursprungliga platsen vid laga skifte 1868-71, vilket medférde att de dldre
byggnaderna kunde bevaras. Byggnaderna upprustades for att visa en norddngermanléndsk gard
frin 1800-talets mitt och bestér av ndstan 30 byggnader uppfoérda i timmer med vedtak. Det finns
en byggnad for varje funktion si som var brukligt for ett sjalvhushall och ger en bra bild av hur
bénderna bodde och levde under 1700- och 1800-talen. Alla gardens byggnader dr skyddade mot
forandring genom byggnadsminnesférklaring sedan ar 1997 och museet har ansvaret fér I16pande
skotsel och underhall.

Byforeningen i Myckelgensjo har bedrivit kaféverksamhet i Gammelgardens forménsstuga under
sommaren och en guide fanns pa plats under ett par dagar i veckan for visning av garden. Likasa
finns en digital tjanst att ta del av via Kulturpunkt.se under 6vriga tider. Med medel fran
Linsstyrelsen lades ett nytt navertak med takved pa gammelgérdens forménsstuga, ett arbete som
lejdes till extern entreprenér. Ny gardesgard sattes pa samma sitt som de éldre kvarvarande
gardesgirdarna p4 Gammelgarden, med Gverliggare, dven detta gjordes med bidrag frén
Linsstyrelsen. Lansstyrelsen holl ocksa en slatterkurs pa omradet och det fanns ocksa
kursmoment i arbetet med girdesgarden.
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Arkeologi — bevarande, kunskapsuppbyggnad och

tillgiingliggorande
Arkeologi leder till bevarande, till ny kunskap och tillgéngliggérande. De olika delarna samverkar
alltid, men beroende pa projekt kan vissa delar vaga tyngre vid vissa tillfdllen och vissa ar.

Fokus for ar 2024 har till stor del legat pa slutundersckningen av tvd fornlimningar i den lilla
orten Silje, vaster om Sundsvall. Tva méjliga boplatser visade sig vara en forntida vatmark samt en
aktivitetsyta med dn s lainge oklar anvandning. Aktivitetsytan utgjordes av ett flertal stora gropar
som det tycks ha eldats i varefter de gravts ur och fyllts igen relativt kort efter. Vid utredningen
framkom enstaka spar av skalkorn och hallon i en av dem, vilket skulle kunna tyda pd matlagning.
Nu vintar vi med spanning pa fler dateringar och analyssvar. Vi har dnnu inte hittat ngra
jamforbara anldggningar pa annat hall vilket gor dem till lite av ett mysterium, men med lite
efterforskningar kommer deras funktion férhoppningsvis att klarna hér framéver.

Arkeologi ar inte alltid 14tt och det 4r ocksé det som bidrar till att gora &mnet sé fangslande for
allmanheten. Knappt en dag gick i Silje utan att nagon lokalboende (och ibland négra langvaga
besékare) dok upp for att hora efter vad vi gjorde och om vi hittade nagot spannande. Ménga
uttryckte fascination 6ver att méanniskor bott hér redan for 6ver 2 000 ar sedan. Den nya
kunskapen ger dem en fordjupad férstéelse for landskapet och bygden. Baserat p4 uppdragets
omfattning valde vi i samrdd med Linsstyrelsen och Trafikverket att satsa lite extra pa publik
formedling med féredrag, filmade visningar och dagliga uppdateringar i sociala medier.

Under 2024 har vi genomgaende bibehallit det fokus pa det publika uppdraget som genomsyrar
var verksamhet. Utéver arligen dterkommande evenemang sdsom Arkeologidagen (som i arets
utbud breddades till att omfatta dven arkeobotanik) och foreldsningen som sammanfattar arets
arkeologiuppdrag har Sundsvalls 400-arsjubileum uppmérksammats med féredrag och
historievandring i samarbete med Sundsvalls museum. Spontana méten med allménheten vid
faltuppdrag ger oss chansen att n ut till varierande malgrupper, medan de organiserade
aktiviteterna lockar de historiskt intresserade. Det som fascinerar framst i falt dr narapa lika
mycket metod som resultat. Hur kommer vi fram till vara teorier? Hur kinner vi igen fynd och
lamningar i marken? Vad innebir det egentligen att vara arkeolog — ett yrke som manga av de som
besitker oss dromde om som barn.

Inom det museala basuppdraget och med medel fréan Bjérka AB Fornminnesfond fortgar arbetet
med en sammanstallning av samtliga rs resultat (analyser, dateringar, fynd etc.) fran
utgravningar vid Styresholm och Pukeborg. Syftet ir att ta fram ett underlag infor framtida
undersokningar av omradet samt att uppdatera kunskapen om framst Styresholm. I samband med
sammanstillningen har flera nya dateringar genomférts samt ett antal makrofossilanalyser. Mélet
ar att soka ni klarhet i hur de olika lagren hanger ihop och hur borgens brukningstid skall tolkas.
Nir anlades den, vad anvandes den till och finns det en destruktionsfas kopplad till borgens
overgivande? I skrivande stund har samtliga fardiga dateringar, fyndlistor och analyser samlats in
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och héller nu pé att sammanstéllas i jamforbara former for att kunna redovisas
sammanhingande.

Under aret har en hel del tipsgranskning hunnits med, négot som tidigare har behévt
bortprioriteras. Det har bland annat resulterat i att ett omrade med mdjligtvis historiska
bosittningsspéar i skogen 1 Eds socken kunde dokumenteras och darmed ocksa mérkas ut infoér
markberedning. Tipsgranskning ar ett vardefullt sétt att ta tillvara den kunskap och det
engagemang for lokalhistoria som finns hos allménheten samt att visa uppskattning gentemot
dem som lagger ned tid och méda pa att delta i bevarandet och tillgéngliggérandet av det
gemensamma kulturarvet.

Fornlimningarna i Silje patraffades vid en steg 1-utredning, det vill siga en inventering dir syftet
ar att hitta nya lamningar synliga ovan mark, men ocksa att se ut ytor som bor undersékas med
gravmaskin. Det har under dren varit relativt magert med steg 1-utredningar for museet, men
2024 6kade antalet rejilt, vilket ocksd medforde en majlighet att bredda inventeringskunskaperna
inom personalstyrkan. Forhoppningsvis resulterar arets uppdrag i fler steg 1-utredningar under
kommande ar. En annan uppdragstyp det varit sparsmakat med ir stadsarkeologiska projekt. I
och med rivningen och ateruppforandet av Nybron har vi dock varit pa plats i omgéngar och
kontrollerat att inga arkeologiska limningar skadas utan att férst dokumenteras. An s8 linge har
det mest varit fyllmassor.

I skrivande stund haller vi pa att flotera (vattensalla) jordproverna fran slutundersékningen i Silje.
Nér provmaterialet har torkat kommer bevarade vixtdelar och froer att plockas ut och analyseras.
De kan beritta nigot om groparna de patriaffades i och om platsen i stort. Har man tillagat mat i
groparna? Har dkrarna varit godslade och finns det andra spér av tidigt jordbruk? Utéver en stor
andel interna jobb har analysverksamheten fortsatt att ta externa uppdrag och utvecklas positivt.
Fokus har dven legat pa att formedla mer av det arkeobotaniska arbetet utat, vilket resulterade i
att museet erbjod arkeobotaniska vandringar pa Arkeologidagen. Detta lockade en méalgrupp som
vi annars inte brukar nj, det vill sdga tradgards- och vaxtintresserade. Likasa 6ppnar det i
férlangningen for vardefulla kontaktytor for analysverksamheten.

En av arkeologiverksamhetens mest vardefulla samarbetsytor dr dess engagemang i den
Museiarkeologiska branschorganisationen, M-Ark. Har knyts kontakter med linsmuseer 6ver hela
landet och kunskapsutbyte sker kontinuerligt. Trots olika forutsattningar i olika delar av landet
finns minga gemensamma fragor dir vi har stor nytta av varandras erfarenheter. Museet deltar
regelbundet i strategiméten och styrelsemdten samt drsmétet som i r arrangerades av
Vasternorrlands museum. Det var det forsta arsmotet att héllas i Norrland och fokus lag bland
annat pé att visa upp véra nya basutstillningar, vilka vi fick mycket berém for.
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Visternorrlands kulturarv i samverkan — det vardefulla 1 att

utveckla kulturarvet tillsammans

Kulturarvets roll stirks stindigt genom samverkan mellan museum och olika aktérer. Samverkan
genomfors i ménga former - med offentliga och ideella sektorn, med hégskola och andra
kunskapsinstitutioner, eller niringsliv. Samverkan bidrar till bade lokalsamhillets utveckling och
till utvecklingen av var gemensamma forstaelse av Vasternorrlands kulturarv.

Samverkan for kunskapsuppbyggnad dr oerhort viktigt for museisektorn, da det i ratt form sakrar
professionalitet, vetenskaplighet och ett aktuellt forhallningssétt till verksamheten. Samverkan
sker inom hela museiverksamheten, inom kulturmiljé, samlingsforvaltning, evenemang och publik
formedling.

I det hir kapitlet beskriver vi viktig samverkan pd Murberget friluftsmuseum under éaret.
Samarbeten med externa #r viktig del i att fa ett friluftsmuseum att fungera - méanga av de storre
aterkommande arrangemangen, men ocksé kurser och restaureringar, mojliggors idag av att
museet har terkommande och etablerade samarbeten.

Kurser och utbildningar i samverkan

Stolpverkskurs med stéd fran Linsstyrelsen - Sdghuset byggdes i kursform av 2 kursledare och 15
kursdeltagare under 7 varma sommardagar! Sjélva tillverkningen av de olika delarna - som
stravor, overliggare, hammarband och hérnstolpar - gjordes pa publik plats pd omradet for att
forbipasserande skulle kunna ta del av arbetet och ocksd ha méjlighet att stélla frigor. Museets
egna hantverkare har sedan, i samarbete med Hirnésands kommuns arenaverksamhet, lagt
tegeltak och satt panel. Deltagarna till kursen kom fran hela landet, vilket visar pa ett stort intresse
for den hir typen av kursutbud. Manga av deltagarna uttryckte att detta var det roligaste de gjort
pa ar och dag!

YH-utbildningen Stadsndra odling genomfors till stor del pa distans, d&ven om vissa veckor
genomfors pd Murberget friluftsmuseum. Har finns kurslokaler och utbildningen har sina odlingar
vid Grindstugans tradgéard pé friluftsmuseiomradet. Tradgarden &r designad for att vara
tillginglig, inbjudande och passa bra in i den dldre miljon samtidigt som den ska erbjuda ett brett
sortiment av dtbara vaxter att ldra sig om.

Ett vixthus har dven flyttats hit for utbildningens skull. Nir larare och elever inte ar pa plats skots
den lopande skétseln av tradgérden av kommunens arena-verksamhet. Att ha ett samarbete som
ar s publikt som detta skapar verkligen ett mervérde for museiverksamheten och dess besdkare.
Samarbetet uppskattas ocksa av yrkeshégskolan. Erik Nordléw Kindstrom, utbildningsledare pa
yrkeshogskolan, sager:

*Tack vare samarbetet med Museet och Harnosands kommun har vi fatt majlighet att skapa en
tridgard for ldirande dir vi undervisar om stadsodling — sméskalig kommersiell odling néra
konsumenten. Eftersom tradgarden ar 6ppen for allmanheten &r var forhoppning att ménga ska
kunna inspireras och vilja lara sig mer om hur odling av dtbara véaxter kan ga till.”
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Ett annat hogt virderat samarbete dr det med Traakademien i Kramfors som linsmuseet har haft
samarbete sedan flera &r. Arets malerikurs arbetade under 2024 huvudsakligen med miljéer inne i
Hellstrémska huset. Det som utfordes i huset var lerklining, pappspéanning, tapetsering och maleri
med olika typer av traditionella firger. Kursen fick hir ocksa fria hander med tapetval och
fargsattning i sarskilt utrymme.

Négra ytterligare insatser hann malerikursen med, bland annat blev skolans ena gavel
rédslammad och forstugubroar nere vid Avike herrgard och Hellstromska huset blev tjiarade.
Traakademien stallde ocksa ut elevarbeten i Wulkanska huset under sommaren, vilket var positivt
for omradets bestkare.

Tapetserarlinjen pa Traakademien restaurerade tre av museets rekvisitafatoljer med ungefarlig
datering till 1800-talets mitt. Fitoljerna horde tidigare till visningsméblemangen i Avike
herrgard, men var i si daligt skick att de inte ldngre var visningsbara. Nu star de aterigen publikt -
i Wulkanska huset - och ar fantastiskt fina och bidrar till upplevelsen pa friluftsmuseet.

Evenemang och publika aktiviteter i samverkan

Nationaldagen ir det forsta stora evenemang som genomfors pa Murberget friluftsmuseum varje
sommar. Férutom det traditionsenliga programmet pa stora utescenen som sitts samman av
Harnosands kommun och andra aktiviteter pd omradet som vi gor i samverkan, s 6ppnade
museet Hellstromska husets bottenvaning for forsta gangen officiellt for publik efter att
restaureringen med stod av Boverket fardigstillts.

Invigningen skedde med antikvarier pa plats som berittade om insatserna i huset och Ulrika
Cedervall, barnbarn till Dagny Cedervall, vars friscrsalong dterskapats som en del av
bottenvingens restaurering presenterade salongen. Och tillsammans med Ulrika genomfordes
ocksi en mindre modevisning med museets rekvisitaklader och frisyrer fran 50- 60- och 70-talet
med frivilliga modeller. Husets butikslokal fick ateruppsté som butik med externa som sélde up-
cyclade produkter och byggnadsvirdsmaterial. Med Vavstugeforeningen som ordnade kafé i
Wulkanska huset med hembakt kaffebréd och drillgrupper som upptradde, 6ppen handelsbod och
Hellstromska husets aktiviteter sa sjod verkligen torget pd Murberget friluftsmuseum av liv.

Midsommarafton har museet genomfort i egen regi de tva senaste aren, men det vore vilkommet
med fler samarbeten avseende genomforandet av denna dag. Med spelman, lekledare,
kransbindning, vackert vider och massor av bestkare blev dagen hirlig.

Sedan ett par ar tillbaka s har Harn6sands Tradgardsodlareforening ordnat med kakbak och
forsaljning av fika, vilket blivit mycket lyckat, och &r ett samarbete som vi 4r mycket tacksamma
for. Trots att &rets kalas firades i ihallande regn sa kom det runt hundra géster i strid str6m som i
stillet for att sitta i tradgarden, fick sitt fika inomhus i Prastgarden. Wendelas kalas ar ett mycket
uppskattat och lattsamt arrangemang som ger tillfille att sétta lite extra fokus pa friluftsmuseets
grundare, Theodor och Wendela Hellman.
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Hembygdens dag, anordnas av museet tillsammans med Angermanlands och Medelpads
hembygdsforbund. Linets hembygdsforeningar bjuds in for att genomfora aktiviteter och
presentera sin verksamhet for friluftsmuseets besdkare. Ca 7 hembygdsforeningar medverkade i ar
med skiftande inslag: lagning av nat, forsaljning av kolbullar, slatter och berattelser.

Ett sedan flera ar dterkommande evenemang som lockar vildigt manga besokare &r
Internationella festen. Festen ir ett lyckat och vil fungerande samarbete mellan Foreningen 5i 12
och lansmuseet. I ar var det inte lika ménga matforséljare som tidigare ar, men desto fler
besokare! Linsmuseet planerar nu for hur vi ska nd ut med information till personer av med olika
kulturell bakgrund for att fa fler spinnande matstind under internationella festen.
Scenprogrammet genomfors och planeras av foreningen sjalva.

Nistan en gang i veckan under sommarsisongen spelade en trio vid namn Pérlbandet visor i
Murbergskyrkan pé eftermiddagarna och det var uppskattat bade av besckare och bandet sjilvt.
Det var dven spelmansgille pé utescenen varje tisdag, en valetablerad tradition som drar musiker
frdn nér och fjarran. En annan uppskattad sommartradition pa friluftsmuseet ir de
spelmanstriffar som hélls varje fredagseftermiddag under sommaren och ar ett samarbete med
Harnosands spelmansgille. Dessa spelmanstriffar ger ett harligt liv till omradet med stamningsfull
folkmusik fran lanet.

Utover det hade museet ocksa externa aktorer som arrangerade konserter och
teaterforestallningar pa omradet under nagra kvallar. Hirnosands teaterférening arrangerade tva
forstallningar med Teater Vasternorrlands forestallning Lasse Majas detektivbyra och
Cirkusmysteriet i bérjan av juli med fullsatt i publiken vid bada tillfillena. Forestallningen
spelades pa den lite mer intima platsen torget. Biwa Event spelade Pippi pa de sju haven och Ngjet
genomforde en konsert med Jill Jonsson och Magnus Carlsson, bada dessa arrangemang visades
pa stora utescenen for en betalande publik. Det ar glidjande att Murberget ses som en mdgjlig scen
att genomfora publika event pa eftersom det sétter platsen pa kartan och forhoppningsvis ocksé
véacker intresset hos en for friluftsmuseet ny publik.

Litteratur pd Murberget &r ett &terkommande tema varje sommar och #ven si i ar. De forfattare
som presenterades i ir var Nicke Sjodin, Ludvig Nordstrém, Althild Agrell och Laura Fittinghoff.
Nicke Sjodin presenterades i museets horsal av Hervor Sjédin som var gift med Nicke da han
levde. De Gvriga var ute pa omradet, i Prastgarden och i skolan.

Linakern vid Angermanlandsgarden som sitts av arenaverksamheten, linberedning pa tunet av
sommarvird och viv med dngermanldndskt lin inne i kammaren av Harnosands vavstugeforening
ir ett stralande exempel pa bide samverkan och kunskapsformedling. Hér fick besdkaren
mojlighet att narmare bekanta sig med en tradition som varit mycket betydelsefull for lanet genom
en pedagogisk resa nir linets olika stadier tydliggjordes, fran lindkern med spanadslin till praktisk
kunskapsformedling dér de olika momenten i beredningen visades och férklarades. Sedan kunde
bestkaren se hur det vivdes med Angermanlindskt lingarn inne i Angermanlandsgarden. Den
aktiviteten holl Harnosands vavstugeforening i. Ett par moment saknades, rotning och att spinna
men till ndsta sommar kommer éven det forhoppningsvis visas. For manga av vara besokare blev
det en aha-upplevelse Gver att det faktiskt dr en sé pass kort vag fran vaxt till textil och intresset

var stort, och att det varit en sa viktig naring i ldnet. Bestkare kunde ocksa prova pa att sjdlva viva
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trasmatta i en sedan gammalt satt varp i en dldre véivstol. Mycket uppskattat av bade unga och
gamla.

Kulturarvets betydelse for regional utveckling

Genom att utveckla museets roll som samarbetspartner och inga i nya samarbetsformer
tillsammans med kulturella och kreativa branscher, besoksnéring och turism sa kan kulturarvet
kunnat férmedlas pé nya sitt, i nya kanaler och i nya sammanhang. Kulturarvet ar och behéver
utvecklas som en resurs for innovation och samarbeten som i sin tur kan leda till 6kad attraktivitet
och starkt tillvaxt i linet. Under 2024 har museet héllit i och varit en del av flera
externfinansierade samverkans- och utvecklingsprojekt och arbetat med att bade skapa och
forvalta langsiktiga samarbeten och nitverk i lanet.

Projekten dr mycket viktiga for att i verksamheten skapa utrymme for utveckling. Har foljer nagra
exempel.

Smart kulturarvsturism i Hoga kusten

Under 2022—2024 har Visternorrlands museum drivit det metodutvecklande projektet Smart
kulturarvsturism i Héga Kusten, som med nyproducerade berittelser och digital teknik férnyar
sattet att uppleva regionens rika historia. Projektet resulterade i fem unika tematiska upplevelser,
dir besokare kunde férdjupa sig i teman som Samiska spdr, Héxprocesserna och Myter och
sdgner. Genom att forena platsspecifika berittelser med avancerad teknik som Al-genererade
visualiseringar och 360-fotografier skapades engagerande och tillgingliga kulturarvserfarenheter
som attraherat bide lokala och internationella malgrupper.

Satsningen blev en framgang i friga om att stirka kulturarvets relevans och ménniskors historiska
och kulturella medvetenhet. Appen KulturPunkt spelade en central roll och nddde under
sommaren 2024 6ver 9 000 unika anvandare, som tillsammans skapade 58 000 sidvisningar. Det
héga engagemanget speglar kvaliteten och attraktiviteten i beréttelserna, som inte bara lyfte
historiska hiindelser utan ocksa osynliggjorda roster och marginaliserade perspektiv.

Projektet innebar dven stora framsteg for museets publika arbete och roll som nav fér samverkan.
Genom nira samarbeten med kulturarvsaktorer, turistforetag och kreativa niringar integrerades
kulturarvet i regionens turism pa ett sitt som skapade bade kulturellt och ekonomiskt virde.
Utbildningar och workshops stirkte lokala aktorers forméga att anviinda storytelling och digitala
verktyg, vilket lade grunden for fortsatt utveckling.

Med Smart kulturarvsturism i Hoga Kusten har museet inte bara bevisat kraften i innovativ
storytelling utan ocksé visat hur kulturarvet kan bli en katalysator for héllbar turism, regional
stolthet och langsiktigt samarbete. Projekt ar ett foredome for hur museer kan na utanfor sina
viggar och férvandla kulturarvet till en levande, dynamisk resurs for framtiden. Ta del av
resultatet har: www.kulturarvsresan.se
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Virden lings viigen

Virden langs vigen ir ett EU-finansierat projekt dar Jamtli dr projektdgare och dér
Vasternorrlands museum, Museum Midt samt Mittuniversitetet och SINTEF i Norge ingar. 2024
har varit projektets forsta ar.

Huvudsyftet med projektet ar att utveckla kulturarvet som en resurs for platsutveckling och
hallbara samhallen. Ett centralt spéar &r att utforska hur platsens berittelser kan vara drivkraften
for utveckling och inkludering, men ocksa hur museernas roll kan utvecklas exempelvis i samband
med platsutveckling.

I en rad pilotprojekt planerar museerna att under de kommande &ren identifiera och samla in
béade materiella och immateriella berattelser och utveckla nya satt att formedla for att skapa effekt
och paverka bide invinare och beslutsfattare i regionerna. Storytelling en central metod som
projektet ska anvénda sig av, bade i utbildningssatsningar och i presentation av projektets
resultat.

Projektet ar unikt eftersom det sammanfor kulturmiljévard och publik formedling for att utforska
hur ménniskors relation till en plats kan tas till vara i arbetet for en hllbar samhillsutveckling.
Malgrupper finns inom offentliga sektorn, byggbranschen och turistnéringen.

Under dret har i huvudsak tid lagts for att planera kommande aktiviteter och
platsutvecklingsprojekt; Ostanbécken/Langgatan i Hirnésand, Helgums hembygdsférening och
gamla Jaimtlandsvigen i Sollefted. Ange kommuns kulturmiljéer och Lugnvik i Kramfors med
flera.

Viasternorrlands museum — nod for kulturarvsturism och kulturella och
kreativa niringar

2022 startades projektet Visternorrlands museum — nod for kulturarvsturism och kulturella och
kreativa ndringar, med finansiering fran Tillvixtverket, Region Visternorrland och Harnésands
kommun. Projektet som helhet har syftat till att stirka kulturarvsinstitutionernas samverkan
mellan bes6ksnaring, kulturella och kreativa branscher och kulturarv. Projektet har involverat
Ornskéldsviks museum, Sundsvalls museum samt Hoga Kusten Destinationsutveckling och
Destination Sundsvall, med flera aktorer. Projektet har nu genomfort sitt tredje och sista ar, med
farre aktiviteter an &r tva och ett, men med ménga erfarenheter rikare.

Insikterna fran projektet ar viktiga for den fortsatta utvecklingen av museernas och
kulturarvssektorns arbete med kulturarvsturism och kulturella och kreativa branscher, och
resultaten ldgger en grund for forutséttningar, behov och utmaningar. Om detta kommer det att gé
att lasa i projektredovisningen.

Under ret har seminarieserien med fokus pa kulturarv och samhallsutveckling kunnat
genomforas inom projektet. Ett av seminarierna handlade till exempel om kulturarvets roll i
industrins grona omstéllning och ett annat om kulturarvets betydelse for attraktiva och
omsorgsfulla platser.
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Inom projektet har ocksa ett antal platsbes6k kunnat genomféras. Platsbesoken har varit viktiga
motesforum for foreningar, foretag, stédjande organisationer och kulturarvsinstitutioner, men
ocksa fungerat som en killa for kompetensutveckling kring metoder avseende utveckling av
samverkan inom kulturarvssektorn. Det har ocksa upplevts positivt att f& 6kad kunskap om olika
platser i lanet. I maj besokte projektet Matforsfabriken och Seléngers Pilgrimscenter. Den gamla
fabriken i Matfors &r ett allkulturhus i stindig utveckling med olika samverkanspartners och
Selangers Pigrimscenter &r ett viktigt bes6ksmal vid St Olavsledens startpunkt. I slutet av augusti
besokte projektet Ramsele som ligger i Sollefted kommun. Héar har man 1ang erfarenhet av stora
evenemang och det var mycket intressant for deltagarna att ta del av erfarenheter frén
arrangoérerna. Har ser vi bland annat Ramsele-Edseleveckan och den stora Rafnastimman for att
inte tala om Lastbilstraffen. Vi fick ocksa ta del av den fina kulturhistoriska miljon och
verksamheten vid Hantverkshuset.

Bothnia Business Heritage

Ett annat projekt som fokuserar samverkan med foretag och utvecklingen av museers roll relaterat
till foretagen dr Bothnia Business Heritage, BBH. Syftet med projektet ar att stiarka kopplingen
mellan moderna industriforetag och kulturarvsaktorer runt Bottenviken. Projektet &r nu inne pa
sitt tredje och avslutande ar, med avslut i augusti.

Projektet stravar efter att inspirera och starka kulturarvsaktorerna att utveckla tjanster, produkter
eller samarbeten riktade till foretag, for att 6ka sina intdkter och malgrupper. Malet ar ocksa att
oka medvetenheten hos foretagen om pa vilka satt kulturarvet kan vara angelaget for dem:
exempelvis som grund att sta pé for varumarke och profilering och for social hallbarhet och
attraktivitet pa orter i samband med ny-industrialiseringar. Inom BBH har det skapats ett natverk
for kulturarvsaktorer, Bothnia Business Heritage Network, dar medlemmarna st6ttas i att skapa
just business och att samarbeta med néringslivet. Tillsammans i nitverket har aktérerna en
starkare rost nér det géller att lyfta fram kulturarvets betydelse och relevans. Mélet ar att
natverket ska sti pi egna ben efter projektets slut och vara en grund for fortsatta méten, forbattrat
samarbete och mgjlighet till fortbildning,.

En annan del ir kontinuerliga natverkstraffar fér kulturarvsaktérerna. Under natverkstraffarna
delar kulturarvsaktérerna med sig av sina erfarenheter och kunskaper, diskuterar idéer och
utmaningar och utvecklar nya fardigheter via foreldsningar och diskussionsgrupper. En tredje del
ar workshops. Syftet med workshoparna ir att kulturarvsaktorerna arbetar med att utveckla
koncept for att 6ka kulturarvets relevans och na ut till foretag med bade pedagogiska och
attraktiva produkter och tjanstepaket. En sista del dr rundabordssamtal. Syftet med
rundabordssamtalen ar att tillhandahalla ett forum for kulturarvs- och foretagssektorerna att
traffas och diskutera lokala mojligheter och utmaningar och pa vilka sitt man skulle kunna
samarbeta. Arbetsprocesserna dokumenteras och har resulterat i modeller och guider sa att
framtida kulturarvsaktorer som vill samarbeta och skapa attraktiva produkter och tjanstepaket

riktade till ndringslivet kan anvanda underlaget. Rundabordssamtalen &r lite som djupintervjuer
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for att locka fram idéer kring hur lokala kulturarvsaktorer och féretag kan métas i samarbete — for
att det ska bli en win-win for bada parter.

De organisationer som Visternorrlands museum samverkar med i projektet BBH ar Centria (som
ocks4 #r Lead Partner), Novia, Kultur Osterbotten, Luleé tekniska universitet samt Skelleftea
museum. Projektet finansieras av Interreg Aurora samt Region Visternorrland.

Ett vilfungerande och viilmaende linsmuseum

Avslutningsvis, ett 6vergripande mal for Visternorrlands museum ar god genomforandekapacitet
och méluppfyllelse. Det &r helt centralt att vi har vilfungerande och effektiva verksamhets- och
stodprocesser, att kompetensforsérjningen fungerar vl och att vara medarbetare trivs.

Har foljer nagra insatser som genomforts under aret, inom HR-omradet och inom
kompetensutveckling. Ovriga insatser kan lisas om i bilaga 1, uppfoljning av verksamhetsplan.

Inom HR-omradet har flera forbattringsinsatser genomforts. Nya lonekriterier har tagits fram och
gjorts kiinda hos personalen. Vi har ocksa infort en ny modell f6r medarbetarsamtal med fyra
samtal per ir. I samband med detta togs nya samtalsmallar fram. Vi har utéver det borjat anvinda
IA-systemet fér anmaélan av tillbud och olycksfall, och hoppas langre fram kunna anvénda
systemet dven for riskanalyser inom arbetsmiljoomrédet. Utover detta har en
medarbetarundersokning genomforts, med generellt vildigt goda resultat. Avseende utbildningar
inom omradet s har en HLR-utbildning och utrymningsévning genomforts for personalen samt
att en arbetsmiljéutbildning for chefer och skyddsombud har pabérjats.

Vi har fortsatt hoga sjukskrivningstal under 2024 jamfort med 2023. Sjukfranvaron ligger pa
9,19%, jamfort med 2023 ars siffror pa 8,78%. Andelen langtidssjukrivna av 2023 ars andel ar
81,06% jamfort med 73,61% 2023. Korttidsfranvaron ar 1ag. I aktuella fall genomfors
rehabiliteringsprocesser. Vi arbetar ocksa aktivt med medarbetarsamtal med alla medarbetare fyra
génger per ar for att kunna fanga upp behov av insatser i ett tidigt skede.

Kompetensutveckling och kompetensforsorjning har genomforts, till viss del enligt plan och till
viss del utifrén uppkomna behov eller mojligheter. Kompetensforsorjningen ser god ut. I slutet av
2023 beviljades ocksa glidjande nog en ansékan om medel fran Omstéllningsfonden och nio
medarbetare och fyra chefer har kunnat gi kurser i projektledning och projektstyrning under aret.
Det genomfors dven en digital skyddsrond varje &r, och utifrén att inga behov av
kompetensutveckling visades behovas har inga storre insatser genomforts.

Ekonomisk analys

Arsbokslutet visar pa ett resultat om 0,5 mnkr i 6verskott medan rorelseresultatet visar ett
overskott om 0,3 mnkr. D4 museet budgeterat med ett underskott motsvarande 1,4 mnkr
redovisas ett overskott mot budget pa 1,9 mnkr. Underskottsbudgeten bestar av egenfinansiering i
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bidragsprojekten for Brandskydds- och sprinklerdtgdrder och Visternorrlands museum - Nod
for Kulturella och Kreativa Néiringar (KKN). Aven finansiering for restaurering av Hellstromska
huset och ombyggnation av den tredje basutstéllningen ingér i underskottsbudgeten, vilket ar
mojligt tack vare resultatoverskott foregaende ar. KKN-projektet redovisar ett bittre resultat an
budget medan kostnaderna inom projektet for restaureringen av Hellstromska huset blev hégre én
beriknat. Insatserna i projektet kravde storre atgéarder &n planerat.

Rorelseresultatet redovisas till 1,7 mkr bittre an budget. Att rorelseresultatet blivit sa positivt
beror pa ett bittre resultat inom verksamheterna, till exempel har fler uppdrag sélts inom
arkeologin #n vad vi hade budgeterat for samt att personalkostnader varit lagre dn budgeterat pa
grund av tjanstledigheter, vakanser och sjukskrivningar. I de fall dar det varit mojligt har vi da
kopt in tjanst for att kompensera personalbortfallet, men det har inte varit mdjligt att gora fullt ut.

Intidkterna redovisas till 4,1 mnkr hogre dn budgeterat. Den frimsta anledningen ar dven hér
hogre bidragsintédkter och extramedel for externfinansierade projekt och insatser som inte kunnat
beaktas i budget infor aret. Observera att dessa intékter till stor del vigs upp av hogre kostnader,
till exempel restaurering av gardesgérdar och tak pa forménsstugan i Myckelgensj6. Investering av
ny teknik i Horsalen har majliggjorts tack vare extra medel frin Region Visternorrland och
Hirnésands kommun.

| Utfall Utfall Budget

2023 2024 2024

Intakter 52,4 52,9 50,4
Kostnader -50,3 -52,3 -51,5
Avskrivningar -0,3 -0,3 -0,3
Finansnetto 0,4 0,2 0,0
Resultat 2,2 0,5 -1,4

Nedan foljer en redovisning pa verksamhets-/avdelningsniva.

Inom Ledning och gemensam administration redovisas det arliga anslag som erhélls fran
Harnosands kommun, Region Visternorrland och stat (kultursamverkansmedel), vilket bidrar till
att denna verksamhet budgeteras med 6verskott och att 6vriga verksamheter och avdelningar
budgeteras med underskott (ej Bild och form och regionalt hemsl6jdsfrimjande). Insatser har
genomforts enligt plan, men det ekonomiska resultatet visar dnda pa ett 6verskott tack vare att vi
aktivt lyckats hilla nere kostnaderna under aret, till exempel for forbrukningsinventarier. I
redovisningen har projektledarutbildning for personalen bekostats av bidrag fran
Omstillningsfonden som inte budgeterats, vilket &r den frimsta anledningen till att bade intikter
och personalkostnader &r hogre 4n budgeterat.
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P helaret redovisar Fastighetsforvaltning ett underskott mot budget om 0,2 mnkr. Underskottet
beror frimst pa nedliggningen av Fritidsbatsmuseet da kostnader for detta inte kunnat beaktats i
budgetarbetet infor aret. Personalkostnaderna ar ldgre dn budgeterat men det har istéllet frigjort
resurser till inkop for insatser inom verksamhetsomrédet.

Personalkostnaderna inom IT &r ldgre dn budgeterat och gor ett plusresultat. Orsaken till detta ar
en langtidssjukskrivning.

Det redovisade resultatet inom Kommunikation ar samre dn budgeterat. Satsning pa extra
annonsering och ink&p av konsultstod pa grund av vakans och tjanstledighet inom verksamheten
ar orsaker till underskottet. I resultatet ingér, férutom redan nimnda orsaker, hogre externa
kostnader for projektledning avseende ny webb.

Det redovisade resultatet mot budget inom Vérdskap och beséksndring ir 0,3 mnkr.
Resultatoverskottet forklaras av hogre bidragsintikter i projekt dn budgeterat. Detta beror pé att
anslagsfinansierad personal utfort arbete inom externfinansierade projekt. Affirsverksamheten
med museibutik, handelsbod och konferensuthyrning féljer budget. Pa grund av en
langtidssjukskrivning ar personalkostnaderna ldgre dn budgeterat, men istéllet har kostnader for
kop av tjanst 6kat.

Avdelningen Kulturmiljo, hantverk och friluftsmuseum innefattar uppdragsverksamheter inom
arkeologi och byggnadsvard samt innehaller basverksamhet inom kulturmiljé (arkeologi,
byggnadsantikvarisk verksamhet) och hemsléjd i linet. Aven det publika uppdraget inom
Murberget friluftsmuseum och friluftsmiljéerna/kulturmiljoerna i lanet ingar i denna avdelning.
For avdelningen redovisas ett resultat pa 1,2 mkr béttre an budget. For arkeologin &r resultatet 1
mnkr battre 4n budgeterat, vilket dr den storsta forklaringen till plusresultatet. Arkeologins
positiva resultat beror pa bade higre intikter och ligre personalkostnader an budgeterat.

Béde omradet for den publika verksamheten pa friluftsmuseet, byggnadsvarden och
hemsléjdsverksamheten foljer i stort sett budget.

Avdelningen Museiupplevelse och samlingar innefattar utstallningsverksamhet,
kunskapsformedling samt verksamheten inom bild och form. Avdelningen innehaller ocksa
verksamhet for barn och unga samt samlingsférvaltningen (foto, arkiv, foremal etcetera).
Resultatet foljer i stort sett budget med 0,2 mnkr i 6verskott, &ven om vi ser stora variationer inom
avdelningens resultat. Under aret har utokade resurser inom samlingsférvaltningen prioriterats,
da stora insatser genomforts avseende magasinsatgirder och flytt av foremal, bland annat frén
Sollefted. Inom avdelningen har vakanser och sjukskrivning orsakat att andra insatser fatt sta
tillbaka.
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Heléar

Utfall Budget | Differens
Styrelsen
Intakter o o o
Externa kostnader -86 670 -40 000 -46 670
Personalkostnader -269 263 -337 352 68 089
Resultat -355 933 -377 352 21419
Ledning och gemensam administration
Intdkter 40 303 750 39 713 522 590 228
Externa kostnader -2 117 417 -2 241193 123 776
Personalkostnader -4 837 668 -4 390 888 -446 780
Resultat 33 348 665 33 081 441 267 224
Fastighetsforvaltning
Intakter 1044 677 385 529 659148
Externa kostnader -11 995 396 -10 842 645 -1152 751
Personalkostnader -2 431501 -2701 971 270 470
Resultat -13 382 220 -13 159 087 -223 133
IT
Intakter 7 519 o 7519
Externa kostnader -2 130 130 -2 054 000 -76 130
Personalkostnader -632 074 -784 722 152 648
Resultat -2 754 685 -2 838 722 84 037
Kommunikation
Intikter o] 0 fo)
Externa kostnader -1059 108 -410 300 -648 808
Personalkostnader -974 115 -1 458 073 483 958
Resultat -2 033 223 -1 868 373 -164 850
Virdskap och besSksniring (inkl affirsverksamhet)
Intakter 2 366 170 1617189 1 748 981
Externa kostnader -2 985 209 -1886 244 -1098 965
Personalkostnader -1580 217 -2 278 755 698 538
Resultat -2199256| -2547810] 348 554
Kulturmiljé, hantverk och friluftsmuseum
Intakter 8 160 028 6135 649 2024379
Externa kostnader -6 288 355 -4 223 251 -2 065104
Personalkostnader -6 504 322 -7 737 108 1232 786
Resultat -4 632 649 -5 824 710 1192 061
Museiupplevelser och samlingar
Intikter 2 626 879 2536 533 Q0 346
Externa kostnader -3 223 030 -3 011 829 -211 201
Personalkostnader -7103 975 -7 390 091 286 116
Resultat -7 700 126 -7 865 387 165 261
Rirelseresultat totalt 290 573 -1400 000 1690 573
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Utblick framat

2024 har varit ett intensivt ar for Vasternorrlands museum, med méngder av insatser inom
uppdragets alla verksamhetsomraden, precis som vi har berittat om i den hir
verksamhetsberittelsen. Framfor allt ar vi stolta 6ver vara nya basutstillningar, men ocksa over
det ihirdiga arbetet att leverera inom alla verksamhetsomraden dér vi uppnétt maluppfyllelse pa i
medeltal g0%!

Vi har haft manga besikare fysiskt och digitalt, mdnga evenemang och insatser, och vi har
genomfort viktiga utvecklingsprojekt. Linsnéarvaron och kunskapsformedlingen har stirkts med
hjélp av flera faktorer; de nya basutstéllningarna, det regionala kulturmiljouppdraget, den digitala
utvecklingen som starker mojligheterna till relevant kunskapsuppbyggnad och
kunskapsformedling, de viktiga projekten for regional utveckling. Allt detta ger gott hopp framat
och 6kar museets samhaéllsrelevans.

Linsmuseerna i Sverige har ett svirt ekonomiskt lége generellt. Stora fastighetsbestdnd och
samlingar och en tung infrastruktur stiller krav p4 ekonomisk stabilitet och 18ngsiktighet.
Detsamma giller Visternorrlands museum. Utmaningen ar att 1angsiktigt ro iland det stora och
breda uppdrag som definieras genom urkund och stadgar, uppdragsdirektiv, kulturplan och
lagtexter — dvs att kunna bevara samlingar och byggnader for framtiden, utveckla och bygga pa
samlingarna, och att kunna gora kunskapsuppbyggnaden tillgénglig pé olika sétt.

Aven om orosmolnen for Sveriges linsmuseer &r stora, ser vi nu fram emot ett 2025 med ménga
fantastiska insatser pa Viasternorrlands museum!
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Uppfoljning internkontrollplan

Omrade Kontrollmoment/insats Uppfoljning Atgard
Overgripande Att det finns aktuella och uppdaterade klar ingen
dokument for Verksamhetsplan, intern
arbetsordning och delegationsordning
Att beslut som fattats samt faststallts av Klar, f6ljs upp Ingen
styrelsen verkstills Iopande
Att avtal finns med de foreningar och Klar, foljs upp Ingen
organisationer museet samarbetar med lopande
Att statistik fors och lamnas in enligt tidsplan Klar Ingen
Ekonomi Att attestantforteckning och instruktion ar Klar, f6ljs upp Ingen
aktuell lopande
Att attest dr utfort av behorig personal Klar Ingen
Att aktuella fullmakter finns hos bank Klar, f6ljs upp
16pande
Att regler for representation foljs Klar, f6ljs upp Representations-

Personal/ HR

l6pande riktlinjer har setts 6ver
Att balanskonton I6pande stams av, dvs kassa, Klar Ingen
bank, leverantérsskuld, periodisering,
kundfordringar, férskott osv
Att momsdeklaration upprattas och skickas i ratt | Klar Ingen
tid samt betalas med ratt belopp.
Att avstimning av pAgiende projektarbeten gors | Klar Ingen
samt att projekten slutférs och slutfaktureras.
Att f6lja upp att arbete med aktiva atgarder for Klar Har genomfort
att férebygga diskriminering pa arbetsplatsen medarbetarenkit 2024
genomfors
Ingen
Att samtliga medarbetare har haft Klar Ingen
medarbetarsamtal som enligt rutin ska
genomforas en gang per ar
Att tillbud och olyckor rapporteras och utreds Klar Infort ett
samt att atgarder vidtas rapporteringssystem
under 2024
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Att centrala loneavtal och den interna processen | Klar Lonerevision
for 16neséttning foljs genomford for 2024
Ingen

Att lokalt samverkansavtal f6ljs Klar Ingen
Att introduktion for nyanstillda sker enligt Klar, foljs upp Ingen
introduktionsprogram 16pande
Att ett kontinuerligt systematiskt Klar, f6ljs upp Ingen
arbetsmiljoarbete bedrivs 16pande

Fastighet Att det finns en uppdaterad handlingsplan for Klar, fljs upp Ingen
tillginglighet samt i samrad med I6pande
fastighetsigaren tgarda enkelt avhjélpta hinder

Fordon Att korjournal upprittas till samtliga fordon nar | Klar, foljs upp Ingen

de anvinds

lopande
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Arsredovisning

ARSREDOVISNING

for
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FOr riikkenskapsaret 2024-01-01 - 2024-12-31
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Stiftelsen Linsmuseet Visternorrland
Org.nr. 888000-3143

Forvaltningsberittelse

Arsredovisningen #r uppriittad i svenska kronor, SEK, om inget annat anges.
Lansmuseet redovisar ett resultat om 0,5 mnkr i 6verskott. Finansnettot redovisas till 0,2 mnkr.

Rorelseresultatet redovisas till 1,7 mkr battre 4n budget. Att rorelseresultatet blivit sa positivt beror pa ett
bittre resultat inom verksamheterna, till exempel har fler uppdrag salts inom arkeologin samt att
personalkostnader varit lagre &n budgeterat pa grund av tjanstledigheter, vakanser och sjukskrivningar. I
de fall diir det varit méjligt har kop av tjanst genomforts for att kompensera personalbortfallet, men det har
inte varit mojligt att gora fullt ut.

Intikterna redovisas till 4,1 mnkr hogre 4n budgeterat. Den framsta anledningen dr dven hér hogre
bidragsintiikter och extramedel for externfinansierade projekt och insatser som inte kunnat beaktas i
budget infor iret. Observera att dessa intékter till stor del viigs upp av higre kostnader, till exempel
restaurering av girdesgardar och tak pa forménsstugan i Myckelgensjo. Investering av ny teknik i Hérsalen
har méjliggjorts tack vare extra medel frin Region Visternorrland och Hirnésands kommun.

Flerarsjimforelse*
Beloppen i flerarsjimforelse visas i tkr
2024 2023 2022 2021 2020
Totala intakter 52 964 52373 45161 44 512 43 626
Resultat 507 2240 -1984 375 4125
Balansomslutning 45 064 41553 38 465 39 891 38162
Soliditet (%) 70 75 75 77 80
Antal &rsarbetare 37 38 38 36 36
*Definitioner av nyckeltal, se noter
Forandringar i eget kapital
2024-12-31 2023-12-31
Eget kapital vid arets ingang 31023 746 28 783 697
Arets resultat 507 359 2240 049
31531105 31023 746
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Stiftelsen Linsmuseet Visternorrland
Org.nr. 888000-3143

Resultatriakning

Verksamhetsintikter
Nettoomsittning
Bidrag och 6vriga verksamhetsintdkter

Verksamhetskostnader

Direkta kostnader

Ovriga externa kostnader

Personalkostnader

Av- och nedskrivningar av materiella och immateriella
anldggningstillgangar

Verksamhetsresultat

Resultat frian finansiella poster

Resultat fran 6vriga vardepapper och fordringar som ar
anlidggningstillgangar

Rinteintikter

Réantekostnader

Resultat efter finansiella poster

Arets resultat

2024-01-01
Not 2024-12-31

5262119

2 47 702 163
52 964 282

-6 577 401
-21 422 879

3 -24 333 133

-340 296
-52 673 709

290 573

178 705
38324
-243
216 786

507 359

507359

2023-01-01
2023-12-31

5 056 862
47 316 370

52373 232

-7 159 620
-18 584 457
-24 483 248

-337 348

-50 227 325

1808 559

400 665
32332
-1507
431 490

2240 049

2240 049
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Stiftelsen Linsmuseet Visternorrland
Org.nr. 888000-3143

Balansrﬁkning 2024-12-31 2023-12-31
Not

TILLGANGAR
Anléggningstillgingar

Materiella anliggningstillgangar

Byggnader och mark 4 138 638 176 186
Foérvaltningsfastigheter 5 3 955 063 2 950 841
Inventarier, verktyg och installationer 6 1292 475 920 672
Konst 18 168 000 18 168 000
23 554 176 22 215 699
Finansiella anliggningstillgdngar
Andra langfristiga virdepappersinnehav 7 3106 367 2 535 326
3106 367 2535326
Summa anliggningstillgangar 26 660 543 24 751 025
Omsiittningstillgangar
Varulager m.m.
Fardiga varor och handelsvaror 664 018 647 278
664 018 647 278
Kortfristiga fordringar
Kundfordringar 1 008 716 810 008
Aktuell skattefordran 102 070 124 979
Ovriga fordringar 198 909 101 661
Forutbetalda kostnader och upplupna intikter - 7171246 7 714 655
8 480 941 8 751 303
Kassa och bank
Kassa och bank 9258 306 7 403 084
9 258 306 7 403 084
Summa omsiittningstillgdngar 18 403 265 16 801 665
SUMMA TILLGANGAR 45 063 808 41552 690
41




EGET KAPITAL OCH SKULDER
Eget kapital

Eget kapital vid arets borjan
Arets resultat
Summa eget kapital

Kortfristiga skulder

Forskott frin kunder

Leverantorsskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intékter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

31023 746
507 359
31531105

15 480
3333890
1395 391
8787942

13 532 703

45 063 808

%%

28 783 697
2240 049

31023 746

11929
4301 090
1461 863

4754 062

10 528 944

41552 690
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Stiftelsen Linsmuseet Visternorrland
Org.nr. 888000-3143

Noter

Not1 Redovisnings- och virderingsprinciper

Arsredovisningen ar upprittad i enlighet med &rsredovisningslagen och BFNAR 2012:1 Arsredovisning och

koncernredovisning (K3).

Principerna for redovisning av de finansiella tillgAngarna ar oférandrade jamfort med foregéende &r.

Fordringar
Fordringar har upptagits till de belopp varmed de beridknas inflyta.

eriga tillgéngar, avsdtiningar och skulder

Ovriga tillgingar, avsittningar och skulder har vérderats fill anskaffningsvirden om inget annat anges nedan.

Intdktsredovisning
Intdkter

Det infléde av ekonomiska fordelar som foretaget erhallit eller kommer att erhélla for egen rikning redovisas som
intakt. Intikter virderas till verkliga viardet av det som erhéllits eller kommer att erhallas, med avdrag for rabatter.
Vid forsiljning av varor redovisas normalt inkomsten som intikt nér de vasentliga forméner och risker som ar

forknippade med dgande av varan har 6verforts fran foretaget till képaren.

Offentliga bidrag

Ett offentligt bidrag som inte ar forknippat med krav pé framtida prestation redovisas som intikt nar
villkoren for att fi bidraget uppfyllts. Ett offentligt bidrag som ar forenat med krav pa framtida
prestation redovisas som intikt nir prestationen utférs. Om bidraget har tagits emot innan villkoren

for att redovisa det som int#kt har uppfyllts, redovisas bidraget som en skuld.

Materiella anliggningstillgdngar

Materiella anliggningstillgingar redovisas till anskaffningsvirde med avdrag for ackumulerade avskrivningar
och eventuella nedskrivningar. Tillgdngarna skrivs av linjért éver tillgdngarnas bedémda nyttjandeperiod
férutom mark som inte skrivs av. Nyttjandeperioden omprdvas per varje balansdag. Foljande

nyttjandeperioder tillaimpas:

Antal ar
Byggnader 12
Forbattringsutgift pa annans fastighet 12
Inventarier, verktyg och maskiner 3-10

Konsten varderas var femte &r av en extern virderare. Senaste virdering gjordes 2022-12-27. Varje ar gors

dven en bedémning kring om det skulle féreligga ett nedskrivningsbehov.

Finansiella instrument
Finansiella instrument virderas till verkligt virde efter marknadsvirdet.
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Varulager

Varulagret ar virderat till det lagsta av anskaffningsvérdet, berdknat enligt forst-in-forst-ut, och

nettoférsiliningsvirde. Nettoforséljningsvirdet har berdknats till férsaljningsvérdet efter avdrag for beraknad

forsaljningskostnad, varmed hénsyn har tagits till inkurans.

UPPLYSNINGAR TILL ENSKILDA POSTER
Not 2 Bidrag och évriga verksamhetsintikter

Arligt anslag/verksamhetsbidrag Region
Visternorrland

Arligt anslag/verksamhetsbidrag Hirnosands
kommun

Regionalt kulturanslag

Projektmedel och tillfalligt bidrag RVN och HK
Lonebidrag Arbetsformedlingen

Ovrigt

Forutbetalt bidrag som €j nyttjats

Not 3 Medelantal anstillda

Medelantal anstillda
Medelantalet anstallda bygger pa av stiftelsens betalda
narvarotimmar relaterade till en normal arbetstid.

Medelantal anstillda har varit

Not 4 Byggnader och mark

Ingéende anskaffningsvarde

Utgéende ackumulerade anskaffningsvirden
Ingéaende avskrivningar

Arets avskrivningar

Utgaende ackumulerade avskrivningar
Utgaende redovisat virde

I ovanstiende redovisat virde ingr
Kulturhistoriska byggnader

Not 5 Forvaltningsfastigheter

Ingéende anskaffningsvirde

Inkép

Utgaende ackumulerade anskaffningsvirden
Ingdende avskrivningar

Arets avskrivningar

2024

24 284 620

8 536 888
6 945 000
5881630
239 309
7075444
-5 260 728

47702 163

2024

37

2024-12-31

815 155
815 155
-638 969
-37 548
-676 517

138 638

2024-12-31

3306250
1137 500

4 443 750
-355 409
-133 278

2023

23 577 300

8288241
6 875 000
817 709
253 309
7596 458
-91 647

47 316 370

2023

38

2023-12-31

815 155
815155
-563 873
-37 548
-638 969

176 186

2023-12-31

1 600 000
1706 250

3306250
-222 131
-133 278
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&=

Carl L Thunberg
Styrelseledamot, ordférande

Utgdende ackumulerade avskrivningar
Utgdende redovisat virde

Not 6 Inventarier, verktyg och installationer

Ing&ende anskaffningsvirde

Inkop

Utgéende ackumulerade anskaffningsvéirden
Ingiende avskrivningar

Arets avskrivningar

Utgiende ackumulerade avskrivningar
Utghende redovisat virde

1 ovanstdende redovisat virde ingér
kulturhistoriska samlingar

Not 7 Andra langfristiga viirdepappersinnehav

Ingiende anskaffningsvirde

Inkop

Utgdende ackumulerade anskaffningsvarden
Ingéende uppskrivningar

Arets uppskrivningar

Utgdende ackumulerade uppskrivningar netto
Utgiende redovisat varde

Not 8 Definition av nyckeltal

Soliditet

Justerat eget kapital i procent av balansomslutning.

Underskrifter

Harnésand 2025-02-21

.V
o 4

-488 687
3955063

2024-12-31

3527834
541273

4069 107
-2 607 162
-169 470

-2 776 632

1292 475

2024-12-31

1500 000
500 000
2 000 000
1035 326
71041

1106 367
3106 367

p A S /
e {’//(’[ 7 A =

Monica Fahlén
Styrelseledamot

/7,

-355 409

2950 841

2023-12-31

3 403 897
123 937

3527834
-2 440 640
-166 522

-2 607 162
0920 672

2023-12-31

1500 000
0

1500 000

737127
298 199

1035 326

2535326

s

Lotta Borg

Styrelseledamot
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Building a better
working world

Revisionsberattelse

Till styrelsen i Stiftelsen Ldnsmuseet Vasternorriand, org.nr 888000-3143

Rapport om arsredovisningen

Uttalanden

Jag har utfért en revision av arsredovisningen for
rakenskapsdret 2024-01-01 - 2024-12-31. Stiftelsens ars-
redovisning ingar pa sidorna 37-46 i detta dokument.

Enligt min uppfattning har &rsredovisningen uppréttats i
enlighet med arsredovisningslagen och ger en i alla vésentliga
avseenden rattvisande bild av stiftelsens finansiella stalining
per den 31 december 2024 och av dess finansiella resultat
for dret enligt rsredovisningslagen. Férvaltningsberattelsen
&r férenlig med &rsredovisningens dvriga delar.

Grund fér uttalanden

Jag har utfort revisionen enligt International Standards on
Auditing (ISA) och god revisionssed i Sverige. Mitt ansvar enligt
dessa standarder beskrivs ndrmare i avsnittet Revisorns
ansvar. Jag ar oberoende i férhéllande till stiftelsen enligt god
revisorssed i Sverige och har i dvrigt fullgjort mitt yrkesetiska
ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhamtat &r tillréckliga
och dndamaélsenliga som grund fér mina uttalanden.

Styrelsens ansvar

Det &r styrelsen som har ansvaret fér att arsredovisningen
upprittas och att den ger en réttvisande bild enligt arsredovis-
ningslagen. Styrelsen ansvarar dven fér den interna kontroll
som de bedémer dr nddvandig fér att uppratta en arsredovis-
ning som inte innehdller nagra vésentliga felaktigheter, vare
sig dessa beror pd oegentligheter eller misstag.

Vid uppréttandet av arsredovisningen ansvarar styrelsen for
bedémningen av stiftelsens férmaga att fortsdtta verksam-
heten. Den upplyser, nér sa &r tillampligt, om férhatlanden som
kan paverka férmagan att fortsatta verksamheten och att
anvanda antagandet om fortsatt drift. Antagandet om fortsatt
drift tilldmpas dock inte om styrelsen avser att upphdra med
verksamheten eller inte har ndgot realistiskt alternativ till att
gora detta.

Revisorns ansvar

Mina mal &r att uppnd en rimlig grad av sdkerhet om att
arsredovisningen som helhet inte innehaller nagra vdsentliga
felaktigheter, vare sig dessa beror pd oegentligheter eller
misstag, och att ldmna en revisionsberdtteise som innehaller
mina uttalanden. Rimlig s&kerhet ar en htg grad av sdkerhet,
men dr ingen garanti for att en revision som utférs enligt ISA
och god revisionssed i Sverige alltid kommer att upptécka en
visentlig felaktighet om en s&dan finns. Felaktigheter kan
uppsta pa grund av oegentligheter eller misstag och anses vara
vdsentliga om de enskilt eller tillsammans rimligen kan for-
véntas paverka de ekonomiska beslut som anvdndare fattar
med grund i arsredovisningen.

firm of Ernst & Young

Som del av en revision enligt ISA anvéander jag professionelit
omdome och har en professionellt skeptisk instalining under
hela revisionen. Dessutom:

e identifierar och bedomer jag riskerna for vasentliga felak-
tigheter i &rsredovisningen, vare sig dessa beror pd
oegentligheter eller misstag, utformar och utfor
granskningsatgarder bland annat utifrdn dessa risker och
inhdmtar revisionsbevis som &r tillrdckliga och
dndamalsenliga for att utgdra en grund fér mina
uttalanden. Risken for att inte upptdcka en vésentlig
felaktighet till foljd av oegentligheter dr hogre an for en
visentlig felaktighet som beror pa misstag, eftersom
oegentligheter kan innefatta agerande i maskopi,
forfalskning, avsiktliga utelamnanden, felaktig information
eller dsidosadttande av intern kontroll.

s skaffar jag mig en forstaelse av den del av stiftelsens
interna kontroll som har betydelse fér min revision for att
utforma granskningsatgérder som &r ldmpliga med hénsyn
till omstandigheterna, men inte for att uttala mig om
effektiviteten i den interna kontrolien.

e utvarderar jaglampligheten i de redovisningsprinciper som
anvands och rimligheten i styrelsens uppskattningar i
redovisningen och tillhdrande upplysningar.

e drar jag en slutsats om ldampligheten i att styrelsen anvdn-
der antagandet om fortsatt drift vid upprattandet av ars-
redovisningen. Jag drar ocksa en slutsats, med grund i de
inhdmtade revisionsbevisen, om det finns nagon vésentlig
osdkerhetsfaktor som avser sadana handelser eller for-
hallanden som kan leda till betydande tvivel om stiftelsens
férmaga att fortsatta verksamheten. Om jag drar slut-
satsen att det finns en vdsentlig osékerhetsfaktor, maste
jag i revisionsberittelsen fasta uppméarksamheten pa
upplysningarna i arsredovisningen om den vésentliga
osdkerhetsfaktorn eller, om sadana upplysningar &r otill-
rackliga, modifiera uttalandet om arsredovisningen. Mina
slutsatser baseras pa de revisionsbevis som inhamtas fram
tilt datumet for revisionsberattelsen. Dock kan framtida
hdndeiser eller forhallanden goéra att en stiftelse inte
langre kan fortsatta verksamheten.

e utvdrderar jag den Overgripande presentationen, struk-
turen och innehallet i rsredovisningen, daribland upplys-
ningarna, och om arsredovisningen &terger de under-
liggande transaktionerna och hindelserna pa ett sdtt som
ger en rattvisande bild.

Jag méaste informera styrelsen om bland annat revisionens
planerade omfattning och inriktning samt tidpunkten for den.
Jag méste ocksa informera om betydelsefulla iakttagelser
under revisionen, déribland de eventuella betydande brister i
den interna kontrollen som jag identifierat.



Building a better
working world

Rapport om andra krav enligt lagar och andra
forfattningar

Uttalande

Utéver min revision av arsredovisningen har jag dven utfért en
revision av styrelsens férvaltning av ridkenskapsaret 2024-01-
01-2024-12-31.

Enligt min uppfattning har styrelseledamdterna inte handlat i
strid med stiftelselagen, stiftelseférordnandet eller &rs-
redovisningslagen.

Grund fér uttalande

Jag har utfort revisionen enligt god revisionssed i Sverige. Mitt
ansvar enligt denna beskrivs ndrmare i avsnittet Revisorns
ansvar. Jag &r oberoende i férhaliande till stiftelsen enligt god
revisorssed i Sverige och har i 6vrigt fullgjort mitt yrkesetiska
ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhdmtat ar tillrdckliga
och dndamélsenliga som grund fér mitt uttalande.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for forvaltningen enligt
stiftelselagen och stiftelseférordnandet.

Revisorns ansvar

Mitt mal betraffande revisionen av férvaltningen, och darmed
mitt uttalande, &r att inhdmta revisionsbevis fér att med en
rimlig grad av sdkerhet kunna bedéma om ndgon styrelse-
ledamot i ndgot vésentligt avseende:

« foretagit ndgon dtgérd eller gjort sig skyldig till ndgon fér-
summelse som kan féranleda ersadttningsskyldighet mot
stiftelsen.

e pd ndgot annat satt handlat i strid med stifteiselagen,
stiftelseférordnandet eller arsredovisningslagen.

Rimlig sdakerhet &r en hig grad av sdkerhet, men ingen garanti
for att en revision som utférs enligt god revisionssed i Sverige
alltid kommer att uppticka atgérder eller férsummelser som
kan foranleda ersdttningsskyldighet mot stiftelsen.

Som en del av en revision enligt god revisionssed i Sverige
anvander jag professionellt omddome och har en professionellt
skeptisk instdlining under hela revisionen. Granskningen av
forvaltningen grundar sig frdmst pa revisionen av
rékenskaperna. Vilka tillkommande granskningsatgérder som
utférs baseras p& min professionella beddmning med utgangs-
punkt i risk och vdsentlighet. Det innebdr att jag fokuserar
granskningen pé sddana &tgarder, omraden och férhallanden
som Ar vasentliga for verksamheten och dar avsteg och
Overtradelser skulle ha sdrskild betydelse for stiftelsens
situation. Jag gér igenom och prévar fattade beslut, besluts-
underlag, vidtagna &tgdrder och andra férhallanden som &r
relevanta for mitt uttalande.

Sundsyall den 28 februari 2025

/ﬂ% | éoﬂ 4

Charlotte Bouvin
Auktoriserad revisor

2(2)

A member firm of Ernst & Young Global Limited



Till styrelsen for stiftelsen

Linsmuseet Visternorrland

Org.nr 8880003143

Av Region Viisternorrland och Hirnosands kommun utsedda fortroendevalda
revisorers revisionsberiittelse for Stiftelsen Linsmuseet 2024

Vi, av regionfullmaktige i Vésternorrland och fullméktige i Hirndsands kommun utsedda
revisorer, har utifran den auktoriserade revisorns granskning, bedémt stiftelsens rikenskaper,
arsredovisning och styrelsens forvaltning 2024.

Vi har granskat hur verksamheten for héller sig till lag och stadgar, om verksamheten skéts pé
ett andamalsenligt och fran ekonomisk synpunkt tillfredsstéllande sétt samt om den interna
kontrollen &r tillrécklig.

Granskningen har utforts enligt god revisionssed i kommunal verksamhet, med den inriktning
och omfattning som behdvs for att ge rimlig grund f6r bedémning och prévning.

I granskningen av stiftelsens rikenskaper och arsredovisning har vi forlitat oss pa den
auktoriserade revisorns granskning och bedémning.

Vi beddmer sammantaget att styrelsen har utfort sitt uppdrag enligt stiftelsens stadgar, att
verksamheten har skotts pa ett &ndamalsenligt och frén ekonomisk synpunkt tillfredsstéllande
sitt samt att den interna kontrollen har varit tillracklig.

Vi bedémer att arsredovisningen &r uppréttad enligt arsredovisningslagen.

Hirnésand den 21 februari 2025

/ / t;"" i \ ,/!
Theresé’Rosbach Andgi;s/ Gatvert
Av Region Visternorrland Av Hariosands kommun

utsedd revisor utsedd/revisor
.‘l .I
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Bilaga 2 Statistik

Statistik Januari-december
antal besokare
2024 2023 2022
Anliaggningsbesok
Museibyggnaden 74 423 66 498 70 475
andel 0-12 ar 24% 20% 14%
andel 13-18 ar 9% 11% 12%
andel 19-25 ar 6% 12% 16%
andel 26-64 ar 36% 33% 35%
andel 65 ar och dldre 25% 24% 23%
Andel per dlderskategori baseras péd en uppskattning med stickprov vissa tider per vecka
Murberget friluftsmuseum 84 828 77 144 82 898
Ulvé kapell 6 664 5955 7 346
Utstilllningar, antal bestk
Basutstillningarna 34 710 27 394 28 767
Statistik Januari-december
webb och sociala medier 2024 2023 2022
Bestk 95 902 85945 77 728
Webb Unika bes6kare 65148 57 601 61307
Visningar 95 902 85945 -
Foljare 5400 4581 4 502
Facebook Inlige 474 383 369
Visningar 1583 325 490 320 -
Féljare 2 827 2282 1989
Instagram Inligg 286 242 251
Rickvidd 236 427 51125 -
Youtube Foljare 520 380 218
Inligg 7 33 26
Statistik Januari-december
bokade skolbesok
2024 2023 2022
Antal personer 1117 448 383
Antal klasser/grupper 81 31 16




Statistik Januari-december

publika aktiviteter 202 I 2022
Antal deltagare i aktiviteter*

Totalt antal 21121 21749 21784
varav 0-18 ar 5634 6 271 5273
varav 19-25 ar 1344 1801 1356
varav 26 ar och dldre 14143 13 677 15155
*Antalet for vissa aktiviteter och fordelningen per alderskategori ir en uppskattad siffra

Antal aktiviteter fordelade per kommun och digitalt

Harnosand 470 425 620
Sundsvall 9 4 3
Kramfors 4 4 18
Ange o 5 5
Timra 1 o o
Ornskéldsvik 9 12 6
Sollefted 3 6

Digitalt 20 22 18
Antal aktiviteter fordelade efter kategori*

Marknad 2 4 7
Kurser 9 16 17
Visningar/guidningar 131 128 190
Teater/dans 20 28 53
Foredrag/samtal 148 73 82
Konsert/musik 37 23 33
Film 15 15 24
Vandring utanfor museet 4 5 7
Workshop/prova pa 67 26 104
Ovrigt inom museet 126 193 168
Ovrigt utanfor museet 6 7 3
#*En aktivitet kan tillhéra flera kategorier

Antal aktiviteter riktade till 4lderskategori*

0-18 ir 365 333 466
19-25 ar 270 160 398
26 ar och dldre 353 240 419

*En aktivitet kan tillhora flera &lderskategorier




Statistik Januari-december
hemslgjdsverksamheten

2024 2023 2022
Antal deltagare i aktiviteter*
Totalt antal 3151 2124 2 060
varav 0-18 ar 824 209 324
varav 19-25 ar 295 138 235
varav 26 ar och dldre 2032 1777 1501
*Antalet for vissa aktiviteter och fordelningen per dlderskategori dr en uppskattad siffra
Antal aktiviteter fordelade per kommun och digitalt .
Hirnésand 8o 75 55
Sundsvall 3| 9
Ornskoldsvik 6 1
Ange 35 21 7
Kramfors 0 4 6
Sollefted 2 1 7
Utanfor lanet 0 3 8
Digitalt o] 0 3
Antal aktiviteter fordelade efter kategori*
Marknad 1 2 0
Kurser 24 42 50
Visning/guider 18 6 1
Foredrag/samtal 17 10 23
Film 11 0] 4]
Workshop/prova pa 71 55 49
Ovrigt inom museet 1 1
Ovrigt utanfor museet 1 11
#En aktivitet kan tillhora flera kategorier
Antal aktiviteter riktade till &lderskategori*
0-18 ar 98 82 61
19-25 &r 95 95 78
26 ar och ildre 94 99 8o
*En aktivitet kan tillhora flera &lderskategorier
Statistik Januari-december
sjukfrinvaro 2024 2023 2022
Andel sjukfranvaro 9,19% 8,78% 7,14%
Andelen langtidssjukskrivna av den
totala sjukfrdnvaron* 81,06% 73,61% 54,60%

* Lingtidssjukfrinvaro = mer 4n 60 dagar




Bilaga 3 Projektlista

Projektlista med projekt som sokts och beviljats eller genomférts under

2024

Romskt kulturarv i Vésternorrland, ett samverkansprojekt med tva romska
foreningar, Sundsvalls museum samt Kramfors och Harnésands kommuner.
Finansiarer ar Lansstyrelsen Vasternorrland, Region Visternorrland och
Statens kulturrad. Projektet har genomforts 2021-2024.

Framtidens kulturarvspedagogik — museer i norr. Ett interregionalt
museisamarbete. Finansidr ar Statens kulturrdd och Region Visternorrland.
Projektet genomfors 2022—-2025.

Visternorrlands museum — nod for kulturarvsturism och KKN -
Tillvixtprojekt i samverkan med flera parter och kommuner: Hérnésands
kommun, Sundsvalls kommun, Ornskéldsviks kommun, Region
Vasternorrland samt flera andra organisationer. Projektet genomfors 2022—
2024 med regionala tillvixtmedel.

Smart kulturarvsturism i Hoga Kusten, ett projekt som genomférs under
2023—-2024 med projektmedel fran Leader Héga Kusten.

Brandskydds- och magasinsprojekt i flera delar, finansierat av Boverket och
med stodet Stod till icke-statliga kulturlokaler. Etapp 2 har ocksa erhéllit
medel frdn region och kommun. Det forsta beviljades 2022 och fortsatter till
och med 2026.

Hellstromska huset, finansierat av Boverket och med stédet Stod till icke-
statliga kulturlokaler. Beviljades 2023 och slutférdes 2024.

Sjyst data, ett samverkansprojekt tillsammans med RISE, Lunds univ. m fl.
Syftet ar att utveckla kompetens och rutiner f6r hantering av personlig data vid
insamlingsprojekt. Projektet ar finansierat av Vinnova.

Bothnia Business Heritage — maritima industrimiljéer och ndringsliv kring
Kvarken. Finansierat av EU-medel inom Interreg Aurora samt regionala
tillvixtmedel, genomfors 2023—2025.

ICH North — Passing on our musical traditions. Nordiskt samarbete
finansierat av EU-medel inom Interreg Aurora, tillvixtmedel, Region
Vasternorrland, Nordisk kulturfond samt finska och norska parter. Genomfors
2023-2025.

Virden ldngs vigen — stirkt granssamarbete kring stadsutveckling.
Genomfors tillsammans med Jamtli mfl. Projektet genomfors 2024—2026
inom Interreg Sverige-Norge/Nordens grona balte.

Connect to collect — digital samtidsinsamling — Del 1. En kort forstudie om
metoder for digital insamling, 2023—2024. Ett nordiskt samarbete.
Finansieras av Nordisk kulturfond.

Connect to collect — digital samtidsinsamling — Del 2. Ett projekt pa 2 ar om



Bilaga 3 Projektlista

metoder for digital insamling, 2024—2026. Ett nordiskt samarbete.
Finansieras av Nordisk kulturfond.

Kulturmiljomedel har erhallits fr&n Lansstyrelsen under 2024. Hir handlar
det om insatser i Myckelgensjo tak och gérdesgard, och f6r kursverksamhet pa
Friluftsmuseet (stolpverkskurs).

Fran Bjoérkafonden har vi medel f6r Styresholmsammanstéllning inom
arkeologi.



Lekmannarevisorerna i 2025-04-11
Hoga Kusten Destinationsutveckling AB

Till &rsstimman i Hoga Kusten
destinationsutveckling AB
organisationsnummer 556961-4067

Till fullmaktige i
Héarndsands kommun
Kramfors kommun
Sollefted kommun
Ornskoldsviks kommun

Granskningsrapport for ar 2024

Vi, av fullmiktige i Hirndsands, Kramfors, Sollefted och Ornskoldsviks kommuner utsedda
lekmannarevisorer, har granskat Hoga Kusten destinationsutveckling AB:s verksamhet.

Granskningen har utforts av sakkunniga som bitrdder lekmannarevisorerna.

Styrelse och VD ansvarar for att verksamheten bedrivs enligt géllande bolagsordning, dgardirektiv och
beslut samt de lagar och foreskrifter som géller f6r verksamheten. Lekmannarevisorerna ska granska
om bolagets verksamhet skots pé ett &ndamalsenligt och fran ekonomisk synpunkt tillfredsstallande
sétt och om bolagets interna kontroll r tillracklig.

Granskningen har utforts enligt aktiebolagslagen och kommunallagen, god revisionssed i kommunal
verksamhet och kommunens revisionsreglemente samt utifran bolagsordning och av
ars/bolagsstimman faststéllda dgardirektiv.

Granskningen har haft den omfattning och inriktning som behovs for att ge rimlig grund for
beddmning och provning.

Vi bedomer sammantaget att bolagets verksamhet har skotts pa ett &ndamalsenligt och fran ekonomisk
synpunkt tillfredsstéllande sitt.

Vi bedomer att bolagets interna kontroll har varit tillracklig.

Se digital signering

Lars-Goran Spang Staffan Sjélund
Lekmannarevisor Lekmannarevisor
Hdarndsands kommun Kramfors kommun
Lars Sahlén Helén Ostmar-Rosdahl
Lekmannarevisor Lekmannarevisor

Solleftea kommun Ornskoldsviks kommun

Penneo dokumentnyckel: CY140-WEMG8-HET8D-59FRO-TGM7Q-EVUPD



PEMN30

Signaturerna i detta dokument dr juridiskt bindande. Dokumentet dr signerat genom Penneo™ for
sdker digital signering. Tecknarnas identitet har lagrats, och visas nedan.

"Med min signatur bekrdftar jag innehdllet och alla datum i detta dokumentet.”

HELEN OSTMAR ROSDAHL

Lekmannarevisor Ornskéldsviks kommun

IP: 31.208.xxx.XXX

Serienummer: d89c14c35681eal...Jccd76b93d530d ",
2025-04-11 15:48:44 UTC

BankID

Lars Goran Lennart Spang
Lekmannarevisor Harnésands kommun
Serienummer: 7942698acé6bad3/...]7aced80991538

IP: 178.174.xxx.XxxX
2025-04-12 10:05:14 UTC ",

BankID

Detta dokument ar undertecknat digitalt via Penneo.com. De signerade
uppgifternas integritet ar validerad med hjalp av ett berédknat hashvarde for
originaldokumentet. Alla kryptografiska bevis ar inbdddade i denna PDF, vilket
sékerstaller bade autenticitet och majlighet till framtida validering.

Detta dokument ar forsett med ett kvalificerat elektroniskt sigill som innehaller
ett certifikat och en tidsstampel fran en kvalificerad tillhandahallare av betrodda
tjanster.

Knut Staffan Sjélund

Lekmannarevisor Kramfors kommun

IP: 95,197 Xxx.XXX

Serienummer: f606d5306e02b0]...]d793cc6f4ef02 ",
2025-04-11 15:53:17 UTC

BankID

Lars Sahlén
Lekmannarevisor Sollefted kommun

Sa hér verifierar du dokumentets dkthet:

Nar du 6ppnar dokumentet i Adobe Reader kan du se att det ar
certifierat av Penneo A/S. Detta bekréftar att dokumentets innehall
forblir oférandrat sedan tidpunkten fér undertecknandet. Bevis for de
enskilda undertecknarnas digitala signaturer bifogas dokumentet.

De kryptografiska bevisen kan kontrolleras med hjalp av Penneos
validator, https://penneo.com/validator, eller andra validerings
verktyg for digitala signaturer.

Penneo dokumentnyckel: CY140-WEMG8-HET8D-59FRO-TGM7Q-EVUPD


https://penneo.com/
https://app.penneo.com/validator

DEST.

Verksamhetsberattelse 2024

Foremalet for bolagets verksamhet ar att strategiskt utveckla varuméarket och produkten Hoga Kusten.
Hoga Kusten som destination omfattar det geografiska omrade som utgérs av de fyra dgarnas
kommungranser och uppdraget ar att marknadsféra destinationen pa saval den nationella som den
internationella arenan.

Bolaget verkar for en strategisk utveckling av besdksnéringen tillsammans med &garkommunerna samt
ansvarar for och skoter besoksservicen i vart omrade. Framgang i uppdraget fordrar ett tatt samarbete
foretag och verksamheter inom besoksnaringen i omradet. Tillsammans med kommunerna och andra —
offentliga sval som privata - aktorer verkar Hoga Kusten Destinationsutveckling ocksa for hela platsens
utveckling med avseende pa platsattraktivitet, kompetensforsorjning och inflyttning.

Bolaget har sitt séte i Vasternorrlands lan, Ornskoldsviks kommun och registrerades 2014-02-10.
Verksamheten bedrivs p& dgarnas uppdrag inom ramen for agarkommunernas kompetens. Agarna
utgors av Harnésands kommun, 212000-2303, Kramfors kommun, 212000-2429, Sollefted kommun,
212000-2437 samt Ornskoldsviks kommun, 212000-2445, vilka dger 25% vardera.

Under &ret har VD lett ett arbete tillsammans med &garna kring utformning och fardigstallande av forslag
till ny bolagsordning och uppdaterade dgardirektiv anpassade efter 4garnas utvecklade syn pa
verksamheten. De nya styrdokumenten éverlamnades till Agarkommunerna i oktober manad for
hantering och beslut i respektive kommunorganisation.

Verksamheten i sammandrag

Verksamheten tar sin utgdngspunkt i den gemensamma strategin och de dar utpekade fem strategiska
omradena Oka attraktionskraften, Stark systemet, Lyft kommunikationen, Hellre hallbart och
Turistanpassa tillgangligheten. | en stravan genom dessa fem strategiomraden har verksamheten som
mal att till 2030 Dubblera den turistiska omsattningen mot jamforelsearet 2019, Vara en koldioxidneutral
destination, Fortsatt ha lokalborna som vara basta ambassadérer, samt att Hoga Kusten haller
internationell toppklass.

HOGA KUSTEN - ALLTID EN NIVA TILL
0771 - 26 50 00
hogakusten.com




DEST.

Turismrakenskaperna ar en till del svartillganglig materia och for manga intressanta parametrar saknas
nationella standardiserade matetal. En utveckling pa detta omrade kommer under 2025. Traditionellt
foljer vi statistiken for antalet kommersiella gastnatter som en matare pa destinationens utveckling. 2024
var d& det tredje basta aret ndgonsin for Hoga Kusten trots en mindre nedgang - totalt noterades 655
437 salda gastnatter (hotell, stugor, vandrarhem och campingar) vilket foljer den positiva trenden fran de
senaste tio aren. Jamfort med 2023 innebar detta en minskning med 4,2%. Destinationens totala
utveckling sedan baséret 2019 visar en dkning pa 7,7%, men med stora variationer mellan kommunerna.
Omséttningen i bestksnéringen fortsatter att 6ka. Héga Kusten Turism (HKT) ar fortsatt verksamhetens
viktigaste samarbetspartner i relationen till féretagen. Operativt finns ocksa ett samarbete med Region
Vasternorrland och Lansstyrelsen samt narliggande destinationer som Sundsvall, Ostersund och Umea.

Styrelse och Bolagsstamma

Styrelsen har under aret genomfort sex sammantraden varav tre fysiska och tre digitala. Konstituerande
sammantradet genomférdes dagen for stamman. | augusti genomfdrdes en heldag kring verksamhets-
utveckling tillsammans med bolagets personal och ledningsgruppen (kommunernas tillvaxtchefer).

Bolagsstamman genomfordes den 29 maj 2024 p& Herno Gin i Dala, Harnésand. Dagen inleddes med
en inspirationsférmiddag for styrelsen med information fr&n Hernt Gin och en rundvandring pa foretaget,
foljt av traff med Huttopia som etablerar pd Smitingen i Harnésand, men ocksa Harnésands kommun
som informerade om genomforda och kommande satsningar pa besoksnaringsomradet.

Styrelsen har under &ret gett VD i sarskilt uppdrag att se 6ver verksamheten och foresla och genomfora
férandringar i riktning mot det justerade uppdrag som arbetats fram i de nya agardirektiven.

Forandringar personal och organisation, ekonomi och l6nehantering

VD beslutade i bérjan av 2024 om en flytt av kontorsverksamheten fran Hornberget till Sambiblioteket i
Harnosand. Formellt har bolaget tva arbetsstéllen. Under senvaren lamnade Marcus Stromsten
verksamheten och ersattes fran borjan av hosten av Micaela Lockner. Under hosten fattade VD ocksa
beslut om flytt av ekonomi- och Iénehanteringen fran EY till Ornskéldsviks kommuns koncernbolag
Rodret AB med fullt stod for ekonomi- och Iénehanteringen samt HR-relaterade fragor.

2025-04-09
Styrelsen & verkstallande direktéren
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Revisionsherattelse

Till bolagsstamman i H6ga Kusten Destinationsutveckling AB, org. nr 556961-4067

Rapport om arsredovisningen

Uttalanden

Vi har utfért en revision av arsredovisningen fér Hoga Kusten Destinationsutveckling AB for ar 2024.

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen och ger en i alla vasentliga avseenden réattvisande
bild av Hoga Kusten Destinationsutveckling ABs finansiella stallning per tisdag den 31 december 2024 och av dess finansiella resultat for aret
enligt arsredovisningslagen. Forvaltningsberéattelsen ar férenlig med arsredovisningens &vriga delar.

Vi tillstyrker darfor att bolagsstdmman faststéller resultatrdkningen och balansrakningen.

Grund for uttalanden

Vi har utfért revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Vart ansvar enligt dessa standarder
beskrivs ndrmare i avsnittet Revisorns ansvar. Vi &r oberoende i forhallande till Hoga Kusten Destinationsutveckling AB enligt god revisorssed
i Sverige och har i &vrigt fullgjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och &ndamalsenliga som grund for vara uttalanden.

Styrelsens och verkstallande direktérens ansvar

Det &r styrelsen och verkstéllande direktéren som har ansvaret for att
arsredovisningen uppréttas och att den ger en rattvisande bild enligt
arsredovisningslagen. Styrelsen och verkstéllande direktdren
ansvarar dven for den interna kontroll som de beddémer &r nédvandig
for att upprétta en arsredovisning som inte innehaller nagra
vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller
misstag.

Vid uppréttandet av arsredovisningen ansvarar styrelsen och
verkstéllande direktéren fér beddmningen av bolagets formaga att
fortsétta verksamheten. De upplyser, nar s &r tillampligt, om
férhallanden som kan paverka férmagan att fortsatta verksamheten
och att anvanda antagandet om fortsatt drift. Antagandet om fortsatt
drift tilldmpas dock inte om beslut har fattats om att avveckla
verksamheten.

Revisorns ansvar

Véara mal &r att uppnd en rimlig grad av sakerhet om huruvida
arsredovisningen som helhet inte innehaller nagra vasentliga
felaktigheter, vare sig dessa beror pa oegentligheter eller misstag,
och att Iamna en revisionsberéttelse som innehaller vara uttalanden.
Rimlig sakerhet &r en hég grad av sékerhet, men &r ingen garanti for
att en revision som utférs enligt ISA och god revisionssed i Sverige
alltid kommer att upptacka en vésentlig felaktighet om en sadan
finns. Felaktigheter kan uppsta pa grund av oegentligheter eller
misstag och anses vara vasentliga om de enskilt eller tillsammans
rimligen kan férvéntas paverka de ekonomiska beslut som
anvandare fattar med grund i arsredovisningen.

Som del av en revision enligt ISA anvénder vi professionellt omdéme
och har en professionellt skeptisk instéllning under hela revisionen.
Dessutom:

— identifierar och beddmer vi riskerna for vasentliga felaktigheter i
arsredovisningen, vare sig dessa beror pa oegentligheter eller
misstag, utformar och utfér granskningsatgarder bland annat
utifrdn dessa risker och inhamtar revisionsbevis som ar
tillréckliga och &ndamalsenliga for att utgéra en grund for vara
uttalanden. Risken for att inte upptacka en vasentlig felaktighet
till foljd av oegentligheter &r hégre an for en vésentlig felaktighet
som beror pa misstag, eftersom oegentligheter kan innefatta
agerande i maskopi, férfalskning, avsiktliga utelamnanden,
felaktig information eller asidosattande av intern kontroll.

— skaffar vi oss en forstaelse av den del av bolagets interna
kontroll som har betydelse for var revision for att utforma
granskningsatgérder som ar lampliga med hénsyn till
omstandigheterna, men inte for att uttala oss om effektiviteten i
den interna kontrollen.

— utvarderar vi lampligheten i de redovisningsprinciper som
anvands och rimligheten i styrelsens och verkstéllande
direktdérens uppskattningar i redovisningen och tillhérande
upplysningar.

— drar vi en slutsats om Iampligheten i att styrelsen och
verkstallande direktdren anvander antagandet om fortsatt drift
vid upprattandet av arsredovisningen. Vi drar ocksa en slutsats,
med grund i de inh&mtade revisionsbevisen, om huruvida det
finns nagon vésentlig osakerhetsfaktor som avser sadana
handelser eller férhallanden som kan leda till betydande tvivel
om bolagets férmaga att fortsatta verksamheten. Om vi drar
slutsatsen att det finns en vasentlig osakerhetsfaktor, maste vi i
revisionsberattelsen fasta uppmarksamheten pa upplysningarna
i &rsredovisningen om den vasentliga osékerhetsfaktorn eller,
om sadana upplysningar ar otillréckliga, modifiera uttalandet om
arsredovisningen. Vara slutsatser baseras pa de revisionsbevis
som inhdmtas fram till datumet fér revisionsberattelsen. Dock
kan framtida handelser eller férhallanden gora att ett bolag inte
langre kan fortsatta verksamheten.

— utvarderar vi den évergripande presentationen, strukturen och
innehallet i &rsredovisningen, daribland upplysningarna, och om
arsredovisningen aterger de underliggande transaktionerna och
handelserna pa ett sétt som ger en rattvisande bild.

Vi méste informera styrelsen om bland annat revisionens planerade
omfattning och inriktning samt tidpunkten fér den. Vi maste ocksa
informera om betydelsefulla iakttagelser under revisionen, daribland
de eventuella betydande brister i den interna kontrollen som vi
identifierat.

Rapport om andra krav enligt lagar och andra férfattningar

Uttalanden

Utdver var revision av arsredovisningen har vi &ven utfort en revision av styrelsens och verkstéallande direktdrens férvaltning for Hoga Kusten
Destinationsutveckling AB for ar 2024 samt av forslaget till dispositioner betraffande bolagets vinst eller forlust.

Vi tillstyrker att bolagsstémman disponerar vinsten enligt férslaget i férvaltningsberattelsen och beviljar styrelsens ledaméter och verkstéllande

direktéren ansvarsfrihet for rakenskapsaret.
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Grund for uttalanden

Vi har utfért revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs narmare i avsnittet Revisorns ansvar. Vi ar
oberoende i férhallande till Hoga Kusten Destinationsutveckling AB enligt god revisorssed i Sverige och har i 6vrigt fullgjort vart yrkesetiska

ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och &ndamalsenliga som grund fér vara uttalanden.

Styrelsens och verkstéallande direktérens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner
betraffande bolagets vinst eller forlust. Vid forslag till utdelning
innefattar detta bland annat en bedémning av om utdelningen ar
férsvarlig med hénsyn till de krav som bolagets verksamhetsart,
omfattning och risker stéller pa storleken av bolagets egna kapital,
konsolideringsbehov, likviditet och stéllning i dvrigt.

Styrelsen ansvarar for bolagets organisation och férvaltningen av
bolagets angeldgenheter. Detta innefattar bland annat att fortldpande
beddma bolagets ekonomiska situation och att tillse att bolagets

organisation &r utformad s3 att bokféringen, medelsférvaltningen och
bolagets ekonomiska angelagenheter i dvrigt kontrolleras pa ett
betryggande sétt.

Verkstéllande direktéren ska skéta den I6pande férvaltningen enligt
styrelsens riktlinjer och anvisningar och bland annat vidta de
atgarder som ar nédvandiga for att bolagets bokfdring ska fullgoras i
Overensstdmmelse med lag och for att medelsférvaltningen ska
skotas pa ett betryggande sétt.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen, och darmed vart
uttalande om ansvarsfrihet, ar att inhamta revisionsbevis for att med
en rimlig grad av sékerhet kunna bedéma om nagon styrelseledamot
eller verkstallande direktdren i nagot vasentligt avseende:

— foretagit nagon atgéard eller gjort sig skyldig till nagon
férsummelse som kan féranleda ersattningsskyldighet mot
bolaget, eller

— pé& nagot annat sétt handlat i strid med aktiebolagslagen,
arsredovisningslagen eller bolagsordningen.

Vart mal betraffande revisionen av forslaget till dispositioner av
bolagets vinst eller forlust, och darmed vart uttalande om detta, &r att
med rimlig grad av sékerhet bedéma om férslaget ar férenligt med
aktiebolagslagen.

Rimlig sakerhet &r en hdg grad av sékerhet, men ingen garanti for att
en revision som utférs enligt god revisionssed i Sverige alltid kommer
att upptécka atgarder eller forsummelser som kan féranleda

Ornskaldsvik det datum som framgar av var elektroniska signatur

KPMG AB

Johan Franzén
Auktoriserad revisor

ersattningsskyldighet mot bolaget, eller att ett férslag till dispositioner
av bolagets vinst eller férlust inte &r férenligt med aktiebolagslagen.

Som en del av en revision enligt god revisionssed i Sverige anvander
vi professionellt omddéme och har en professionellt skeptisk
installning under hela revisionen. Granskningen av férvaltningen och
férslaget till dispositioner av bolagets vinst eller férlust grundar sig
framst pa revisionen av rékenskaperna. Vilka tilkommande
granskningsatgarder som utfors baseras pa var professionella
beddmning med utgangspunkt i risk och vasentlighet. Det innebar att
vi fokuserar granskningen pa sadana atgérder, omraden och
férhallanden som ar vasentliga for verksamheten och dar avsteg och
Overtradelser skulle ha sérskild betydelse for bolagets situation. Vi
gar igenom och prévar fattade beslut, beslutsunderlag, vidtagna
atgérder och andra forhallanden som &r relevanta for vart uttalande
om ansvarsfrinet. Som underlag for vart uttalande om styrelsens
férslag till dispositioner betréffande bolagets vinst eller férlust har vi
granskat om forslaget ar férenligt med aktiebolagslagen.
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Hoga Kusten destinationsutveckling AB
Org.nr 556961-4067

Arsredovisning for rikenskapsaret 2024-01-01 - 2024-12-31

Styrelsen och verkstallande direktéren for Hoga Kusten destinationsutveckling AB avger foljande
arsredovisning.

Innehall Sida
Fodrvaltningsberattelse 2
Resultatrékning
Balansrakning
Noter

W

Styrelsens sate: Ornskoéldsvik
Foretagets redovisningsvaluta: Svenska kronor (SEK).
Alla belopp redovisas, om inget annat anges, i kronor (kr).
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Forvaltningsberattelse

Verksamheten

Foremalet for bolagets verksamhet ar att strategiskt utveckla varumarket och produkten Hoga Kusten.
Hoga Kusten ar det geografiska omradet som verkar som en destination, pa saval den nationella som
den internationella marknaden. Bolaget verkar for en strategisk utveckling av bestksnaringen

tilsammans med dgarkommunerna samt ansvarar och skoter besdksservicen i vart omrade.
Bolaget har sitt sate i Vasternorrlands 1an, Ornskdlsviks kommun och registrerades 2014-02-10.
Verksamheten bedrivs pa dgarnas uppdrag inom ramen for &garkommunernas kompetens. Agarna

utgdrs av Harndésands kommun, 212000-2403, Kramfors kommun, 21200-2429, Solleftea kommun,
212000-2437 samt Ornskéldsviks kommun, 212000-2445, vilka dger 25% vardera.

Flerarsoversikt (Tkr) 2024 2023 2022 2021
Nettoomsattning 11 503 11 376 11 257 11 358
Resultat efter finansiella poster 14 -390 244 1384
Balansomslutning 17 123 17 907 6 462 3 406
Soliditet (%) 8 7 26 46

For definitioner av nyckeltal, se Not 1 Redovisningsprinciper.

Forandringar i eget kapital

Aktie- Balanserat Arets Totalt
kapital resultat resultat
Belopp vid arets ingang 200 000 1437 091 -380 866 1256 225
Disposition enligt beslut av
arsstamman:
Balanseras i ny rakning -380 866 380 866 0
Arets resultat 13 608 13 608
Belopp vid arets utgang 200 000 1056 225 13 608 1269 833

Resultatdisposition
Styrelsen foreslar att till férfogande staende vinstmedel (kronor):

balanserad vinst 1056 225
arets vinst 13608
1069 833

disponeras sa att
i ny rakning 6verfores 1 069 833
1069 833
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Org.nr 556961-4067
Resultatrakning Not 2024-01-01 2023-01-01
1 -2024-12-31 -2023-12-31
Rérelseintékter, lagerférandringar m. m.
Nettoomsattning 11 503 063 11 375908
Ovriga rérelseintakter 610 380 1 668 660
Summa rorelseintakter, lagerforandringar m.m. 12113 443 13 044 568
Rérelsekostnader
Ovriga externa kostnader -4 524 422 -5 634 191
Personalkostnader 2 -7 660 185 -7 773 939
Summa rorelsekostnader -12 184 607 -13 408 130
Rorelseresultat -71 164 -363 562
Finansiella poster
Ovriga ranteintakter och liknande resultatposter 108 226 13 442
Rantekostnader och liknande resultatposter -23 454 -40 183
Summa finansiella poster 84772 -26 741
Resultat efter finansiella poster 13 608 -390 303
Resultat fore skatt 13 608 -390 303
Skatter
Skatt pa arets resultat 0 9437
Arets resultat 13 608 -380 866
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Org.nr 556961-4067

Ba|ansr§kning Not 2024-12-31 2023-12-31
1

TILLGANGAR

Anléaggningstillgangar

Finansiella anldggningstillgangar

Andra langfristiga vardepappersinnehav 3 1 000 1000

Summa finansiella anldggningstillgangar 1000 1000

Summa anldaggningstillgangar 1000 1000

Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar 14 422 658 14 221 865

Ovriga fordringar 363 749 543 757

Forutbetalda kostnader och upplupna intakter 251746 194 241

Summa kortfristiga fordringar 15038 153 14 959 863

Kassa och bank

Kassa och bank 2083742 2 946 591

Summa kassa och bank 2083742 2 946 591

Summa omsattningstillgangar 17 121 895 17 906 454

SUMMA TILLGANGAR 17 122 895 17 907 454
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Org.nr 556961-4067

Ba|ansr§kning Not 2024-12-31 2023-12-31
1

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Aktiekapital 200 000 200 000

Summa bundet eget kapital 200 000 200 000

Fritt eget kapital

Balanserat resultat 1 056 225 1437 091

Arets resultat 13 608 -380 866

Summa fritt eget kapital 1069 833 1 056 225

Summa eget kapital 1269 833 1256 225

Obeskattade reserver 4

Periodiseringsfonder 88 000 88 000

Summa obeskattade reserver 88 000 88 000

Kortfristiga skulder

Leverantorsskulder 560 606 1318 225

Skatteskulder 0 175720

Ovriga skulder 2988 876 2705 354

Upplupna kostnader och férutbetalda intakter 12 215 580 12 363 930

Summa kortfristiga skulder 15765 062 16 563 229

SUMMA EGET KAPITAL OCH SKULDER 17 122 895 17 907 454
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Noter
Not 1 Redovisningsprinciper

Allmanna upplysningar
Arsredovisningen &r upprattad i enlighet med arsredovisningslagen och Bokféringsndmndens allménna
rad (BFNAR 2016:10) om arsredovisning i mindre foretag.

Nyckeltalsdefinitioner
Nettoomsattning
Rérelsens huvudintakter, fakturerade kostnader, sidointakter samt intaktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intakter och kostnader men fére bokslutsdispositioner och skatter.

Balansomslutning
Foretagets samlade tillgangar.

Soliditet (%)

Justerat eget kapital (eget kapital och obeskattade reserver med avdrag fér uppskjuten skatt) i procent
av balansomslutning.

Not 2 Medelantalet anstallda

2024 2023

Medelantalet anstallda 9 10
Not 3 Andra langfristiga vardepappersinnehav

2024-12-31 2023-12-31

Ingdende anskaffningsvarden 1000 1000

Utgaende ackumulerade anskaffningsvarden 1000 1000

Utgaende redovisat varde 1000 1000

Not 4 Obeskattade reserver

2024-12-31 2023-12-31

Periodiseringsfond 2019 88 000 88 000

88 000 88 000

Skatteeffekt av schablonréanta pa periodiseringsfond 475 352
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Underskriven den dag som framgar av min elektroniska underskrift

Ingemar Wiklander Karin Andersson
Ordférande

Kristina Girhagen Olof Glud
Fredrik Granholm Jari Merikanto
Carolina Sondell Malin Svanholm

Mattias Peterson
Verkstallande direktor

Var revisionsberattelse har [amnats den dag som framgar av var elektroniska underskrift

KPMG AB

Johan Franzén
Auktoriserad revisor
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Protokoll nr 3:2025 fran styrelseméte i Skeppet 5 & 6 AB
Plats: Medvind Sambiblioteket van 4

Datum: 2025-04-10

Nérvarande: Franvarande:
Andreas Sjolander (Ordférande)

Christina Lindberg

Knapp Britta Thyr
Rosmarie Sandin

Uno Jonsson, VD
Cecilia Onselius
§ 1. Motets 6ppnande

Ordférande Andreas Sjélander hilsade alla valkommen.

§ 2. Val av sekreterare
Beslutades: att utse Uno Jonsson att skriva dagens protokoll.

§ 3. Val av justeringsiedamot

Beslutades: att Christina Lindberg jamte ordférande justerar dagens protokoll.

§ 4. Genomgang av resultat for 2025-03-31
VD rapporterar om arets resultat och drift per 2025-03-31

Forslag till beslutat: att Iagga informationen till handlingarna.
§ 5. Godkédnnande av prognos 2025-12-31

VD redovisar foreslagen prognos per 2025-12-31.

Forslag till beslut: att stalla sig bakom prognosen

§ 6. Verksamhet

Lokalen ar fortsatt uthyrd.

§ 7. Ovriga fragor

Inga 6vriga fragor.

Ordférande avslutade métet.

Andreas Sjblander
Ordférande

Protokoll nr 3:2025 fran styrelseméte i Skeppet 5 & 6 AB

2024-04-10

(Signerat, SHA-256 F88FAACF2930049D0DDFC4B1496BAC092D531A0AC8930CB641D30BDD01671AC9)

Sidalav4



Uno Jonsson Christina Lindberg
Sekreterare Justerare

Resultat 2025-03-31 inkl prognos 2025-12-31

Protokoll nr 3:2025 fran styrelsemote i Skeppet 5 & 6 AB Sida2av4
(Signerat, SHA-256 F88FAACF2930049D0DDFC4B1496BAC092D531A0AC8930CB641D30BDD01671ACY)



Skeppet, prognos 1 2025

INVEST Budget Utfall Prognos  |Summa helér
2025-03-31 0401-1231
0
INTAKTER 413 211 195 406
0
Kostnader 265 14 273 287
265

Detaljplan 200 200
|Fastighetsskatt 6 4 10
Forsdkring 5 5
Revision 6 40 46
|Redovisning 1 14 15
Ovrigt 1 10 11
Styrelse/revisions-arvoden 0
Réntor 0 0 0 0
Avskrivningar 57 14 43 57
RESULTAT 91 183 -121 62

Protokoll nr 3:2025 fran styrelsemote i Skeppet 5 & 6 AB
(Signerat, SHA-256 F88FAACF2930049D0DDFC4B1496BAC092D531A0AC8930CB641D30BDD01671ACY)

Sida3av4



Signering
Foljande parter har signerat detta dokument

Namn: Andreas Sjolander

Datum: 2025-04-24 08:24

Signerat kryptografiskt SHA-256 hashvarde:
F88FAACF2930049D0DDFC4B1496BAC092D531A0AC8930CB641D30BDD01671ACY9

Namn: Uno Jonsson

Datum: 2025-04-23 13:53

Signerat kryptografiskt SHA-256 hashvarde:
F88FAACF2930049D0ODDFC4B1496BAC092D531A0AC8930CB641D30BDD01671AC9

Namn: CHRISTINA LINDBERG

Datum: 2025-04-23 13:40

Signerat kryptografiskt SHA-256 hashvarde:
F88FAACF2930049D0ODDFC4B1496BAC092D531A0AC8930CB641D30BDD01671ACY9

Protokoll nr 3:2025 fran styrelsemote i Skeppet 5 & 6 AB Sida4av4
(Signerat, SHA-256 F88FAACF2930049D0DDFC4B1496BAC092D531A0AC8930CB641D30BDD01671ACY)



Beslut 1(4)

Datum Diarienummer

Lansstyrelsen 2025-04-24 918-2025
Vasternorrland

kommun@harnosand.se
kommun@kramfors.se kommun@solleftea.se
sundsvalls.kommun@sundsvall.se
timra.kommun@timra.se ange@ange.se
kommunen@ornskoldsvik.se
migrationsverket@migrationsverket.se
bosattningsenheten@migrationsverket.se

migrationsverket@migrationsverket.se
bosattningsenheten@migrationsverket.se

Beslut om revidering av kommuntal ar 2025 till
kommuner i Vasternorrlands lan

Beslut

Lansstyrelsen Vasternorrland beslutar att revidering av kommuntal
for kalenderaret 2025 ska ske enligt bilaga 1 till detta beslut. De nya
reviderade kommuntalen géller frdn och med den 13 maj 2025.

Beskrivning av arendet

Lansstyrelsen har den 13 november 2024 beslutat om fordelningen

av mottagande av vissa nyanlanda invandrare for bosattning genom
anvisning (kommuntal) for Vasternorrlands lan (diarienummer 351-
2024).

Regeringen har den 10 april 2025 beslutat att revidera lanstalet for
nyanlidnda avseende kalenderaret 2025. Regeringens beslut innebar
att 6 600 nyanlanda ska omfattas av anvisning till landets kommuner
ar 2025. I férordning (2016:40) om fordelning av anvisningar till
kommuner framgar det vidare att 181 nyanldnda ska anvisas till
Vasternorrlands lan ar 2025. Med anledning av revideringen av
lanstalet for 2025 behover kommuntalen for Vasternorrlands 1an
revideras.

Postadress: 871 86 Harndsand Telefon: 0611-349000  E-post: vasternorrland@lansstyrelsen.se  Webb: lansstyrelsen.se/vasternorrland

www.lansstyrelsen.se/vasternorrland/personuppgifter



Lansstyrelsen Vasternorrland Beslut
2025-04-24 918-2025

Motivering till beslutet

Kommuntalen har beraknats genom att det tidigare beslutade
kommuntalet for 2025 for varje kommun har justerats for att
nyanlanda med uppehallstillstdnd enligt massflyktsdirektivet, som
efter folkbokforing omfattas av anvisning enligt bosattningslagen, i
forsta hand ska kunna anvisas till ssmma kommun som den
nyanlande bor i. Detta enligt § 6 bosattningsférordningen.

Bestammelser som beslutet grundas pa

Lansstyrelsen ska, enligt 5 § forordning (2016:39) om mottagande av
vissa nyanlanda invandrare for bosattning
(bosattningsforordningen), besluta om kommuntal. Vid férdelningen
av anvisningar mellan kommuner ska, enligt 7 § andra stycket i
bosattningslagen, hansyn tas till kommunens
arbetsmarknadsforutsattningar, befolkningsstorlek, sammantagna
mottagande av nyanlanda och ensamkommande barn samt
omfattningen av asylsokande som vistas i kommunen.

Nar kommuntalen beslutas far, enligt 6 § bosédttningsférordningen,
kommunernas forutsattningar att tillhandahalla bostader beaktas
utover de kriterier som anges i 7 § andra stycket bosattningslagen
och 4 a § bosattningsforordningen. Av 4 a § bosattningsférordningen
framgar att hansyn ska tas till omfattningen av utlanningar som
avses i1 § forsta stycket 2 lagen (1994:137) om mottagande av
asylsokande m.fl. som vistas i kommunerna samt till att vissa
anvisningar enligt 8 a § andra stycket i forsta hand ska avse samma
kommun som den nyanlande bor i.

Kommuntalen far, enligt 7 § bosattningsférordningen, revideras
under innevarande ar om lanstalen revideras.

Overklagan
Enligt 9 § bosattningslagen kan detta beslut inte 6verklagas.

Information

Om lanstalen revideras under innevarande kalenderér far, enligt 7 §
bosattningsforordningen, aven kommuntalen revideras. Enligt
samma paragraf far kommuntalen ocksa revideras under
innevarande kalenderar efter 6verenskommelse mellan kommuner
inom lanet eller narliggande kommuner, under forutsattning att
kommuntalen sammantaget inte blir lagre an lanstalet.



Lansstyrelsen Vasternorrland Beslut
2025-04-24 918-2025

En kommun ar skyldig, enligt 5 § lagen (2016:38) om mottagande av
vissa nyanlanda invandrare for bosattning (bosattningslagen), att
efter anvisning ta emot en nyanland for bosattning i kommunen.
Lagen galler for nyanlanda under vissa forutsattningar.

Lanstalet omfattar enbart nyanlanda personer som anvisas enligt
bosattningslagen. Darutdver kommer aven nyanlanda personer med
uppehaéllstillstind som pa egen hand ordnat bostad i kommunen
samt direktinresta anhdriga till nyanlanda personer att bosatta sig i
kommunerna pa egen hand, genom sa kallad sjilvbosattning.

De som medverkat i beslutet

Beslutet har fattats av ldnsradd Daniel Gustafsson med
integrationsutvecklare Linnéa Lagergren som foredragande. I den
slutliga handlaggningen har ocksa enhetschef Stina Esselstrom
medverkat.

Denna handling har godkants digitalt och saknar darfor
namnunderskrift.

Bilaga

Bilaga 1. Kommuntal ar 2025 fér kommuner i Visternorrlands lan



Lansstyrelsen Vasternorrland

Bilaga 1

Beslut
2025-04-24

918-2025

Kommuntal ar 2025 for kommuner i Vasternorrlands

lan

Kommun Kommuntal Varav kvot, fd asyl | Varav personer
samt personer med tillfalligt
med tillfalligt skydd i kommunalt
skydd i ABO* boende**

Harndsand 27 15 12

Kramfors 15 5 10

Sollefted 14 5 9

Sundsvall 49 8 41

Timra 17 8 9

Ange 15 10 5

Ornskoldsvik 44 20 24

* Kvotflyktingar, fore detta asylsékande som anvisas fran ABO samt personer med
tillfalligt skydd enligt massflyktsdirektivet i ABO som vantas ha behov av anvisning
och uppfyller kraven for en anvisning enligt bosattningsregelverket under 2025.

** Personer med tillfalligt skydd enligt massflyktsdirektivet i kommunala boenden
som uppfyller kraven foér en anvisning till samma kommun enligt

bosattningsregelverket under 2025.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-01 13:57:54.909109 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      90.141.19.25

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The initiator Backoffice HEMAB (BH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-04-15 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-01 13:57:54.909109 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fredrik.olsson@hemab.se) to Fredrik Olsson (FO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEMAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 13:57:54.909109 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jasenko.omanovic@hemab.se) to Jasenko Omanović (JO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEMAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 13:57:54.909109 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.nordstrom@harnosand.se) to Anders Nordström (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEMAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 13:58:04.154807 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Nordström (AN) was delivered.

      


    

  



  

  

    		2025-04-01 13:58:09.981946 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Fredrik Olsson (FO) was delivered.

      


    

  



  

  

    		2025-04-01 13:58:09.998615 UTC ±26 ms

    		2025-04-01 12:58:13.848035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jasenko Omanović (JO) was delivered.

      


    

  



  

  

    		2025-04-01 14:01:20.438927 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Fredrik Olsson (FO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-01 14:01:53.793937 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Fredrik Olsson (FO) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-01 14:02:22.252605 UTC ±2 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Fredrik Olsson (FO) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "HEMAB_3_250318_medbilagor" med transaktionsnummer 9222115557543169067.







Data returned from 
  the BankID network
:
  
Name: FREDRIK OLSSON
  
ID number: 
  *Redacted by author*

  
IP: 95.203.34.249


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-01 20:03:45.407606 UTC ±2 ms

    		2025-04-01 19:58:29.697151 UTC

    		

      94.254.51.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jasenko Omanović (JO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-01 20:09:25.845671 UTC ±3 ms

    		2025-04-01 19:58:29.697151 UTC

    		

      94.254.51.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jasenko Omanović (JO) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-01 20:09:42.016498 UTC ±3 ms

    		2025-04-01 19:58:29.697151 UTC

    		

      94.254.51.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jasenko Omanović (JO) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "HEMAB_3_250318_medbilagor" med transaktionsnummer 9222115557543169067.







Data returned from 
  the BankID network
:
  
Name: JASENKO OMANOVIC
  
ID number: 
  *Redacted by author*

  
IP: 94.254.51.201


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-02 07:40:49.877953 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      194.237.36.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Anders Nordström (AN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-02 07:41:40.698247 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      194.237.36.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Anders Nordström (AN) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-02 07:41:56.279541 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      194.237.36.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Anders Nordström (AN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "HEMAB_3_250318_medbilagor" med transaktionsnummer 9222115557543169067.







Data returned from 
  the BankID network
:
  
Name: Bengt Anders Nordström
  
ID number: 
  *Redacted by author*

  
IP: 78.77.218.63


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-02 07:41:56.279541 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.08 ms

		standard deviation: 1.63 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.331%

		|e| < 5 ms: ≈99.775%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-19 15:21:32.017429 UTC and 2025-04-02 06:58:52.738905 UTC:







  		Time collected

  		Clock offset







  

    		2025-02-19 15:21:32.017429

    		-1.3 ms

  





  

    		2025-02-19 16:21:34.373299

    		-2.4 ms

  





  

    		2025-02-19 17:21:36.148671

    		-3.0 ms

  





  

    		2025-02-19 18:21:38.902365

    		0.6 ms

  





  

    		2025-02-19 19:21:41.388562

    		2.9 ms

  





  

    		2025-02-19 20:21:43.121766

    		2.4 ms

  





  

    		2025-02-19 21:21:45.013611

    		2.4 ms

  





  

    		2025-02-19 22:21:46.874202

    		1.3 ms

  





  

    		2025-02-19 23:21:48.849501

    		-4.3 ms

  





  

    		2025-02-20 00:21:51.512453

    		-1.7 ms

  





  

    		2025-02-20 01:21:54.073495

    		-1.9 ms

  





  

    		2025-02-20 02:21:55.89639

    		-2.3 ms

  





  

    		2025-02-20 03:21:58.024937

    		-1.9 ms

  





  

    		2025-02-20 04:22:00.299897

    		-1.0 ms

  





  

    		2025-02-20 05:22:02.611155

    		1.5 ms

  





  

    		2025-02-20 06:22:04.641475

    		2.2 ms

  





  

    		2025-02-20 07:22:07.223194

    		0.5 ms

  





  

    		2025-02-20 08:22:09.452586

    		0.5 ms

  





  

    		2025-02-20 09:22:10.970609

    		-0.4 ms

  





  

    		2025-02-20 10:22:13.900291

    		-0.9 ms

  





  

    		2025-02-20 11:22:15.716202

    		-2.3 ms

  





  

    		2025-02-20 12:22:18.622555

    		-1.1 ms

  





  

    		2025-02-20 13:22:21.020838

    		-1.7 ms

  





  

    		2025-02-20 14:22:23.638202

    		-0.4 ms

  





  

    		2025-02-20 15:22:25.687466

    		-2.9 ms

  





  

    		2025-02-20 16:22:27.525559

    		1.4 ms

  





  

    		2025-02-20 17:22:29.818935

    		-0.5 ms

  





  

    		2025-02-20 18:22:32.3317

    		0.4 ms

  





  

    		2025-02-20 19:22:34.653646

    		4.2 ms

  





  

    		2025-02-20 20:22:36.336882

    		2.3 ms

  





  

    		2025-02-20 21:22:38.204169

    		0.8 ms

  





  

    		2025-02-20 22:22:40.018666

    		-2.9 ms

  





  

    		2025-02-20 23:22:41.939975

    		-2.9 ms

  





  

    		2025-02-21 00:22:44.284012

    		3.2 ms

  





  

    		2025-02-21 01:22:46.022251

    		3.3 ms

  





  

    		2025-02-21 02:22:48.231387

    		2.1 ms

  





  

    		2025-02-21 03:22:50.264654

    		0.3 ms

  





  

    		2025-02-21 04:22:52.793995

    		1.6 ms

  





  

    		2025-02-21 05:22:54.80274

    		-1.3 ms

  





  

    		2025-02-21 06:22:57.177871

    		0.7 ms

  





  

    		2025-02-21 07:22:59.872177

    		-0.2 ms

  





  

    		2025-02-21 08:23:02.09011

    		-1.2 ms

  





  

    		2025-02-21 09:23:04.501993

    		-0.3 ms

  





  

    		2025-02-21 10:23:06.757296

    		-1.4 ms

  





  

    		2025-02-21 11:23:08.213612

    		-0.5 ms

  





  

    		2025-02-21 12:23:10.700132

    		2.4 ms

  





  

    		2025-02-21 13:23:13.348582

    		-0.8 ms

  





  

    		2025-02-21 14:23:15.380601

    		0.6 ms

  





  

    		2025-02-21 15:23:17.10951

    		-1.2 ms

  





  

    		2025-02-21 16:23:20.035667

    		-2.0 ms

  





  

    		2025-02-21 17:23:22.196655

    		1.7 ms

  





  

    		2025-02-21 18:23:25.081791

    		2.1 ms

  





  

    		2025-02-21 19:23:26.768716

    		2.3 ms

  





  

    		2025-02-21 20:23:28.960892

    		-5.8 ms

  





  

    		2025-02-21 21:23:30.60415

    		-0.2 ms

  





  

    		2025-02-21 22:23:32.910227

    		-1.2 ms

  





  

    		2025-02-21 23:23:35.203543

    		-1.4 ms

  





  

    		2025-02-22 00:23:37.180402

    		-1.4 ms

  





  

    		2025-02-22 01:23:39.099586

    		-1.7 ms

  





  

    		2025-02-22 02:23:41.37351

    		-1.6 ms

  





  

    		2025-02-22 03:23:43.581725

    		0.1 ms

  





  

    		2025-02-22 04:23:45.422015

    		0.6 ms

  





  

    		2025-02-22 05:23:47.981245

    		-0.9 ms

  





  

    		2025-02-22 06:23:50.30173

    		1.3 ms

  





  

    		2025-02-22 07:23:52.8937

    		-0.7 ms

  





  

    		2025-02-22 08:23:55.258456

    		1.2 ms

  





  

    		2025-02-22 09:23:57.035072

    		3.1 ms

  





  

    		2025-02-22 10:23:59.8375

    		-1.0 ms

  





  

    		2025-02-22 11:24:01.723603

    		0.3 ms

  





  

    		2025-02-22 12:24:03.610062

    		4.1 ms

  





  

    		2025-02-22 13:24:05.869448

    		0.0 ms

  





  

    		2025-02-22 14:24:07.58255

    		-0.2 ms

  





  

    		2025-02-22 15:24:10.44088

    		1.4 ms

  





  

    		2025-02-22 16:24:12.959484

    		-0.6 ms

  





  

    		2025-02-22 17:24:15.955034

    		1.3 ms

  





  

    		2025-02-22 18:24:18.584855

    		0.4 ms

  





  

    		2025-02-22 19:24:21.18007

    		1.0 ms

  





  

    		2025-02-22 20:24:23.499178

    		1.1 ms

  





  

    		2025-02-22 21:24:25.814736

    		-0.3 ms

  





  

    		2025-02-22 22:24:28.424089

    		-0.3 ms

  





  

    		2025-02-22 23:24:30.45804

    		1.3 ms

  





  

    		2025-02-23 00:24:32.740136

    		-1.2 ms

  





  

    		2025-02-23 01:24:34.726511

    		-1.4 ms

  





  

    		2025-02-23 02:24:37.005007

    		0.3 ms

  





  

    		2025-02-23 03:24:39.235582

    		-0.1 ms

  





  

    		2025-02-23 04:24:41.24657

    		1.2 ms

  





  

    		2025-02-23 05:24:43.543281

    		-1.0 ms

  





  

    		2025-02-23 06:24:45.435553

    		0.6 ms

  





  

    		2025-02-23 07:24:47.874063

    		-0.1 ms

  





  

    		2025-02-23 08:24:50.380732

    		0.9 ms

  





  

    		2025-02-23 09:24:52.094958

    		0.3 ms

  





  

    		2025-02-23 10:24:53.989118

    		3.3 ms

  





  

    		2025-02-23 11:24:56.372522

    		1.7 ms

  





  

    		2025-02-23 12:24:58.01262

    		0.9 ms

  





  

    		2025-02-23 13:24:59.623593

    		-0.5 ms

  





  

    		2025-02-23 14:25:02.066956

    		1.5 ms

  





  

    		2025-02-23 15:25:04.041528

    		-0.7 ms

  





  

    		2025-02-23 16:25:06.598354

    		-1.8 ms

  





  

    		2025-02-23 17:25:09.215125

    		-3.3 ms

  





  

    		2025-02-23 18:25:11.794541

    		-0.9 ms

  





  

    		2025-02-23 19:25:14.677208

    		-0.8 ms

  





  

    		2025-02-23 20:25:17.046169

    		1.1 ms

  





  

    		2025-02-23 21:25:19.555082

    		-0.7 ms

  





  

    		2025-02-23 22:25:21.924283

    		-1.2 ms

  





  

    		2025-02-23 23:25:24.135777

    		-1.4 ms

  





  

    		2025-02-24 00:25:26.192481

    		-2.0 ms

  





  

    		2025-02-24 01:25:28.218393

    		1.4 ms

  





  

    		2025-02-24 02:25:30.701765

    		1.1 ms

  





  

    		2025-02-24 03:25:32.749379

    		-0.2 ms

  





  

    		2025-02-24 04:25:34.715973

    		-0.2 ms

  





  

    		2025-02-24 05:25:37.158207

    		-0.9 ms

  





  

    		2025-02-24 06:25:38.95535

    		1.2 ms

  





  

    		2025-02-24 07:25:41.378554

    		1.7 ms

  





  

    		2025-02-24 08:25:43.619201

    		-0.4 ms

  





  

    		2025-02-24 09:25:45.244793

    		-1.2 ms

  





  

    		2025-02-24 10:25:47.04813

    		0.7 ms

  





  

    		2025-02-24 11:25:49.021729

    		-0.3 ms

  





  

    		2025-02-24 12:25:51.03292

    		2.0 ms

  





  

    		2025-02-24 13:25:53.775889

    		-4.7 ms

  





  

    		2025-02-24 14:25:55.477083

    		-0.4 ms

  





  

    		2025-02-24 15:25:57.372047

    		-0.2 ms

  





  

    		2025-02-24 16:25:59.194679

    		2.1 ms

  





  

    		2025-02-24 17:26:01.378905

    		1.2 ms

  





  

    		2025-02-24 18:26:04.355955

    		-1.4 ms

  





  

    		2025-02-24 19:26:06.929863

    		6.8 ms

  





  

    		2025-02-24 20:26:09.496799

    		9.2 ms

  





  

    		2025-02-24 21:26:11.147736

    		-1.9 ms

  





  

    		2025-02-24 22:26:14.012124

    		-1.1 ms

  





  

    		2025-02-24 23:26:16.213131

    		-1.6 ms

  





  

    		2025-02-25 00:26:17.867189

    		-1.9 ms

  





  

    		2025-02-25 01:26:20.41574

    		0.2 ms

  





  

    		2025-02-25 02:26:22.301475

    		-1.2 ms

  





  

    		2025-02-25 03:26:24.481216

    		-1.0 ms

  





  

    		2025-02-25 04:26:26.70803

    		0.9 ms

  





  

    		2025-02-25 05:26:28.587497

    		-0.1 ms

  





  

    		2025-02-25 06:26:30.939181

    		-1.6 ms

  





  

    		2025-02-25 07:26:32.955256

    		2.0 ms

  





  

    		2025-02-25 08:26:35.169272

    		9.1 ms

  





  

    		2025-02-25 09:26:36.648678

    		-0.8 ms

  





  

    		2025-02-25 10:26:38.362369

    		-0.5 ms

  





  

    		2025-02-25 11:26:40.034224

    		1.4 ms

  





  

    		2025-02-25 12:26:41.483755

    		1.0 ms

  





  

    		2025-02-25 13:26:43.720244

    		0.3 ms

  





  

    		2025-02-25 14:26:45.684426

    		0.6 ms

  





  

    		2025-02-25 15:26:47.580574

    		2.1 ms

  





  

    		2025-02-25 16:26:49.442365

    		3.8 ms

  





  

    		2025-02-25 17:26:51.964686

    		3.3 ms

  





  

    		2025-02-25 18:26:54.52991

    		-2.0 ms

  





  

    		2025-02-25 19:26:57.036166

    		-1.6 ms

  





  

    		2025-02-25 20:26:59.231977

    		-5.8 ms

  





  

    		2025-02-25 21:27:01.119927

    		1.3 ms

  





  

    		2025-02-25 22:27:03.372271

    		-0.3 ms

  





  

    		2025-02-25 23:27:05.342626

    		-2.2 ms

  





  

    		2025-02-26 00:27:06.938344

    		-1.9 ms

  





  

    		2025-02-26 01:27:08.810804

    		-1.1 ms

  





  

    		2025-02-26 02:27:10.582903

    		0.2 ms

  





  

    		2025-02-26 03:27:12.625718

    		-2.0 ms

  





  

    		2025-02-26 04:27:14.301961

    		0.4 ms

  





  

    		2025-02-26 05:27:16.504132

    		-1.3 ms

  





  

    		2025-02-26 06:27:19.12757

    		-2.2 ms

  





  

    		2025-02-26 07:27:21.674125

    		1.6 ms

  





  

    		2025-02-26 08:27:23.16084

    		2.1 ms

  





  

    		2025-02-26 09:27:24.899446

    		7.3 ms

  





  

    		2025-02-26 10:27:26.434743

    		1.4 ms

  





  

    		2025-02-26 11:27:28.117119

    		-0.9 ms

  





  

    		2025-02-26 12:27:29.759495

    		0.2 ms

  





  

    		2025-02-26 13:27:31.16277

    		-1.9 ms

  





  

    		2025-02-26 14:27:32.676704

    		6.0 ms

  





  

    		2025-02-26 15:27:34.224383

    		1.4 ms

  





  

    		2025-02-26 16:27:35.711211

    		-2.9 ms

  





  

    		2025-02-26 17:27:38.312419

    		0.4 ms

  





  

    		2025-02-26 18:27:40.614212

    		3.9 ms

  





  

    		2025-02-26 19:27:42.880063

    		1.6 ms

  





  

    		2025-02-26 20:27:45.267389

    		-0.1 ms

  





  

    		2025-02-26 21:27:46.961477

    		0.7 ms

  





  

    		2025-02-26 22:27:48.940144

    		0.5 ms

  





  

    		2025-02-26 23:27:51.08566

    		-1.0 ms

  





  

    		2025-02-27 00:27:53.326687

    		-0.5 ms

  





  

    		2025-02-27 01:27:55.22866

    		-1.1 ms

  





  

    		2025-02-27 02:27:57.381068

    		-1.5 ms

  





  

    		2025-02-27 03:27:59.452001

    		0.8 ms

  





  

    		2025-02-27 04:28:01.291816

    		-2.3 ms

  





  

    		2025-02-27 05:28:02.771092

    		-0.2 ms

  





  

    		2025-02-27 06:28:05.065349

    		0.7 ms

  





  

    		2025-02-27 07:28:06.894011

    		1.4 ms

  





  

    		2025-02-27 08:28:09.258516

    		0.6 ms

  





  

    		2025-02-27 09:28:12.037924

    		1.4 ms

  





  

    		2025-02-27 10:28:13.876964

    		3.7 ms

  





  

    		2025-02-27 11:28:15.94062

    		-0.4 ms

  





  

    		2025-02-27 12:28:18.053751

    		-1.2 ms

  





  

    		2025-02-27 13:28:20.042956

    		-2.5 ms

  





  

    		2025-02-27 14:28:21.80573

    		-1.4 ms

  





  

    		2025-02-27 15:28:24.158956

    		0.2 ms

  





  

    		2025-02-27 16:28:25.874376

    		-0.7 ms

  





  

    		2025-02-27 17:28:28.151852

    		1.7 ms

  





  

    		2025-02-27 18:28:30.957935

    		-0.7 ms

  





  

    		2025-02-27 19:28:34.231702

    		-1.7 ms

  





  

    		2025-02-27 20:28:37.5338

    		-0.9 ms

  





  

    		2025-02-27 21:28:39.864846

    		-0.3 ms

  





  

    		2025-02-27 22:28:42.351553

    		-0.4 ms

  





  

    		2025-02-27 23:28:44.205408

    		-2.3 ms

  





  

    		2025-02-28 00:28:46.71503

    		-1.9 ms

  





  

    		2025-02-28 01:28:49.054533

    		1.0 ms

  





  

    		2025-02-28 02:28:51.068133

    		-0.6 ms

  





  

    		2025-02-28 03:28:53.409642

    		-1.6 ms

  





  

    		2025-02-28 04:28:55.708849

    		1.1 ms

  





  

    		2025-02-28 05:28:58.506166

    		0.4 ms

  





  

    		2025-02-28 06:29:00.960508

    		-1.7 ms

  





  

    		2025-02-28 07:29:03.423357

    		0.1 ms

  





  

    		2025-02-28 08:29:05.359696

    		2.2 ms

  





  

    		2025-02-28 09:29:07.256504

    		2.1 ms

  





  

    		2025-02-28 10:29:08.928465

    		2.1 ms

  





  

    		2025-02-28 11:29:10.614753

    		1.4 ms

  





  

    		2025-02-28 12:29:12.883767

    		-0.1 ms

  





  

    		2025-02-28 13:29:14.864849

    		0.1 ms

  





  

    		2025-02-28 14:29:16.546771

    		-0.5 ms

  





  

    		2025-02-28 15:29:18.449286

    		-0.2 ms

  





  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  





  

    		2025-03-13 14:41:57.249733

    		0.9 ms

  





  

    		2025-03-13 15:41:59.692796

    		0.7 ms

  





  

    		2025-03-13 16:42:01.579841

    		-0.4 ms

  





  

    		2025-03-13 17:42:03.490979

    		-0.7 ms

  





  

    		2025-03-13 18:42:06.168782

    		-1.7 ms

  





  

    		2025-03-13 19:42:08.163802

    		0.9 ms

  





  

    		2025-03-13 20:42:11.053579

    		-0.3 ms

  





  

    		2025-03-13 21:42:13.052234

    		-2.8 ms

  





  

    		2025-03-13 22:42:14.674089

    		-3.4 ms

  





  

    		2025-03-13 23:42:16.117714

    		-0.1 ms

  





  

    		2025-03-14 00:42:18.680329

    		-2.0 ms

  





  

    		2025-03-14 01:42:20.593286

    		-1.1 ms

  





  

    		2025-03-14 02:42:22.413266

    		1.3 ms

  





  

    		2025-03-14 03:42:24.063338

    		1.8 ms

  





  

    		2025-03-14 04:42:26.063267

    		2.3 ms

  





  

    		2025-03-14 05:42:27.777063

    		1.6 ms

  





  

    		2025-03-14 06:42:29.483027

    		0.9 ms

  





  

    		2025-03-14 07:42:31.775128

    		1.8 ms

  





  

    		2025-03-14 08:42:34.172392

    		0.3 ms

  





  

    		2025-03-14 09:42:36.54435

    		3.2 ms

  





  

    		2025-03-14 10:42:38.107482

    		-1.1 ms

  





  

    		2025-03-14 11:42:39.645494

    		5.5 ms

  





  

    		2025-03-14 12:42:41.177497

    		6.7 ms

  





  

    		2025-03-14 13:42:43.660966

    		1.7 ms

  





  

    		2025-03-14 14:42:45.569598

    		-0.1 ms

  





  

    		2025-03-14 15:42:47.374238

    		1.8 ms

  





  

    		2025-03-14 16:42:49.17644

    		-0.4 ms

  





  

    		2025-03-14 17:42:51.067535

    		0.8 ms

  





  

    		2025-03-14 18:42:53.838743

    		0.7 ms

  





  

    		2025-03-14 19:42:55.889744

    		0.0 ms

  





  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  





  

    		2025-03-18 17:46:21.097912

    		-6.4 ms

  





  

    		2025-03-18 18:46:23.394513

    		0.8 ms

  





  

    		2025-03-18 19:46:25.097503

    		-0.7 ms

  





  

    		2025-03-18 20:46:28.080338

    		0.1 ms

  





  

    		2025-03-18 21:46:30.993771

    		1.4 ms

  





  

    		2025-03-18 22:46:32.848144

    		0.0 ms

  





  

    		2025-03-18 23:46:34.501362

    		-2.6 ms

  





  

    		2025-03-19 00:46:36.264993

    		0.2 ms

  





  

    		2025-03-19 01:46:37.818544

    		-1.7 ms

  





  

    		2025-03-19 02:46:39.698614

    		-1.2 ms

  





  

    		2025-03-19 03:46:41.841217

    		-0.2 ms

  





  

    		2025-03-19 04:46:43.846244

    		-0.9 ms

  





  

    		2025-03-19 05:46:45.784441

    		2.0 ms

  





  

    		2025-03-19 06:46:48.327205

    		-0.7 ms

  





  

    		2025-03-19 07:46:50.126003

    		3.8 ms

  





  

    		2025-03-19 08:46:51.978871

    		4.9 ms

  





  

    		2025-03-19 09:46:53.938522

    		5.6 ms

  





  

    		2025-03-19 10:46:55.542726

    		-0.1 ms

  





  

    		2025-03-19 11:46:58.045224

    		-1.3 ms

  





  

    		2025-03-19 12:47:01.041738

    		0.6 ms

  





  

    		2025-03-19 13:47:03.044643

    		1.1 ms

  





  

    		2025-03-19 14:47:04.842523

    		0.1 ms

  





  

    		2025-03-19 15:47:06.333199

    		1.1 ms

  





  

    		2025-03-19 16:47:08.957875

    		1.9 ms

  





  

    		2025-03-19 17:47:10.575523

    		1.2 ms

  





  

    		2025-03-19 18:47:13.298377

    		-0.3 ms

  





  

    		2025-03-19 19:47:16.053745

    		0.2 ms

  





  

    		2025-03-19 20:47:18.314337

    		-0.8 ms

  





  

    		2025-03-19 21:47:20.072058

    		-1.9 ms

  





  

    		2025-03-19 22:47:21.586702

    		-2.1 ms

  





  

    		2025-03-19 23:47:24.294657

    		-0.7 ms

  





  

    		2025-03-20 00:47:27.335353

    		-0.4 ms

  





  

    		2025-03-20 01:47:29.584207

    		-0.1 ms

  





  

    		2025-03-20 02:47:31.51554

    		-0.4 ms

  





  

    		2025-03-20 03:47:34.073209

    		-0.4 ms

  





  

    		2025-03-20 04:47:36.236787

    		-1.6 ms

  





  

    		2025-03-20 05:47:38.724477

    		0.8 ms

  





  

    		2025-03-20 06:47:41.049426

    		1.5 ms

  





  

    		2025-03-20 07:47:43.181704

    		0.4 ms

  





  

    		2025-03-20 08:47:45.628335

    		0.6 ms

  





  

    		2025-03-20 09:47:47.702161

    		1.9 ms

  





  

    		2025-03-20 10:47:49.815495

    		0.9 ms

  





  

    		2025-03-20 11:47:51.623852

    		0.6 ms

  





  

    		2025-03-20 12:47:53.554726

    		0.8 ms

  





  

    		2025-03-20 13:47:55.293872

    		-1.2 ms

  





  

    		2025-03-20 14:47:57.216718

    		-1.3 ms

  





  

    		2025-03-20 15:47:59.080958

    		-1.7 ms

  





  

    		2025-03-20 16:48:01.164628

    		3.0 ms

  





  

    		2025-03-20 17:48:03.432746

    		2.3 ms

  





  

    		2025-03-20 18:48:06.274221

    		0.3 ms

  





  

    		2025-03-20 19:48:09.094793

    		1.5 ms

  





  

    		2025-03-20 20:48:11.566837

    		1.0 ms

  





  

    		2025-03-20 21:48:14.844759

    		-1.5 ms

  





  

    		2025-03-20 22:48:17.188312

    		-0.9 ms

  





  

    		2025-03-20 23:48:19.166164

    		-0.3 ms

  





  

    		2025-03-21 00:48:20.987536

    		-1.5 ms

  





  

    		2025-03-21 01:48:23.018629

    		-0.8 ms

  





  

    		2025-03-21 02:48:25.340693

    		-0.1 ms

  





  

    		2025-03-21 03:48:27.90487

    		-0.8 ms

  





  

    		2025-03-21 04:48:30.712391

    		-1.3 ms

  





  

    		2025-03-21 05:48:32.997143

    		-0.1 ms

  





  

    		2025-03-21 06:48:35.544319

    		-2.1 ms

  





  

    		2025-03-21 07:48:37.310196

    		0.4 ms

  





  

    		2025-03-21 08:48:39.000997

    		0.4 ms

  





  

    		2025-03-21 09:48:40.880318

    		1.8 ms

  





  

    		2025-03-21 10:48:43.142653

    		4.0 ms

  





  

    		2025-03-21 11:48:44.766508

    		-1.1 ms

  





  

    		2025-03-21 12:48:46.272073

    		1.7 ms

  





  

    		2025-03-21 13:48:47.799991

    		0.3 ms

  





  

    		2025-03-21 14:48:49.690378

    		-0.3 ms

  





  

    		2025-03-21 15:48:51.504785

    		0.2 ms

  





  

    		2025-03-21 16:48:53.173988

    		-0.6 ms

  





  

    		2025-03-21 17:48:54.688092

    		0.7 ms

  





  

    		2025-03-21 18:48:56.309526

    		-0.9 ms

  





  

    		2025-03-21 19:48:59.381624

    		-0.7 ms

  





  

    		2025-03-21 20:49:01.409273

    		-0.7 ms

  





  

    		2025-03-21 21:49:03.584544

    		-2.2 ms

  





  

    		2025-03-21 22:49:05.227645

    		0.1 ms

  





  

    		2025-03-21 23:49:07.235411

    		-1.3 ms

  





  

    		2025-03-22 00:49:09.047867

    		-2.3 ms

  





  

    		2025-03-22 01:49:11.434197

    		-1.1 ms

  





  

    		2025-03-22 02:49:13.455848

    		-1.7 ms

  





  

    		2025-03-22 03:49:16.292532

    		-1.4 ms

  





  

    		2025-03-22 04:49:18.481093

    		0.6 ms

  





  

    		2025-03-22 05:49:20.687563

    		-2.0 ms

  





  

    		2025-03-22 06:49:23.327831

    		0.6 ms

  





  

    		2025-03-22 07:49:26.041263

    		2.0 ms

  





  

    		2025-03-22 08:49:28.136743

    		1.5 ms

  





  

    		2025-03-22 09:49:30.770793

    		1.5 ms

  





  

    		2025-03-22 10:49:32.359465

    		3.0 ms

  





  

    		2025-03-22 11:49:34.194616

    		2.2 ms

  





  

    		2025-03-22 12:49:36.163472

    		0.6 ms

  





  

    		2025-03-22 13:49:38.915673

    		0.9 ms

  





  

    		2025-03-22 14:49:40.955952

    		-1.5 ms

  





  

    		2025-03-22 15:49:43.049224

    		1.1 ms

  





  

    		2025-03-22 16:49:45.21724

    		0.3 ms

  





  

    		2025-03-22 17:49:47.317794

    		-0.6 ms

  





  

    		2025-03-22 18:49:49.586405

    		0.4 ms

  





  

    		2025-03-22 19:49:51.149546

    		0.2 ms

  





  

    		2025-03-22 20:49:53.73975

    		-0.8 ms

  





  

    		2025-03-22 21:49:55.745335

    		1.0 ms

  





  

    		2025-03-22 22:49:57.712665

    		-1.6 ms

  





  

    		2025-03-22 23:49:59.679408

    		0.1 ms

  





  

    		2025-03-23 00:50:01.892167

    		0.6 ms

  





  

    		2025-03-23 01:50:03.715755

    		1.1 ms

  





  

    		2025-03-23 02:50:05.94672

    		1.3 ms

  





  

    		2025-03-23 03:50:07.687435

    		-1.0 ms

  





  

    		2025-03-23 04:50:09.971577

    		-0.4 ms

  





  

    		2025-03-23 05:50:11.761516

    		-0.2 ms

  





  

    		2025-03-23 06:50:14.073089

    		1.3 ms

  





  

    		2025-03-23 07:50:16.099487

    		-0.2 ms

  





  

    		2025-03-23 08:50:18.71644

    		-0.3 ms

  





  

    		2025-03-23 09:50:21.045685

    		0.1 ms

  





  

    		2025-03-23 10:50:23.040172

    		-0.1 ms

  





  

    		2025-03-23 11:50:25.301652

    		1.4 ms

  





  

    		2025-03-23 12:50:27.839938

    		-1.5 ms

  





  

    		2025-03-23 13:50:29.720117

    		0.8 ms

  





  

    		2025-03-23 14:50:31.280484

    		-1.6 ms

  





  

    		2025-03-23 15:50:32.959271

    		0.1 ms

  





  

    		2025-03-23 16:50:34.528824

    		0.5 ms

  





  

    		2025-03-23 17:50:37.066194

    		0.0 ms

  





  

    		2025-03-23 18:50:39.845724

    		-0.9 ms

  





  

    		2025-03-23 19:50:42.366833

    		-0.8 ms

  





  

    		2025-03-23 20:50:45.501817

    		1.9 ms

  





  

    		2025-03-23 21:50:48.45371

    		1.1 ms

  





  

    		2025-03-23 22:50:50.666665

    		-0.2 ms

  





  

    		2025-03-23 23:50:52.911591

    		1.5 ms

  





  

    		2025-03-24 00:50:54.910672

    		-1.8 ms

  





  

    		2025-03-24 01:50:57.364213

    		-1.7 ms

  





  

    		2025-03-24 02:51:00.000287

    		1.2 ms

  





  

    		2025-03-24 03:51:02.374159

    		-1.2 ms

  





  

    		2025-03-24 04:51:04.609252

    		2.3 ms

  





  

    		2025-03-24 05:51:06.619946

    		-0.5 ms

  





  

    		2025-03-24 06:51:08.626766

    		0.0 ms

  





  

    		2025-03-24 07:51:11.119196

    		-1.2 ms

  





  

    		2025-03-24 08:51:12.864025

    		2.2 ms

  





  

    		2025-03-24 09:51:14.51465

    		0.3 ms

  





  

    		2025-03-24 10:51:16.036257

    		-0.4 ms

  





  

    		2025-03-24 11:51:18.004727

    		-0.7 ms

  





  

    		2025-03-24 12:51:19.905517

    		1.4 ms

  





  

    		2025-03-24 13:51:22.345827

    		1.3 ms

  





  

    		2025-03-24 14:51:23.789083

    		1.5 ms

  





  

    		2025-03-24 15:51:25.656967

    		3.3 ms

  





  

    		2025-03-24 16:51:28.79027

    		2.1 ms

  





  

    		2025-03-24 17:51:31.345309

    		0.0 ms

  





  

    		2025-03-24 18:51:34.089485

    		-0.2 ms

  





  

    		2025-03-24 19:51:36.152889

    		-0.5 ms

  





  

    		2025-03-24 20:51:38.702329

    		-1.2 ms

  





  

    		2025-03-24 21:51:41.538262

    		0.7 ms

  





  

    		2025-03-24 22:51:43.770558

    		-0.1 ms

  





  

    		2025-03-24 23:51:46.555353

    		-1.8 ms

  





  

    		2025-03-25 00:51:48.459403

    		-0.5 ms

  





  

    		2025-03-25 01:51:50.62232

    		0.4 ms

  





  

    		2025-03-25 02:51:52.8151

    		-0.4 ms

  





  

    		2025-03-25 03:51:55.04783

    		-0.8 ms

  





  

    		2025-03-25 04:51:57.693937

    		0.7 ms

  





  

    		2025-03-25 05:51:59.77199

    		-0.6 ms

  





  

    		2025-03-25 06:52:01.92523

    		-0.1 ms

  





  

    		2025-03-25 07:52:04.533692

    		1.3 ms

  





  

    		2025-03-25 08:52:06.073791

    		-1.0 ms

  





  

    		2025-03-25 09:52:07.706234

    		-0.4 ms

  





  

    		2025-03-25 10:52:09.245567

    		1.6 ms

  





  

    		2025-03-25 11:52:10.911985

    		-1.0 ms

  





  

    		2025-03-25 12:52:14.422714

    		-2.6 ms

  





  

    		2025-03-25 13:52:16.390296

    		-1.4 ms

  





  

    		2025-03-25 14:52:18.01085

    		5.0 ms

  





  

    		2025-03-25 15:52:19.695118

    		-0.6 ms

  





  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  





  

    		2025-03-25 17:52:22.936165

    		-2.2 ms

  





  

    		2025-03-25 18:52:26.003061

    		-0.1 ms

  





  

    		2025-03-25 19:52:28.23008

    		0.1 ms

  





  

    		2025-03-25 20:52:31.017734

    		0.0 ms

  





  

    		2025-03-25 21:52:33.787456

    		0.5 ms

  





  

    		2025-03-25 22:52:35.710545

    		-1.1 ms

  





  

    		2025-03-25 23:52:37.294547

    		-4.0 ms

  





  

    		2025-03-26 00:52:39.452705

    		-1.0 ms

  





  

    		2025-03-26 01:52:41.749436

    		-0.5 ms

  





  

    		2025-03-26 02:52:43.926794

    		-1.5 ms

  





  

    		2025-03-26 03:52:45.937414

    		0.7 ms

  





  

    		2025-03-26 04:52:47.957483

    		0.8 ms

  





  

    		2025-03-26 05:52:50.475633

    		-2.4 ms

  





  

    		2025-03-26 06:52:53.341312

    		-2.0 ms

  





  

    		2025-03-26 07:52:54.884731

    		1.6 ms

  





  

    		2025-03-26 08:52:57.157296

    		-0.1 ms

  





  

    		2025-03-26 09:52:59.63917

    		-0.6 ms

  





  

    		2025-03-26 10:53:01.252594

    		0.2 ms

  





  

    		2025-03-26 11:53:03.031443

    		1.6 ms

  





  

    		2025-03-26 12:53:04.680667

    		2.3 ms

  





  

    		2025-03-26 13:53:06.104878

    		1.6 ms

  





  

    		2025-03-26 14:53:08.41108

    		-5.3 ms

  





  

    		2025-03-26 15:53:09.910177

    		1.8 ms

  





  

    		2025-03-26 16:53:11.560848

    		2.4 ms

  





  

    		2025-03-26 17:53:13.682026

    		0.6 ms

  





  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-01 14:01:25.762 UTC

    		83.166.8.61

    		Fredrik Olsson (FO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-01 14:01:50.518 UTC

    		83.166.8.61

    		Fredrik Olsson (FO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.

  

  

    		2025-04-01 20:03:46.432 UTC

    		94.254.51.201

    		Jasenko Omanović (JO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-01 20:09:24.464 UTC

    		94.254.51.201

    		Jasenko Omanović (JO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.

  

  

    		2025-04-02 07:40:51.343 UTC

    		194.237.36.214

    		Anders Nordström (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-02 07:41:39.822 UTC

    		194.237.36.214

    		Anders Nordström (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-01 14:00:15.463169 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      90.141.19.25

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The initiator Backoffice HEMAB (BH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-04-15 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-01 14:00:15.463169 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fredrik.olsson@hemab.se) to Fredrik Olsson (FO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 14:00:15.463169 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jasenko.omanovic@hemab.se) to Jasenko Omanović (JO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 14:00:15.463169 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.nordstrom@harnosand.se) to Anders Nordström (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 14:00:22.294158 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Nordström (AN) was delivered.

      


    

  



  

  

    		2025-04-01 14:00:34.032061 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Fredrik Olsson (FO) was delivered.

      


    

  



  

  

    		2025-04-01 14:00:34.047848 UTC ±1 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jasenko Omanović (JO) was delivered.

      


    

  



  

  

    		2025-04-01 14:02:53.212752 UTC ±2 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Fredrik Olsson (FO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-01 14:03:15.764593 UTC ±2 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Fredrik Olsson (FO) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-01 14:03:31.853496 UTC ±2 ms

    		2025-04-01 13:58:15.999094 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Fredrik Olsson (FO) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "HEAB_3_250318_medbilagor" med transaktionsnummer 9222115557543169740.







Data returned from 
  the BankID network
:
  
Name: FREDRIK OLSSON
  
ID number: 
  *Redacted by author*

  
IP: 95.203.34.249


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-01 20:09:57.737295 UTC ±3 ms

    		2025-04-01 19:58:29.697151 UTC

    		

      94.254.51.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jasenko Omanović (JO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-01 20:11:14.407461 UTC ±4 ms

    		2025-04-01 19:58:29.697151 UTC

    		

      94.254.51.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jasenko Omanović (JO) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-01 20:11:29.141323 UTC ±4 ms

    		2025-04-01 19:58:29.697151 UTC

    		

      94.254.51.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jasenko Omanović (JO) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "HEAB_3_250318_medbilagor" med transaktionsnummer 9222115557543169740.







Data returned from 
  the BankID network
:
  
Name: JASENKO OMANOVIC
  
ID number: 
  *Redacted by author*

  
IP: 94.254.51.201


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-02 07:42:44.364406 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      194.237.36.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Anders Nordström (AN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-02 07:43:08.058148 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      194.237.36.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Anders Nordström (AN) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-02 07:43:21.389239 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      194.237.36.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Anders Nordström (AN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "HEAB_3_250318_medbilagor" med transaktionsnummer 9222115557543169740.







Data returned from 
  the BankID network
:
  
Name: Bengt Anders Nordström
  
ID number: 
  *Redacted by author*

  
IP: 78.77.218.63


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-02 07:43:21.389239 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-04-02 07:43:21.672773 UTC ±7 ms

    		2025-04-02 06:58:52.738905 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.08 ms

		standard deviation: 1.63 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.331%

		|e| < 5 ms: ≈99.775%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-19 15:21:32.017429 UTC and 2025-04-02 06:58:52.738905 UTC:







  		Time collected

  		Clock offset







  

    		2025-02-19 15:21:32.017429

    		-1.3 ms

  





  

    		2025-02-19 16:21:34.373299

    		-2.4 ms

  





  

    		2025-02-19 17:21:36.148671

    		-3.0 ms

  





  

    		2025-02-19 18:21:38.902365

    		0.6 ms

  





  

    		2025-02-19 19:21:41.388562

    		2.9 ms

  





  

    		2025-02-19 20:21:43.121766

    		2.4 ms

  





  

    		2025-02-19 21:21:45.013611

    		2.4 ms

  





  

    		2025-02-19 22:21:46.874202

    		1.3 ms

  





  

    		2025-02-19 23:21:48.849501

    		-4.3 ms

  





  

    		2025-02-20 00:21:51.512453

    		-1.7 ms

  





  

    		2025-02-20 01:21:54.073495

    		-1.9 ms

  





  

    		2025-02-20 02:21:55.89639

    		-2.3 ms

  





  

    		2025-02-20 03:21:58.024937

    		-1.9 ms

  





  

    		2025-02-20 04:22:00.299897

    		-1.0 ms

  





  

    		2025-02-20 05:22:02.611155

    		1.5 ms

  





  

    		2025-02-20 06:22:04.641475

    		2.2 ms

  





  

    		2025-02-20 07:22:07.223194

    		0.5 ms

  





  

    		2025-02-20 08:22:09.452586

    		0.5 ms

  





  

    		2025-02-20 09:22:10.970609

    		-0.4 ms

  





  

    		2025-02-20 10:22:13.900291

    		-0.9 ms

  





  

    		2025-02-20 11:22:15.716202

    		-2.3 ms

  





  

    		2025-02-20 12:22:18.622555

    		-1.1 ms

  





  

    		2025-02-20 13:22:21.020838

    		-1.7 ms

  





  

    		2025-02-20 14:22:23.638202

    		-0.4 ms

  





  

    		2025-02-20 15:22:25.687466

    		-2.9 ms

  





  

    		2025-02-20 16:22:27.525559

    		1.4 ms

  





  

    		2025-02-20 17:22:29.818935

    		-0.5 ms

  





  

    		2025-02-20 18:22:32.3317

    		0.4 ms

  





  

    		2025-02-20 19:22:34.653646

    		4.2 ms

  





  

    		2025-02-20 20:22:36.336882

    		2.3 ms

  





  

    		2025-02-20 21:22:38.204169

    		0.8 ms

  





  

    		2025-02-20 22:22:40.018666

    		-2.9 ms

  





  

    		2025-02-20 23:22:41.939975

    		-2.9 ms

  





  

    		2025-02-21 00:22:44.284012

    		3.2 ms

  





  

    		2025-02-21 01:22:46.022251

    		3.3 ms

  





  

    		2025-02-21 02:22:48.231387

    		2.1 ms

  





  

    		2025-02-21 03:22:50.264654

    		0.3 ms

  





  

    		2025-02-21 04:22:52.793995

    		1.6 ms

  





  

    		2025-02-21 05:22:54.80274

    		-1.3 ms

  





  

    		2025-02-21 06:22:57.177871

    		0.7 ms

  





  

    		2025-02-21 07:22:59.872177

    		-0.2 ms

  





  

    		2025-02-21 08:23:02.09011

    		-1.2 ms

  





  

    		2025-02-21 09:23:04.501993

    		-0.3 ms

  





  

    		2025-02-21 10:23:06.757296

    		-1.4 ms

  





  

    		2025-02-21 11:23:08.213612

    		-0.5 ms

  





  

    		2025-02-21 12:23:10.700132

    		2.4 ms

  





  

    		2025-02-21 13:23:13.348582

    		-0.8 ms

  





  

    		2025-02-21 14:23:15.380601

    		0.6 ms

  





  

    		2025-02-21 15:23:17.10951

    		-1.2 ms

  





  

    		2025-02-21 16:23:20.035667

    		-2.0 ms

  





  

    		2025-02-21 17:23:22.196655

    		1.7 ms

  





  

    		2025-02-21 18:23:25.081791

    		2.1 ms

  





  

    		2025-02-21 19:23:26.768716

    		2.3 ms

  





  

    		2025-02-21 20:23:28.960892

    		-5.8 ms

  





  

    		2025-02-21 21:23:30.60415

    		-0.2 ms

  





  

    		2025-02-21 22:23:32.910227

    		-1.2 ms

  





  

    		2025-02-21 23:23:35.203543

    		-1.4 ms

  





  

    		2025-02-22 00:23:37.180402

    		-1.4 ms

  





  

    		2025-02-22 01:23:39.099586

    		-1.7 ms

  





  

    		2025-02-22 02:23:41.37351

    		-1.6 ms

  





  

    		2025-02-22 03:23:43.581725

    		0.1 ms

  





  

    		2025-02-22 04:23:45.422015

    		0.6 ms

  





  

    		2025-02-22 05:23:47.981245

    		-0.9 ms

  





  

    		2025-02-22 06:23:50.30173

    		1.3 ms

  





  

    		2025-02-22 07:23:52.8937

    		-0.7 ms

  





  

    		2025-02-22 08:23:55.258456

    		1.2 ms

  





  

    		2025-02-22 09:23:57.035072

    		3.1 ms

  





  

    		2025-02-22 10:23:59.8375

    		-1.0 ms

  





  

    		2025-02-22 11:24:01.723603

    		0.3 ms

  





  

    		2025-02-22 12:24:03.610062

    		4.1 ms

  





  

    		2025-02-22 13:24:05.869448

    		0.0 ms

  





  

    		2025-02-22 14:24:07.58255

    		-0.2 ms

  





  

    		2025-02-22 15:24:10.44088

    		1.4 ms

  





  

    		2025-02-22 16:24:12.959484

    		-0.6 ms

  





  

    		2025-02-22 17:24:15.955034

    		1.3 ms

  





  

    		2025-02-22 18:24:18.584855

    		0.4 ms

  





  

    		2025-02-22 19:24:21.18007

    		1.0 ms

  





  

    		2025-02-22 20:24:23.499178

    		1.1 ms

  





  

    		2025-02-22 21:24:25.814736

    		-0.3 ms

  





  

    		2025-02-22 22:24:28.424089

    		-0.3 ms

  





  

    		2025-02-22 23:24:30.45804

    		1.3 ms

  





  

    		2025-02-23 00:24:32.740136

    		-1.2 ms

  





  

    		2025-02-23 01:24:34.726511

    		-1.4 ms

  





  

    		2025-02-23 02:24:37.005007

    		0.3 ms

  





  

    		2025-02-23 03:24:39.235582

    		-0.1 ms

  





  

    		2025-02-23 04:24:41.24657

    		1.2 ms

  





  

    		2025-02-23 05:24:43.543281

    		-1.0 ms

  





  

    		2025-02-23 06:24:45.435553

    		0.6 ms

  





  

    		2025-02-23 07:24:47.874063

    		-0.1 ms

  





  

    		2025-02-23 08:24:50.380732

    		0.9 ms

  





  

    		2025-02-23 09:24:52.094958

    		0.3 ms

  





  

    		2025-02-23 10:24:53.989118

    		3.3 ms

  





  

    		2025-02-23 11:24:56.372522

    		1.7 ms

  





  

    		2025-02-23 12:24:58.01262

    		0.9 ms

  





  

    		2025-02-23 13:24:59.623593

    		-0.5 ms

  





  

    		2025-02-23 14:25:02.066956

    		1.5 ms

  





  

    		2025-02-23 15:25:04.041528

    		-0.7 ms

  





  

    		2025-02-23 16:25:06.598354

    		-1.8 ms

  





  

    		2025-02-23 17:25:09.215125

    		-3.3 ms

  





  

    		2025-02-23 18:25:11.794541

    		-0.9 ms

  





  

    		2025-02-23 19:25:14.677208

    		-0.8 ms

  





  

    		2025-02-23 20:25:17.046169

    		1.1 ms

  





  

    		2025-02-23 21:25:19.555082

    		-0.7 ms

  





  

    		2025-02-23 22:25:21.924283

    		-1.2 ms

  





  

    		2025-02-23 23:25:24.135777

    		-1.4 ms

  





  

    		2025-02-24 00:25:26.192481

    		-2.0 ms

  





  

    		2025-02-24 01:25:28.218393

    		1.4 ms

  





  

    		2025-02-24 02:25:30.701765

    		1.1 ms

  





  

    		2025-02-24 03:25:32.749379

    		-0.2 ms

  





  

    		2025-02-24 04:25:34.715973

    		-0.2 ms

  





  

    		2025-02-24 05:25:37.158207

    		-0.9 ms

  





  

    		2025-02-24 06:25:38.95535

    		1.2 ms

  





  

    		2025-02-24 07:25:41.378554

    		1.7 ms

  





  

    		2025-02-24 08:25:43.619201

    		-0.4 ms

  





  

    		2025-02-24 09:25:45.244793

    		-1.2 ms

  





  

    		2025-02-24 10:25:47.04813

    		0.7 ms

  





  

    		2025-02-24 11:25:49.021729

    		-0.3 ms

  





  

    		2025-02-24 12:25:51.03292

    		2.0 ms

  





  

    		2025-02-24 13:25:53.775889

    		-4.7 ms

  





  

    		2025-02-24 14:25:55.477083

    		-0.4 ms

  





  

    		2025-02-24 15:25:57.372047

    		-0.2 ms

  





  

    		2025-02-24 16:25:59.194679

    		2.1 ms

  





  

    		2025-02-24 17:26:01.378905

    		1.2 ms

  





  

    		2025-02-24 18:26:04.355955

    		-1.4 ms

  





  

    		2025-02-24 19:26:06.929863

    		6.8 ms

  





  

    		2025-02-24 20:26:09.496799

    		9.2 ms

  





  

    		2025-02-24 21:26:11.147736

    		-1.9 ms

  





  

    		2025-02-24 22:26:14.012124

    		-1.1 ms

  





  

    		2025-02-24 23:26:16.213131

    		-1.6 ms

  





  

    		2025-02-25 00:26:17.867189

    		-1.9 ms

  





  

    		2025-02-25 01:26:20.41574

    		0.2 ms

  





  

    		2025-02-25 02:26:22.301475

    		-1.2 ms

  





  

    		2025-02-25 03:26:24.481216

    		-1.0 ms

  





  

    		2025-02-25 04:26:26.70803

    		0.9 ms

  





  

    		2025-02-25 05:26:28.587497

    		-0.1 ms

  





  

    		2025-02-25 06:26:30.939181

    		-1.6 ms

  





  

    		2025-02-25 07:26:32.955256

    		2.0 ms

  





  

    		2025-02-25 08:26:35.169272

    		9.1 ms

  





  

    		2025-02-25 09:26:36.648678

    		-0.8 ms

  





  

    		2025-02-25 10:26:38.362369

    		-0.5 ms

  





  

    		2025-02-25 11:26:40.034224

    		1.4 ms

  





  

    		2025-02-25 12:26:41.483755

    		1.0 ms

  





  

    		2025-02-25 13:26:43.720244

    		0.3 ms

  





  

    		2025-02-25 14:26:45.684426

    		0.6 ms

  





  

    		2025-02-25 15:26:47.580574

    		2.1 ms

  





  

    		2025-02-25 16:26:49.442365

    		3.8 ms

  





  

    		2025-02-25 17:26:51.964686

    		3.3 ms

  





  

    		2025-02-25 18:26:54.52991

    		-2.0 ms

  





  

    		2025-02-25 19:26:57.036166

    		-1.6 ms

  





  

    		2025-02-25 20:26:59.231977

    		-5.8 ms

  





  

    		2025-02-25 21:27:01.119927

    		1.3 ms

  





  

    		2025-02-25 22:27:03.372271

    		-0.3 ms

  





  

    		2025-02-25 23:27:05.342626

    		-2.2 ms

  





  

    		2025-02-26 00:27:06.938344

    		-1.9 ms

  





  

    		2025-02-26 01:27:08.810804

    		-1.1 ms

  





  

    		2025-02-26 02:27:10.582903

    		0.2 ms

  





  

    		2025-02-26 03:27:12.625718

    		-2.0 ms

  





  

    		2025-02-26 04:27:14.301961

    		0.4 ms

  





  

    		2025-02-26 05:27:16.504132

    		-1.3 ms

  





  

    		2025-02-26 06:27:19.12757

    		-2.2 ms

  





  

    		2025-02-26 07:27:21.674125

    		1.6 ms

  





  

    		2025-02-26 08:27:23.16084

    		2.1 ms

  





  

    		2025-02-26 09:27:24.899446

    		7.3 ms

  





  

    		2025-02-26 10:27:26.434743

    		1.4 ms

  





  

    		2025-02-26 11:27:28.117119

    		-0.9 ms

  





  

    		2025-02-26 12:27:29.759495

    		0.2 ms

  





  

    		2025-02-26 13:27:31.16277

    		-1.9 ms

  





  

    		2025-02-26 14:27:32.676704

    		6.0 ms

  





  

    		2025-02-26 15:27:34.224383

    		1.4 ms

  





  

    		2025-02-26 16:27:35.711211

    		-2.9 ms

  





  

    		2025-02-26 17:27:38.312419

    		0.4 ms

  





  

    		2025-02-26 18:27:40.614212

    		3.9 ms

  





  

    		2025-02-26 19:27:42.880063

    		1.6 ms

  





  

    		2025-02-26 20:27:45.267389

    		-0.1 ms

  





  

    		2025-02-26 21:27:46.961477

    		0.7 ms

  





  

    		2025-02-26 22:27:48.940144

    		0.5 ms

  





  

    		2025-02-26 23:27:51.08566

    		-1.0 ms

  





  

    		2025-02-27 00:27:53.326687

    		-0.5 ms

  





  

    		2025-02-27 01:27:55.22866

    		-1.1 ms

  





  

    		2025-02-27 02:27:57.381068

    		-1.5 ms

  





  

    		2025-02-27 03:27:59.452001

    		0.8 ms

  





  

    		2025-02-27 04:28:01.291816

    		-2.3 ms

  





  

    		2025-02-27 05:28:02.771092

    		-0.2 ms

  





  

    		2025-02-27 06:28:05.065349

    		0.7 ms

  





  

    		2025-02-27 07:28:06.894011

    		1.4 ms

  





  

    		2025-02-27 08:28:09.258516

    		0.6 ms

  





  

    		2025-02-27 09:28:12.037924

    		1.4 ms

  





  

    		2025-02-27 10:28:13.876964

    		3.7 ms

  





  

    		2025-02-27 11:28:15.94062

    		-0.4 ms

  





  

    		2025-02-27 12:28:18.053751

    		-1.2 ms

  





  

    		2025-02-27 13:28:20.042956

    		-2.5 ms

  





  

    		2025-02-27 14:28:21.80573

    		-1.4 ms

  





  

    		2025-02-27 15:28:24.158956

    		0.2 ms

  





  

    		2025-02-27 16:28:25.874376

    		-0.7 ms

  





  

    		2025-02-27 17:28:28.151852

    		1.7 ms

  





  

    		2025-02-27 18:28:30.957935

    		-0.7 ms

  





  

    		2025-02-27 19:28:34.231702

    		-1.7 ms

  





  

    		2025-02-27 20:28:37.5338

    		-0.9 ms

  





  

    		2025-02-27 21:28:39.864846

    		-0.3 ms

  





  

    		2025-02-27 22:28:42.351553

    		-0.4 ms

  





  

    		2025-02-27 23:28:44.205408

    		-2.3 ms

  





  

    		2025-02-28 00:28:46.71503

    		-1.9 ms

  





  

    		2025-02-28 01:28:49.054533

    		1.0 ms

  





  

    		2025-02-28 02:28:51.068133

    		-0.6 ms

  





  

    		2025-02-28 03:28:53.409642

    		-1.6 ms

  





  

    		2025-02-28 04:28:55.708849

    		1.1 ms

  





  

    		2025-02-28 05:28:58.506166

    		0.4 ms

  





  

    		2025-02-28 06:29:00.960508

    		-1.7 ms

  





  

    		2025-02-28 07:29:03.423357

    		0.1 ms

  





  

    		2025-02-28 08:29:05.359696

    		2.2 ms

  





  

    		2025-02-28 09:29:07.256504

    		2.1 ms

  





  

    		2025-02-28 10:29:08.928465

    		2.1 ms

  





  

    		2025-02-28 11:29:10.614753

    		1.4 ms

  





  

    		2025-02-28 12:29:12.883767

    		-0.1 ms

  





  

    		2025-02-28 13:29:14.864849

    		0.1 ms

  





  

    		2025-02-28 14:29:16.546771

    		-0.5 ms

  





  

    		2025-02-28 15:29:18.449286

    		-0.2 ms

  





  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  





  

    		2025-03-13 14:41:57.249733

    		0.9 ms

  





  

    		2025-03-13 15:41:59.692796

    		0.7 ms

  





  

    		2025-03-13 16:42:01.579841

    		-0.4 ms

  





  

    		2025-03-13 17:42:03.490979

    		-0.7 ms

  





  

    		2025-03-13 18:42:06.168782

    		-1.7 ms

  





  

    		2025-03-13 19:42:08.163802

    		0.9 ms

  





  

    		2025-03-13 20:42:11.053579

    		-0.3 ms

  





  

    		2025-03-13 21:42:13.052234

    		-2.8 ms

  





  

    		2025-03-13 22:42:14.674089

    		-3.4 ms

  





  

    		2025-03-13 23:42:16.117714

    		-0.1 ms

  





  

    		2025-03-14 00:42:18.680329

    		-2.0 ms

  





  

    		2025-03-14 01:42:20.593286

    		-1.1 ms

  





  

    		2025-03-14 02:42:22.413266

    		1.3 ms

  





  

    		2025-03-14 03:42:24.063338

    		1.8 ms

  





  

    		2025-03-14 04:42:26.063267

    		2.3 ms

  





  

    		2025-03-14 05:42:27.777063

    		1.6 ms

  





  

    		2025-03-14 06:42:29.483027

    		0.9 ms

  





  

    		2025-03-14 07:42:31.775128

    		1.8 ms

  





  

    		2025-03-14 08:42:34.172392

    		0.3 ms

  





  

    		2025-03-14 09:42:36.54435

    		3.2 ms

  





  

    		2025-03-14 10:42:38.107482

    		-1.1 ms

  





  

    		2025-03-14 11:42:39.645494

    		5.5 ms

  





  

    		2025-03-14 12:42:41.177497

    		6.7 ms

  





  

    		2025-03-14 13:42:43.660966

    		1.7 ms

  





  

    		2025-03-14 14:42:45.569598

    		-0.1 ms

  





  

    		2025-03-14 15:42:47.374238

    		1.8 ms

  





  

    		2025-03-14 16:42:49.17644

    		-0.4 ms

  





  

    		2025-03-14 17:42:51.067535

    		0.8 ms

  





  

    		2025-03-14 18:42:53.838743

    		0.7 ms

  





  

    		2025-03-14 19:42:55.889744

    		0.0 ms

  





  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  





  

    		2025-03-18 17:46:21.097912

    		-6.4 ms

  





  

    		2025-03-18 18:46:23.394513

    		0.8 ms

  





  

    		2025-03-18 19:46:25.097503

    		-0.7 ms

  





  

    		2025-03-18 20:46:28.080338

    		0.1 ms

  





  

    		2025-03-18 21:46:30.993771

    		1.4 ms

  





  

    		2025-03-18 22:46:32.848144

    		0.0 ms

  





  

    		2025-03-18 23:46:34.501362

    		-2.6 ms

  





  

    		2025-03-19 00:46:36.264993

    		0.2 ms

  





  

    		2025-03-19 01:46:37.818544

    		-1.7 ms

  





  

    		2025-03-19 02:46:39.698614

    		-1.2 ms

  





  

    		2025-03-19 03:46:41.841217

    		-0.2 ms

  





  

    		2025-03-19 04:46:43.846244

    		-0.9 ms

  





  

    		2025-03-19 05:46:45.784441

    		2.0 ms

  





  

    		2025-03-19 06:46:48.327205

    		-0.7 ms

  





  

    		2025-03-19 07:46:50.126003

    		3.8 ms

  





  

    		2025-03-19 08:46:51.978871

    		4.9 ms

  





  

    		2025-03-19 09:46:53.938522

    		5.6 ms

  





  

    		2025-03-19 10:46:55.542726

    		-0.1 ms

  





  

    		2025-03-19 11:46:58.045224

    		-1.3 ms

  





  

    		2025-03-19 12:47:01.041738

    		0.6 ms

  





  

    		2025-03-19 13:47:03.044643

    		1.1 ms

  





  

    		2025-03-19 14:47:04.842523

    		0.1 ms

  





  

    		2025-03-19 15:47:06.333199

    		1.1 ms

  





  

    		2025-03-19 16:47:08.957875

    		1.9 ms

  





  

    		2025-03-19 17:47:10.575523

    		1.2 ms

  





  

    		2025-03-19 18:47:13.298377

    		-0.3 ms

  





  

    		2025-03-19 19:47:16.053745

    		0.2 ms

  





  

    		2025-03-19 20:47:18.314337

    		-0.8 ms

  





  

    		2025-03-19 21:47:20.072058

    		-1.9 ms

  





  

    		2025-03-19 22:47:21.586702

    		-2.1 ms

  





  

    		2025-03-19 23:47:24.294657

    		-0.7 ms

  





  

    		2025-03-20 00:47:27.335353

    		-0.4 ms

  





  

    		2025-03-20 01:47:29.584207

    		-0.1 ms

  





  

    		2025-03-20 02:47:31.51554

    		-0.4 ms

  





  

    		2025-03-20 03:47:34.073209

    		-0.4 ms

  





  

    		2025-03-20 04:47:36.236787

    		-1.6 ms

  





  

    		2025-03-20 05:47:38.724477

    		0.8 ms

  





  

    		2025-03-20 06:47:41.049426

    		1.5 ms

  





  

    		2025-03-20 07:47:43.181704

    		0.4 ms

  





  

    		2025-03-20 08:47:45.628335

    		0.6 ms

  





  

    		2025-03-20 09:47:47.702161

    		1.9 ms

  





  

    		2025-03-20 10:47:49.815495

    		0.9 ms

  





  

    		2025-03-20 11:47:51.623852

    		0.6 ms

  





  

    		2025-03-20 12:47:53.554726

    		0.8 ms

  





  

    		2025-03-20 13:47:55.293872

    		-1.2 ms

  





  

    		2025-03-20 14:47:57.216718

    		-1.3 ms

  





  

    		2025-03-20 15:47:59.080958

    		-1.7 ms

  





  

    		2025-03-20 16:48:01.164628

    		3.0 ms

  





  

    		2025-03-20 17:48:03.432746

    		2.3 ms

  





  

    		2025-03-20 18:48:06.274221

    		0.3 ms

  





  

    		2025-03-20 19:48:09.094793

    		1.5 ms

  





  

    		2025-03-20 20:48:11.566837

    		1.0 ms

  





  

    		2025-03-20 21:48:14.844759

    		-1.5 ms

  





  

    		2025-03-20 22:48:17.188312

    		-0.9 ms

  





  

    		2025-03-20 23:48:19.166164

    		-0.3 ms

  





  

    		2025-03-21 00:48:20.987536

    		-1.5 ms

  





  

    		2025-03-21 01:48:23.018629

    		-0.8 ms

  





  

    		2025-03-21 02:48:25.340693

    		-0.1 ms

  





  

    		2025-03-21 03:48:27.90487

    		-0.8 ms

  





  

    		2025-03-21 04:48:30.712391

    		-1.3 ms

  





  

    		2025-03-21 05:48:32.997143

    		-0.1 ms

  





  

    		2025-03-21 06:48:35.544319

    		-2.1 ms

  





  

    		2025-03-21 07:48:37.310196

    		0.4 ms

  





  

    		2025-03-21 08:48:39.000997

    		0.4 ms

  





  

    		2025-03-21 09:48:40.880318

    		1.8 ms

  





  

    		2025-03-21 10:48:43.142653

    		4.0 ms

  





  

    		2025-03-21 11:48:44.766508

    		-1.1 ms

  





  

    		2025-03-21 12:48:46.272073

    		1.7 ms

  





  

    		2025-03-21 13:48:47.799991

    		0.3 ms

  





  

    		2025-03-21 14:48:49.690378

    		-0.3 ms

  





  

    		2025-03-21 15:48:51.504785

    		0.2 ms

  





  

    		2025-03-21 16:48:53.173988

    		-0.6 ms

  





  

    		2025-03-21 17:48:54.688092

    		0.7 ms

  





  

    		2025-03-21 18:48:56.309526

    		-0.9 ms

  





  

    		2025-03-21 19:48:59.381624

    		-0.7 ms

  





  

    		2025-03-21 20:49:01.409273

    		-0.7 ms

  





  

    		2025-03-21 21:49:03.584544

    		-2.2 ms

  





  

    		2025-03-21 22:49:05.227645

    		0.1 ms

  





  

    		2025-03-21 23:49:07.235411

    		-1.3 ms

  





  

    		2025-03-22 00:49:09.047867

    		-2.3 ms

  





  

    		2025-03-22 01:49:11.434197

    		-1.1 ms

  





  

    		2025-03-22 02:49:13.455848

    		-1.7 ms

  





  

    		2025-03-22 03:49:16.292532

    		-1.4 ms

  





  

    		2025-03-22 04:49:18.481093

    		0.6 ms

  





  

    		2025-03-22 05:49:20.687563

    		-2.0 ms

  





  

    		2025-03-22 06:49:23.327831

    		0.6 ms

  





  

    		2025-03-22 07:49:26.041263

    		2.0 ms

  





  

    		2025-03-22 08:49:28.136743

    		1.5 ms

  





  

    		2025-03-22 09:49:30.770793

    		1.5 ms

  





  

    		2025-03-22 10:49:32.359465

    		3.0 ms

  





  

    		2025-03-22 11:49:34.194616

    		2.2 ms

  





  

    		2025-03-22 12:49:36.163472

    		0.6 ms

  





  

    		2025-03-22 13:49:38.915673

    		0.9 ms

  





  

    		2025-03-22 14:49:40.955952

    		-1.5 ms

  





  

    		2025-03-22 15:49:43.049224

    		1.1 ms

  





  

    		2025-03-22 16:49:45.21724

    		0.3 ms

  





  

    		2025-03-22 17:49:47.317794

    		-0.6 ms

  





  

    		2025-03-22 18:49:49.586405

    		0.4 ms

  





  

    		2025-03-22 19:49:51.149546

    		0.2 ms

  





  

    		2025-03-22 20:49:53.73975

    		-0.8 ms

  





  

    		2025-03-22 21:49:55.745335

    		1.0 ms

  





  

    		2025-03-22 22:49:57.712665

    		-1.6 ms

  





  

    		2025-03-22 23:49:59.679408

    		0.1 ms

  





  

    		2025-03-23 00:50:01.892167

    		0.6 ms

  





  

    		2025-03-23 01:50:03.715755

    		1.1 ms

  





  

    		2025-03-23 02:50:05.94672

    		1.3 ms

  





  

    		2025-03-23 03:50:07.687435

    		-1.0 ms

  





  

    		2025-03-23 04:50:09.971577

    		-0.4 ms

  





  

    		2025-03-23 05:50:11.761516

    		-0.2 ms

  





  

    		2025-03-23 06:50:14.073089

    		1.3 ms

  





  

    		2025-03-23 07:50:16.099487

    		-0.2 ms

  





  

    		2025-03-23 08:50:18.71644

    		-0.3 ms

  





  

    		2025-03-23 09:50:21.045685

    		0.1 ms

  





  

    		2025-03-23 10:50:23.040172

    		-0.1 ms

  





  

    		2025-03-23 11:50:25.301652

    		1.4 ms

  





  

    		2025-03-23 12:50:27.839938

    		-1.5 ms

  





  

    		2025-03-23 13:50:29.720117

    		0.8 ms

  





  

    		2025-03-23 14:50:31.280484

    		-1.6 ms

  





  

    		2025-03-23 15:50:32.959271

    		0.1 ms

  





  

    		2025-03-23 16:50:34.528824

    		0.5 ms

  





  

    		2025-03-23 17:50:37.066194

    		0.0 ms

  





  

    		2025-03-23 18:50:39.845724

    		-0.9 ms

  





  

    		2025-03-23 19:50:42.366833

    		-0.8 ms

  





  

    		2025-03-23 20:50:45.501817

    		1.9 ms

  





  

    		2025-03-23 21:50:48.45371

    		1.1 ms

  





  

    		2025-03-23 22:50:50.666665

    		-0.2 ms

  





  

    		2025-03-23 23:50:52.911591

    		1.5 ms

  





  

    		2025-03-24 00:50:54.910672

    		-1.8 ms

  





  

    		2025-03-24 01:50:57.364213

    		-1.7 ms

  





  

    		2025-03-24 02:51:00.000287

    		1.2 ms

  





  

    		2025-03-24 03:51:02.374159

    		-1.2 ms

  





  

    		2025-03-24 04:51:04.609252

    		2.3 ms

  





  

    		2025-03-24 05:51:06.619946

    		-0.5 ms

  





  

    		2025-03-24 06:51:08.626766

    		0.0 ms

  





  

    		2025-03-24 07:51:11.119196

    		-1.2 ms

  





  

    		2025-03-24 08:51:12.864025

    		2.2 ms

  





  

    		2025-03-24 09:51:14.51465

    		0.3 ms

  





  

    		2025-03-24 10:51:16.036257

    		-0.4 ms

  





  

    		2025-03-24 11:51:18.004727

    		-0.7 ms

  





  

    		2025-03-24 12:51:19.905517

    		1.4 ms

  





  

    		2025-03-24 13:51:22.345827

    		1.3 ms

  





  

    		2025-03-24 14:51:23.789083

    		1.5 ms

  





  

    		2025-03-24 15:51:25.656967

    		3.3 ms

  





  

    		2025-03-24 16:51:28.79027

    		2.1 ms

  





  

    		2025-03-24 17:51:31.345309

    		0.0 ms

  





  

    		2025-03-24 18:51:34.089485

    		-0.2 ms

  





  

    		2025-03-24 19:51:36.152889

    		-0.5 ms

  





  

    		2025-03-24 20:51:38.702329

    		-1.2 ms

  





  

    		2025-03-24 21:51:41.538262

    		0.7 ms

  





  

    		2025-03-24 22:51:43.770558

    		-0.1 ms

  





  

    		2025-03-24 23:51:46.555353

    		-1.8 ms

  





  

    		2025-03-25 00:51:48.459403

    		-0.5 ms

  





  

    		2025-03-25 01:51:50.62232

    		0.4 ms

  





  

    		2025-03-25 02:51:52.8151

    		-0.4 ms

  





  

    		2025-03-25 03:51:55.04783

    		-0.8 ms

  





  

    		2025-03-25 04:51:57.693937

    		0.7 ms

  





  

    		2025-03-25 05:51:59.77199

    		-0.6 ms

  





  

    		2025-03-25 06:52:01.92523

    		-0.1 ms

  





  

    		2025-03-25 07:52:04.533692

    		1.3 ms

  





  

    		2025-03-25 08:52:06.073791

    		-1.0 ms

  





  

    		2025-03-25 09:52:07.706234

    		-0.4 ms

  





  

    		2025-03-25 10:52:09.245567

    		1.6 ms

  





  

    		2025-03-25 11:52:10.911985

    		-1.0 ms

  





  

    		2025-03-25 12:52:14.422714

    		-2.6 ms

  





  

    		2025-03-25 13:52:16.390296

    		-1.4 ms

  





  

    		2025-03-25 14:52:18.01085

    		5.0 ms

  





  

    		2025-03-25 15:52:19.695118

    		-0.6 ms

  





  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  





  

    		2025-03-25 17:52:22.936165

    		-2.2 ms

  





  

    		2025-03-25 18:52:26.003061

    		-0.1 ms

  





  

    		2025-03-25 19:52:28.23008

    		0.1 ms

  





  

    		2025-03-25 20:52:31.017734

    		0.0 ms

  





  

    		2025-03-25 21:52:33.787456

    		0.5 ms

  





  

    		2025-03-25 22:52:35.710545

    		-1.1 ms

  





  

    		2025-03-25 23:52:37.294547

    		-4.0 ms

  





  

    		2025-03-26 00:52:39.452705

    		-1.0 ms

  





  

    		2025-03-26 01:52:41.749436

    		-0.5 ms

  





  

    		2025-03-26 02:52:43.926794

    		-1.5 ms

  





  

    		2025-03-26 03:52:45.937414

    		0.7 ms

  





  

    		2025-03-26 04:52:47.957483

    		0.8 ms

  





  

    		2025-03-26 05:52:50.475633

    		-2.4 ms

  





  

    		2025-03-26 06:52:53.341312

    		-2.0 ms

  





  

    		2025-03-26 07:52:54.884731

    		1.6 ms

  





  

    		2025-03-26 08:52:57.157296

    		-0.1 ms

  





  

    		2025-03-26 09:52:59.63917

    		-0.6 ms

  





  

    		2025-03-26 10:53:01.252594

    		0.2 ms

  





  

    		2025-03-26 11:53:03.031443

    		1.6 ms

  





  

    		2025-03-26 12:53:04.680667

    		2.3 ms

  





  

    		2025-03-26 13:53:06.104878

    		1.6 ms

  





  

    		2025-03-26 14:53:08.41108

    		-5.3 ms

  





  

    		2025-03-26 15:53:09.910177

    		1.8 ms

  





  

    		2025-03-26 16:53:11.560848

    		2.4 ms

  





  

    		2025-03-26 17:53:13.682026

    		0.6 ms

  





  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-01 14:02:56.085 UTC

    		83.166.8.61

    		Fredrik Olsson (FO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-01 14:03:14.134 UTC

    		83.166.8.61

    		Fredrik Olsson (FO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.

  

  

    		2025-04-01 20:09:59.039 UTC

    		94.254.51.201

    		Jasenko Omanović (JO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-01 20:11:13.668 UTC

    		94.254.51.201

    		Jasenko Omanović (JO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.

  

  

    		2025-04-02 07:42:45.8 UTC

    		194.237.36.214

    		Anders Nordström (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-02 07:43:06.907 UTC

    		194.237.36.214

    		Anders Nordström (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-01 06:00:15.625879 UTC ±1 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      90.141.19.25

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The initiator Backoffice HEMAB (BH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-04-15 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-01 06:00:15.625879 UTC ±1 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (marcus.tarnvik@hemab.se) to Marcus Tärnvik (MT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEFAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 06:00:15.625879 UTC ±1 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jasenko.omanovic@hemab.se) to Jasenko Omanovic (JO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEFAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 06:00:15.625879 UTC ±1 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ester.sundin.hemstrom@harnosand.se) to Ester Sundin Hemstrom (ESH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEFAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 06:00:15.625879 UTC ±1 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (susanne.forsberg@harnosand.se) to Susanne Forsberg (SF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej, 
Nu finns protokoll från HEFAB styrelsemöte redo för signering. 
Tack och ha en fortsatt fin dag.

      


    

  



  

  

    		2025-04-01 06:00:22.954664 UTC ±2 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ester Sundin Hemstrom (ESH) was delivered.

      


    

  



  

  

    		2025-04-01 06:00:22.963835 UTC ±2 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Susanne Forsberg (SF) was delivered.

      


    

  



  

  

    		2025-04-01 06:00:28.895554 UTC ±2 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marcus Tärnvik (MT) was delivered.

      


    

  



  

  

    		2025-04-01 06:00:28.91611 UTC ±2 ms

    		2025-04-01 05:58:00.40129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jasenko Omanovic (JO) was delivered.

      


    

  



  

  

    		2025-04-01 09:20:53.236668 UTC ±2 ms

    		2025-04-01 08:58:06.156617 UTC

    		

      37.123.142.189

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Susanne Forsberg (SF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-01 09:24:37.4958 UTC ±3 ms

    		2025-04-01 08:58:06.156617 UTC

    		

      37.123.142.189

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Susanne Forsberg (SF) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-01 09:24:53.279939 UTC ±3 ms

    		2025-04-01 08:58:06.156617 UTC

    		

      37.123.142.189

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Susanne Forsberg (SF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll HEFAB 20250318" med transaktionsnummer 9222115557543095525.







Data returned from 
  the BankID network
:
  
Name: Lena Susanne Forsberg
  
ID number: 
  *Redacted by author*

  
IP: 37.123.142.189


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-02 08:23:52.279669 UTC ±15 ms

    		2025-04-02 07:58:55.628525 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Marcus Tärnvik (MT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-02 08:24:28.83399 UTC ±16 ms

    		2025-04-02 07:58:55.628525 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Marcus Tärnvik (MT) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-02 08:24:45.888975 UTC ±16 ms

    		2025-04-02 07:58:55.628525 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Marcus Tärnvik (MT) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll HEFAB 20250318" med transaktionsnummer 9222115557543095525.







Data returned from 
  the BankID network
:
  
Name: Lars Marcus Tärnvik
  
ID number: 
  *Redacted by author*

  
IP: 83.166.8.40


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-07 14:02:37.69662 UTC ±31 ms

    		2025-04-07 13:03:36.456667 UTC

    		

      89.160.24.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The party Ester Sundin Hemstrom (ESH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-07 14:04:16.174855 UTC ±1 ms

    		2025-04-07 14:03:37.972808 UTC

    		

      89.160.24.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ester Sundin Hemstrom (ESH) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-07 14:04:33.568888 UTC ±1 ms

    		2025-04-07 14:03:37.972808 UTC

    		

      89.160.24.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Ester Sundin Hemstrom (ESH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll HEFAB 20250318" med transaktionsnummer 9222115557543095525.







Data returned from 
  the BankID network
:
  
Name: Ester A M L Sundin Hemström
  
ID number: 
  *Redacted by author*

  
IP: 89.160.24.17


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-08 08:15:31.036754 UTC ±2 ms

    		2025-04-08 08:04:23.182111 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Jasenko Omanovic (JO) at the request of the Scrive system.

      


    

  



  

  

    		2025-04-08 08:16:51.760938 UTC ±2 ms

    		2025-04-08 08:04:23.182111 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jasenko Omanovic (JO) was delivered.

      


    

  



  

  

    		2025-04-09 09:44:58.814362 UTC ±1 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      83.166.8.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Jasenko Omanovic (JO) at the request of the user Backoffice HEMAB (BH). The reminder message from the user Backoffice HEMAB (BH) was: 
 Hej Jasenko, 
Vänlig påminnelse om att signera protokollet från HEFAB styrelsemöte. Återkom gärna till mig om du har några frågor eller funderingar. 

Mvh, Alex Dowling.

      


    

  



  

  

    		2025-04-09 09:45:14.656869 UTC ±1 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jasenko Omanovic (JO) was delivered.

      


    

  



  

  

    		2025-04-11 08:33:35.317898 UTC ±6 ms

    		2025-04-11 08:07:10.826467 UTC

    		

      176.10.248.205

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/135.0.7049.53 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jasenko Omanovic (JO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-11 08:34:02.135282 UTC ±6 ms

    		2025-04-11 08:07:10.826467 UTC

    		

      176.10.248.205

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/135.0.7049.53 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jasenko Omanovic (JO) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-11 08:34:20.34928 UTC ±6 ms

    		2025-04-11 08:07:10.826467 UTC

    		

      176.10.248.205

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/135.0.7049.53 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jasenko Omanovic (JO) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll HEFAB 20250318" med transaktionsnummer 9222115557543095525.







Data returned from 
  the BankID network
:
  
Name: JASENKO OMANOVIC
  
ID number: 
  *Redacted by author*

  
IP: 176.10.248.205


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-04-11 08:34:20.34928 UTC ±6 ms

    		2025-04-11 08:07:10.826467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-04-11 08:34:20.726185 UTC ±6 ms

    		2025-04-11 08:07:10.826467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.69 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈85.925%

		|e| < 5 ms: ≈99.678%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-28 16:29:20.321605 UTC and 2025-04-11 08:07:10.826467 UTC:







  		Time collected

  		Clock offset







  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  





  

    		2025-03-13 14:41:57.249733

    		0.9 ms

  





  

    		2025-03-13 15:41:59.692796

    		0.7 ms

  





  

    		2025-03-13 16:42:01.579841

    		-0.4 ms

  





  

    		2025-03-13 17:42:03.490979

    		-0.7 ms

  





  

    		2025-03-13 18:42:06.168782

    		-1.7 ms

  





  

    		2025-03-13 19:42:08.163802

    		0.9 ms

  





  

    		2025-03-13 20:42:11.053579

    		-0.3 ms

  





  

    		2025-03-13 21:42:13.052234

    		-2.8 ms

  





  

    		2025-03-13 22:42:14.674089

    		-3.4 ms

  





  

    		2025-03-13 23:42:16.117714

    		-0.1 ms

  





  

    		2025-03-14 00:42:18.680329

    		-2.0 ms

  





  

    		2025-03-14 01:42:20.593286

    		-1.1 ms

  





  

    		2025-03-14 02:42:22.413266

    		1.3 ms

  





  

    		2025-03-14 03:42:24.063338

    		1.8 ms

  





  

    		2025-03-14 04:42:26.063267

    		2.3 ms

  





  

    		2025-03-14 05:42:27.777063

    		1.6 ms

  





  

    		2025-03-14 06:42:29.483027

    		0.9 ms

  





  

    		2025-03-14 07:42:31.775128

    		1.8 ms

  





  

    		2025-03-14 08:42:34.172392

    		0.3 ms

  





  

    		2025-03-14 09:42:36.54435

    		3.2 ms

  





  

    		2025-03-14 10:42:38.107482

    		-1.1 ms

  





  

    		2025-03-14 11:42:39.645494

    		5.5 ms

  





  

    		2025-03-14 12:42:41.177497

    		6.7 ms

  





  

    		2025-03-14 13:42:43.660966

    		1.7 ms

  





  

    		2025-03-14 14:42:45.569598

    		-0.1 ms

  





  

    		2025-03-14 15:42:47.374238

    		1.8 ms

  





  

    		2025-03-14 16:42:49.17644

    		-0.4 ms

  





  

    		2025-03-14 17:42:51.067535

    		0.8 ms

  





  

    		2025-03-14 18:42:53.838743

    		0.7 ms

  





  

    		2025-03-14 19:42:55.889744

    		0.0 ms

  





  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  





  

    		2025-03-18 17:46:21.097912

    		-6.4 ms

  





  

    		2025-03-18 18:46:23.394513

    		0.8 ms

  





  

    		2025-03-18 19:46:25.097503

    		-0.7 ms

  





  

    		2025-03-18 20:46:28.080338

    		0.1 ms

  





  

    		2025-03-18 21:46:30.993771

    		1.4 ms

  





  

    		2025-03-18 22:46:32.848144

    		0.0 ms

  





  

    		2025-03-18 23:46:34.501362

    		-2.6 ms

  





  

    		2025-03-19 00:46:36.264993

    		0.2 ms

  





  

    		2025-03-19 01:46:37.818544

    		-1.7 ms

  





  

    		2025-03-19 02:46:39.698614

    		-1.2 ms

  





  

    		2025-03-19 03:46:41.841217

    		-0.2 ms

  





  

    		2025-03-19 04:46:43.846244

    		-0.9 ms

  





  

    		2025-03-19 05:46:45.784441

    		2.0 ms

  





  

    		2025-03-19 06:46:48.327205

    		-0.7 ms

  





  

    		2025-03-19 07:46:50.126003

    		3.8 ms

  





  

    		2025-03-19 08:46:51.978871

    		4.9 ms

  





  

    		2025-03-19 09:46:53.938522

    		5.6 ms

  





  

    		2025-03-19 10:46:55.542726

    		-0.1 ms

  





  

    		2025-03-19 11:46:58.045224

    		-1.3 ms

  





  

    		2025-03-19 12:47:01.041738

    		0.6 ms

  





  

    		2025-03-19 13:47:03.044643

    		1.1 ms

  





  

    		2025-03-19 14:47:04.842523

    		0.1 ms

  





  

    		2025-03-19 15:47:06.333199

    		1.1 ms

  





  

    		2025-03-19 16:47:08.957875

    		1.9 ms

  





  

    		2025-03-19 17:47:10.575523

    		1.2 ms

  





  

    		2025-03-19 18:47:13.298377

    		-0.3 ms

  





  

    		2025-03-19 19:47:16.053745

    		0.2 ms

  





  

    		2025-03-19 20:47:18.314337

    		-0.8 ms

  





  

    		2025-03-19 21:47:20.072058

    		-1.9 ms

  





  

    		2025-03-19 22:47:21.586702

    		-2.1 ms

  





  

    		2025-03-19 23:47:24.294657

    		-0.7 ms

  





  

    		2025-03-20 00:47:27.335353

    		-0.4 ms

  





  

    		2025-03-20 01:47:29.584207

    		-0.1 ms

  





  

    		2025-03-20 02:47:31.51554

    		-0.4 ms

  





  

    		2025-03-20 03:47:34.073209

    		-0.4 ms

  





  

    		2025-03-20 04:47:36.236787

    		-1.6 ms

  





  

    		2025-03-20 05:47:38.724477

    		0.8 ms

  





  

    		2025-03-20 06:47:41.049426

    		1.5 ms

  





  

    		2025-03-20 07:47:43.181704

    		0.4 ms

  





  

    		2025-03-20 08:47:45.628335

    		0.6 ms

  





  

    		2025-03-20 09:47:47.702161

    		1.9 ms

  





  

    		2025-03-20 10:47:49.815495

    		0.9 ms

  





  

    		2025-03-20 11:47:51.623852

    		0.6 ms

  





  

    		2025-03-20 12:47:53.554726

    		0.8 ms

  





  

    		2025-03-20 13:47:55.293872

    		-1.2 ms

  





  

    		2025-03-20 14:47:57.216718

    		-1.3 ms

  





  

    		2025-03-20 15:47:59.080958

    		-1.7 ms

  





  

    		2025-03-20 16:48:01.164628

    		3.0 ms

  





  

    		2025-03-20 17:48:03.432746

    		2.3 ms

  





  

    		2025-03-20 18:48:06.274221

    		0.3 ms

  





  

    		2025-03-20 19:48:09.094793

    		1.5 ms

  





  

    		2025-03-20 20:48:11.566837

    		1.0 ms

  





  

    		2025-03-20 21:48:14.844759

    		-1.5 ms

  





  

    		2025-03-20 22:48:17.188312

    		-0.9 ms

  





  

    		2025-03-20 23:48:19.166164

    		-0.3 ms

  





  

    		2025-03-21 00:48:20.987536

    		-1.5 ms

  





  

    		2025-03-21 01:48:23.018629

    		-0.8 ms

  





  

    		2025-03-21 02:48:25.340693

    		-0.1 ms

  





  

    		2025-03-21 03:48:27.90487

    		-0.8 ms

  





  

    		2025-03-21 04:48:30.712391

    		-1.3 ms

  





  

    		2025-03-21 05:48:32.997143

    		-0.1 ms

  





  

    		2025-03-21 06:48:35.544319

    		-2.1 ms

  





  

    		2025-03-21 07:48:37.310196

    		0.4 ms

  





  

    		2025-03-21 08:48:39.000997

    		0.4 ms

  





  

    		2025-03-21 09:48:40.880318

    		1.8 ms

  





  

    		2025-03-21 10:48:43.142653

    		4.0 ms

  





  

    		2025-03-21 11:48:44.766508

    		-1.1 ms

  





  

    		2025-03-21 12:48:46.272073

    		1.7 ms

  





  

    		2025-03-21 13:48:47.799991

    		0.3 ms

  





  

    		2025-03-21 14:48:49.690378

    		-0.3 ms

  





  

    		2025-03-21 15:48:51.504785

    		0.2 ms

  





  

    		2025-03-21 16:48:53.173988

    		-0.6 ms

  





  

    		2025-03-21 17:48:54.688092

    		0.7 ms

  





  

    		2025-03-21 18:48:56.309526

    		-0.9 ms

  





  

    		2025-03-21 19:48:59.381624

    		-0.7 ms

  





  

    		2025-03-21 20:49:01.409273

    		-0.7 ms

  





  

    		2025-03-21 21:49:03.584544

    		-2.2 ms

  





  

    		2025-03-21 22:49:05.227645

    		0.1 ms

  





  

    		2025-03-21 23:49:07.235411

    		-1.3 ms

  





  

    		2025-03-22 00:49:09.047867

    		-2.3 ms

  





  

    		2025-03-22 01:49:11.434197

    		-1.1 ms

  





  

    		2025-03-22 02:49:13.455848

    		-1.7 ms

  





  

    		2025-03-22 03:49:16.292532

    		-1.4 ms

  





  

    		2025-03-22 04:49:18.481093

    		0.6 ms

  





  

    		2025-03-22 05:49:20.687563

    		-2.0 ms

  





  

    		2025-03-22 06:49:23.327831

    		0.6 ms

  





  

    		2025-03-22 07:49:26.041263

    		2.0 ms

  





  

    		2025-03-22 08:49:28.136743

    		1.5 ms

  





  

    		2025-03-22 09:49:30.770793

    		1.5 ms

  





  

    		2025-03-22 10:49:32.359465

    		3.0 ms

  





  

    		2025-03-22 11:49:34.194616

    		2.2 ms

  





  

    		2025-03-22 12:49:36.163472

    		0.6 ms

  





  

    		2025-03-22 13:49:38.915673

    		0.9 ms

  





  

    		2025-03-22 14:49:40.955952

    		-1.5 ms

  





  

    		2025-03-22 15:49:43.049224

    		1.1 ms

  





  

    		2025-03-22 16:49:45.21724

    		0.3 ms

  





  

    		2025-03-22 17:49:47.317794

    		-0.6 ms

  





  

    		2025-03-22 18:49:49.586405

    		0.4 ms

  





  

    		2025-03-22 19:49:51.149546

    		0.2 ms

  





  

    		2025-03-22 20:49:53.73975

    		-0.8 ms

  





  

    		2025-03-22 21:49:55.745335

    		1.0 ms

  





  

    		2025-03-22 22:49:57.712665

    		-1.6 ms

  





  

    		2025-03-22 23:49:59.679408

    		0.1 ms

  





  

    		2025-03-23 00:50:01.892167

    		0.6 ms

  





  

    		2025-03-23 01:50:03.715755

    		1.1 ms

  





  

    		2025-03-23 02:50:05.94672

    		1.3 ms

  





  

    		2025-03-23 03:50:07.687435

    		-1.0 ms

  





  

    		2025-03-23 04:50:09.971577

    		-0.4 ms

  





  

    		2025-03-23 05:50:11.761516

    		-0.2 ms

  





  

    		2025-03-23 06:50:14.073089

    		1.3 ms

  





  

    		2025-03-23 07:50:16.099487

    		-0.2 ms

  





  

    		2025-03-23 08:50:18.71644

    		-0.3 ms

  





  

    		2025-03-23 09:50:21.045685

    		0.1 ms

  





  

    		2025-03-23 10:50:23.040172

    		-0.1 ms

  





  

    		2025-03-23 11:50:25.301652

    		1.4 ms

  





  

    		2025-03-23 12:50:27.839938

    		-1.5 ms

  





  

    		2025-03-23 13:50:29.720117

    		0.8 ms

  





  

    		2025-03-23 14:50:31.280484

    		-1.6 ms

  





  

    		2025-03-23 15:50:32.959271

    		0.1 ms

  





  

    		2025-03-23 16:50:34.528824

    		0.5 ms

  





  

    		2025-03-23 17:50:37.066194

    		0.0 ms

  





  

    		2025-03-23 18:50:39.845724

    		-0.9 ms

  





  

    		2025-03-23 19:50:42.366833

    		-0.8 ms

  





  

    		2025-03-23 20:50:45.501817

    		1.9 ms

  





  

    		2025-03-23 21:50:48.45371

    		1.1 ms

  





  

    		2025-03-23 22:50:50.666665

    		-0.2 ms

  





  

    		2025-03-23 23:50:52.911591

    		1.5 ms

  





  

    		2025-03-24 00:50:54.910672

    		-1.8 ms

  





  

    		2025-03-24 01:50:57.364213

    		-1.7 ms

  





  

    		2025-03-24 02:51:00.000287

    		1.2 ms

  





  

    		2025-03-24 03:51:02.374159

    		-1.2 ms

  





  

    		2025-03-24 04:51:04.609252

    		2.3 ms

  





  

    		2025-03-24 05:51:06.619946

    		-0.5 ms

  





  

    		2025-03-24 06:51:08.626766

    		0.0 ms

  





  

    		2025-03-24 07:51:11.119196

    		-1.2 ms

  





  

    		2025-03-24 08:51:12.864025

    		2.2 ms

  





  

    		2025-03-24 09:51:14.51465

    		0.3 ms

  





  

    		2025-03-24 10:51:16.036257

    		-0.4 ms

  





  

    		2025-03-24 11:51:18.004727

    		-0.7 ms

  





  

    		2025-03-24 12:51:19.905517

    		1.4 ms

  





  

    		2025-03-24 13:51:22.345827

    		1.3 ms

  





  

    		2025-03-24 14:51:23.789083

    		1.5 ms

  





  

    		2025-03-24 15:51:25.656967

    		3.3 ms

  





  

    		2025-03-24 16:51:28.79027

    		2.1 ms

  





  

    		2025-03-24 17:51:31.345309

    		0.0 ms

  





  

    		2025-03-24 18:51:34.089485

    		-0.2 ms

  





  

    		2025-03-24 19:51:36.152889

    		-0.5 ms

  





  

    		2025-03-24 20:51:38.702329

    		-1.2 ms

  





  

    		2025-03-24 21:51:41.538262

    		0.7 ms

  





  

    		2025-03-24 22:51:43.770558

    		-0.1 ms

  





  

    		2025-03-24 23:51:46.555353

    		-1.8 ms

  





  

    		2025-03-25 00:51:48.459403

    		-0.5 ms

  





  

    		2025-03-25 01:51:50.62232

    		0.4 ms

  





  

    		2025-03-25 02:51:52.8151

    		-0.4 ms

  





  

    		2025-03-25 03:51:55.04783

    		-0.8 ms

  





  

    		2025-03-25 04:51:57.693937

    		0.7 ms

  





  

    		2025-03-25 05:51:59.77199

    		-0.6 ms

  





  

    		2025-03-25 06:52:01.92523

    		-0.1 ms

  





  

    		2025-03-25 07:52:04.533692

    		1.3 ms

  





  

    		2025-03-25 08:52:06.073791

    		-1.0 ms

  





  

    		2025-03-25 09:52:07.706234

    		-0.4 ms

  





  

    		2025-03-25 10:52:09.245567

    		1.6 ms

  





  

    		2025-03-25 11:52:10.911985

    		-1.0 ms

  





  

    		2025-03-25 12:52:14.422714

    		-2.6 ms

  





  

    		2025-03-25 13:52:16.390296

    		-1.4 ms

  





  

    		2025-03-25 14:52:18.01085

    		5.0 ms

  





  

    		2025-03-25 15:52:19.695118

    		-0.6 ms

  





  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  





  

    		2025-03-25 17:52:22.936165

    		-2.2 ms

  





  

    		2025-03-25 18:52:26.003061

    		-0.1 ms

  





  

    		2025-03-25 19:52:28.23008

    		0.1 ms

  





  

    		2025-03-25 20:52:31.017734

    		0.0 ms

  





  

    		2025-03-25 21:52:33.787456

    		0.5 ms

  





  

    		2025-03-25 22:52:35.710545

    		-1.1 ms

  





  

    		2025-03-25 23:52:37.294547

    		-4.0 ms

  





  

    		2025-03-26 00:52:39.452705

    		-1.0 ms

  





  

    		2025-03-26 01:52:41.749436

    		-0.5 ms

  





  

    		2025-03-26 02:52:43.926794

    		-1.5 ms

  





  

    		2025-03-26 03:52:45.937414

    		0.7 ms

  





  

    		2025-03-26 04:52:47.957483

    		0.8 ms

  





  

    		2025-03-26 05:52:50.475633

    		-2.4 ms

  





  

    		2025-03-26 06:52:53.341312

    		-2.0 ms

  





  

    		2025-03-26 07:52:54.884731

    		1.6 ms

  





  

    		2025-03-26 08:52:57.157296

    		-0.1 ms

  





  

    		2025-03-26 09:52:59.63917

    		-0.6 ms

  





  

    		2025-03-26 10:53:01.252594

    		0.2 ms

  





  

    		2025-03-26 11:53:03.031443

    		1.6 ms

  





  

    		2025-03-26 12:53:04.680667

    		2.3 ms

  





  

    		2025-03-26 13:53:06.104878

    		1.6 ms

  





  

    		2025-03-26 14:53:08.41108

    		-5.3 ms

  





  

    		2025-03-26 15:53:09.910177

    		1.8 ms

  





  

    		2025-03-26 16:53:11.560848

    		2.4 ms

  





  

    		2025-03-26 17:53:13.682026

    		0.6 ms

  





  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-01 09:20:55.667 UTC

    		37.123.142.189

    		Susanne Forsberg (SF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-01 09:24:36.167 UTC

    		37.123.142.189

    		Susanne Forsberg (SF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-18 18:00:03 UTC.

  

  

    		2025-04-02 08:23:54.042 UTC

    		83.166.8.61

    		Marcus Tärnvik (MT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-02 08:24:27.872 UTC

    		83.166.8.61

    		Marcus Tärnvik (MT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.

  

  

    		2025-04-07 14:02:42.049 UTC

    		89.160.24.17

    		Ester Sundin Hemstrom (ESH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-07 14:04:14.464 UTC

    		89.160.24.17

    		Ester Sundin Hemstrom (ESH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:50 UTC.

  

  

    		2025-04-11 08:33:37.662 UTC

    		176.10.248.205

    		Jasenko Omanovic (JO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-11 08:34:00.416 UTC

    		176.10.248.205

    		Jasenko Omanovic (JO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-01 14:21:39 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence quality of Scrive e-signed documents
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Protokoll nr 1:2025 fran styrelseméte i Invest i Hirnésand AB 2025-02-13

Plats: Sambiblioteket van 4
Datum: 2025-02-13

Narvarande: Franvarande:
Andreas Sjélander (Ordférande) Rosmarie Sandin
Britta Thyr Hans Rosengren

Helena Elfvendal
Christina Lindberg

Uno Jonsson, VD
Jonas Nyberg, Hemab, ekonomichef

§ 1. Motets oppnande
Ordférande Andreas Sjélander halsade alla vilkommen och O6ppnade dagens méte.

§ 2. Val av sekreterare

Beslutades:
att utse Uno Jonsson att skriva dagens protokoll.

§ 3. Val av justeringsiedamot

Beslutades:
att Christina Lindberg jdmte ordférande justerar dagens protokoll.

§ 4. Genomgéang av resultat for 2024
VD och ekonomichef rapporterar om arets resultat och drift per 2024-12-31

Beslutades: att faststalla presenterat resultat med reservation for mindre férandringar pakallade
av revisoremna samt att faststélla bokslutsdispositioner enligt presenterat forslag.

§ 5. Godkénnande av arsberittelse fér 2024
VD och ekonomichef redovisar férelagd arsberittelse for 2024.

Beslutat: att stélla sig bakom presenterad arsberittelse
§ 6. Beslut om dag fér bolagsstimma
Beslut: att VD och ordférande far i uppdrag att kalla &garrepresentanten fill bolagsstdamma

§ 7. Beslut om att upphava férvirvet av Tjérnsjo 3:2 och istillet géra
en fastighetsreglering

Invest har sedan tidigare gjort en éverenskommelse om att férvirva mark i Antjarn, Tjarnsjé 3:2.
Syfte &r att skapa ett nytt industriomrade séder om Harmésand. | lantmateriforrattningen av
arendet har det framkommit att det &r battre att istallet for ett "kép” att géra en fastighetsreglering
ill en fastighet som Invest redan ager, Tjarnsjo 3:24.

VD foreslar:





Att vi upphéver kopet och istiliet gor en fastighetsreglering pa samma villkor som tidigare.

Beslutades:
att upphéva liggande kdpekontrakt
att istéllet reglera in fastigheten med samma villkor som i kopekontraktet i den av Invest sedan

tidigare &gda fastigheten Tjarnsjo 3:24.

§ 8 Information ny ekonomichef i bolaget

Jonas Nyberg lamnar i februari sin tjanst i Hemab fér att 6verga till annan arbetsgivare,
hans eftertrddare kommer att 3 samma befogenhet i Invest som han har innehaft som
ekonomichef i Hemab, se beslut j styrelsen 2024-12-03

Beslutades:
att Hemabs tillférordnade ekonomichef Erica Carlsson far samma
befogenhet som avgaende ekonomichef Jonas Nyberg tidigare haft.

§ 9. Verksamhet

Foretagens galakvall kommer dven i ar att administreras av bolaget.

Arbetet fortgar gallande koncernéversyn.

Samtal pagar gallande samverkan for detaljplan mellan parter i Antjarn, arbetet kommer att
intensifieras nar lantméteriforrattningarna &r klara.

Beslutades:
att vid nésta styrelseméte fordjupa kunskaperna kring exploatering i Antjamn.
att lagga informationen till handlingarna.

§ 10. Ovriga fragor

Ordférande rapporterar att HNEF har inlett en process for att avveckla Hérdésands Naringsliv
AB. Efter det kommer handelin (HAR) att 4ga sitt egna bolag.

Ordférande avslutade métet

Andreas Sjélander

Ordférande
Uno Jonsson Christina Lindberg
Sekreterare Justerare

Beslutsunderlag:
- Arsredovisning for 2024
- Upphévande av kopet Tjarnsj6 3:2 samt fastighetsreglering
- Bokslutsdispositioner
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Forvaltningsberittelse

Styrelsen och verkstéllande direktéren for Invest i Hirndsand Aktiebolag, 556127-2633, med séte i
Harnésand far hdrmed avge &rsredovisning for rakenskapsaret 2024. Arsredovisningen 4r upprittad i
svenska kronor, SEK dir inget annat anges.

Information om verksamheten

Bolaget ska arbeta enligt marknadsmadssiga villkor och skapa férutsattningar for utveckling i
Harndsand. Detta kan gbras genom att arbeta i utvecklingsprojekt samt &ga, férvalta och utveckla
fastigheter. Bolaget ska arbeta proaktivt med fastigheter utpekade i éversiktsplanen oavsett
agarskap. Bolaget ska dessutom vara en aktiv dgare i dotterbolagen.

Arbetet sker tillsammans inom kommunkoncernen och med andra aktorer for att bidra till att
gemensam kraft skapar majligheterna for en personlig, kreativ och féretagsam livsmiljo i Hirnésands
kommun enligt av kommunens uppstéllda mal.

Visentliga hdndelser under ridkenskapsdret

Bolaget har under 2024 har under aret startat processen av att férvirva ytterligare en
fastighet i syftet att Iangsiktigt utveckla ett nytt industriomrade. Invest kommer att &ga ca 30
ha mark som i nuldget ar aktuellt att utvecklas. Processen med att utveckla industriomradet
tar lite langre tid an onskat da vi far invdanta myndighetsbeslut bland annat kring
lantméterifragor. Bolaget dger ytterligare en fastighet i Antjarn som i dagsldget inte kommer
att utvecklas. Bolaget har under aret haft regelbundna dialoger med dotterbolagen.

Flerarsoversikt 2024 2023 2022 2021 2020
Nettoomséattning (tkr) 498 348 245 40 0
Resultat efter finansiella poster (tkr) -36 -10 0 4 -1
Soliditet (%) 49 67 80 80 87
Fordndringar i eget Aktie Reserv Erhéllet Balanserat Arets Totalt
kapital kapital fond Aktiedgatillsk. resultat Resultat

Belopp vid arets 100000 3900 4 200 000 223 680 - 61070 4466510
ingang

Disposition enligt -61 070 61070 0
beslut arsstamma

Arets resultat -36 413 -36 413
Belopp vid drets 100000 3900 4 200 000 162 610 -36423 4430097
utgang

= — Sida2av8 — = ————
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Resultatdisposition

Medel att

disponera:

Balanserat resultat 4362610

Arets resultat - 36413 -
4326 197

Forslag till

disposition:

Balanseras i ny 4326 197

rékning
4326 197

Betriffande bolagets resultat och stéllning i Svrigt hinvisas till efterféljande resultat- och
balansrakningar med tillhérande tillaggsupplysningar.
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RESULTATRAKNING

Belopp i kronor

Rorelseintikter, lagerférandringar m.m.
Nettoomsdattning
Ovriga rorelseintakter

Summa rorelseintdkter, lagerforandringar m.m.

Rorelsekostnader
Varukostnader

Ovriga externa kostnader
Summa rérelsekostnader

Rorelseresultat
Finansiella poster

Ranteintdkter och liknande resultatposter
Rantekostnader och liknande resultatposter

Summa finansiella poster
Resultat efter finansiella poster

Bokslutsdispositioner
Resultat fore skatt

Skatt pa arets resultat

Arets resultat

2024-01-01
Not 2024-12-31

498 207
0
498 207

-9111

2 -752 596
-762 694

-264 487

58 950
-108 312

-49 362

-313 489

277 436
0

0

-36 413

S Sida4av8 —

2023-01-01
2023-12-31

406 693
0
406 693

0

-427 738
-427 738
-21 045

12450
-1 049

11401

-9 644

-51426

-61 070
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BALANSRAKNING

Belopp i kronor Not
TILLGANGAR

Anlaggningstillgdngar
Byggnader och Mark 3
Summa Materiella anléiggningstillgdngar

Finansiella anléiggningstillgdngar
Andelar i koncernforetag
Andelar i intresseféretag 4
Langfristig fordran hos koncernbolag

Summa Finansiella anlidggningstillgdngar

=Y

Summa Anliggningstillgangar

Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar

Fordringar hos koncernféretag

Ovriga fordringar

Forutbetalda kostnader och upplupna intakter
Summa kortfristiga fordringar

Kassa och bank
Kassa och bank
Summa kassa och bank

Summa omséttningstiligdngar

SUMMA TILLGANGAR

=—— Sida5av8

2024-12-31

1250000
1 250 000

3285 500

73745
1784501
5143746

6 393 746

97 500
277 436
19715
58 800
453 451

2150534

2150534

2 603 985

8 997 731

2023-12-31

1 250 000
1250 000

3285500

73745
1784501
5143 746

6 393 746

62 500
30500
1124
59787
153 911

164 544

164 544

318455

6712 201
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BALANSRAKNING

Belopp i kronor
EGET KAPITAL OCH SKULDER
Eget kapital

Bundet eget kapital
Aktiekapital
Reservfond

Summa bundet kapital

Fritt eget kapital
Balanserat resultat
Arets resultat
Summa fritt kapital

Summa eget kapital

Kortfristiga skulder

Skulder till Kreditinstitut

Leverantdrsskulder

Skulder till koncernforetag

Skulder till intresseféretag

Skatteskulder

Ovriga skulder

Upplupna kostnader och férutbetalda intdkter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

- Sida6av8

2024-12-31

100 000
3900
103 900

4362610
-36413
4326 197

4430 097

4200 000
1858
51426
24745

0

139 506
150 099
4567 634

8997 731

2023-12-31

100 000
3900
103 900

4423 680
-61 070
4361610

4 466 510

0

45

901 426
1275370
0

0

68 850

2 245 691

6712 201
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NOTER
Not 1 REDOVISNINGSPRINCIPER
Arsredovisningen har upprittats i enlighet med Arsredovisningslagen och
Bokféringsndmndens allmanna rad BFNAR 2016:10 Arsredovisning i mindre féretag.
Definition av nyckeltal
Nettoomsiéittning
Rorelsens huvudintikter, fakturerade kostnader, sidointikter samt
intdktskorrigeringar.
Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader, men fére extraordinéra intikter och
kostnader.
Soliditet
Eget kapital i forhallande till balansomslutningen
Not 2 Medeltalet anstillda
Bolaget har inte haft nagra anstillda och nagra léner har ej utbetalats.
Not 3 Byggnader och Mark
2024-12-31 2023-12-31
Ingaende anskaffningsvirde 1250000 0
Inkép 1250 000
Utgdende ackumulerande anskaffningsvirde 1250000 1 250 000
Not 4 Andelar i Koncern och intresseforetag
Namn Kapitalandel Réstrittsandel Antal andelar Bokfért viirde
Harndsands Naringsliv AB 49 % 419% 490 73745
Technichus i Mittsverige AB 100 % 100 % 14 000 1
Restore i Hoga kusten AB 100 % 100 % 500 900 000
Skeppet 5&6 AB 100 % 100 % 25 000 2 385 499
Summa 3 359 245
Org.nr Site  Eget kapital* Arets
resultat*
Skeppet 5&6 AB 559417-4525 Harnésand 44 509 0
Harndsands Naringsliv AB 556550-5970 Harnésand 56 965 -15044
Technichus i Mittsverige AB 556558-7242 Harndsand 4 605 292 110578
Restore i Héga kusten AB 559370-7473 Harnésand 202 871 105 370

*Fran senast faststallda drsredovisning. Kapital och resultat &r motsvarande bolagets dgarandel.

Bolaget har givit ett villkorat aktiedgartillskott mot revers till Hirnésands Niringsliv AB p& 24 745
kronor samt ett villkorat aktiedgartillskott till Restore i Hoga kusten AB p3 850 000 kronor.
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Not 4 Stéllda sdkerheter och eventualférpliktelser
Stallda sdkerheter Inga
Eventualforpliktelser Inga

Harnosand 2025-

Knapp Britta Thyr

Min revisionsberattelse har lamnats den

Rikard Grundin
Auktoriserad revisor
Ernst & Young AB

—— Sida8av8 —
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Overenskommelse om upphavande av kdpekontrakt
m.m.

Parter
Invest i Hirmdsand AB, org nr: 556127-2633
¢/o HEMAB
Box 304
871 26 Harnésand
Kontakt: Hanna Viklund, 0611-348117
Andel: 1/1

Hans Vesterlund, personnr: 560410-7812
Tjarnsjo 135
871 91 Harndsand
Kontakt: Hans Vesterlund, 070-593 90 73
Andel: 1/1

Ovanstiende parter éir éverens om foljande:

Upphiivande av kopekontrakt

Ovanstaende parter har den 2024-04-30 undertecknat kdpekontrakt gillande del av
fastigheten Hdmdsand Tjamsj6 3:2, se bilaga 1. Parterna ir verens om att
kdpekontraktet upphévs i sin helhet och att det ersétts av en ansdkan och
overenskommelse om fastighetsreglering, bilaga 2.

I den ersittning som parterna kommit Gverens om ingr en ersittning om 20 000 kr
for att séljaren ska kunna anligga en korvig fran skogen ut till Higgdéngersviigen,

Jaktriitt

Hans Vesterholm far behalla jaktritten pd det markomrade han séljer till Invest i
Hirndsand AB i 10 &r fran tilltradesdagen. Om ndgon form av verksamhet etableras
pa det aktuella omradet eller om markomrédet byter fgare upphor jaktritten for
séljaren. Det aktuella markomréidet framgdr av ans6kan och éverenskommelse om
fastighetsreglering, bilaga 2.





Invest i Harndsand AB

Avtalsexemplar

Underskrift

Bilaga 1
Bilaga 2

Sida
2(2)

Denna 6verenskommelse har upprittats i tva likalydande exemplar,
varav parterna tagit vardera och ett som ingér i lantméteriférréttningen.

Datum S Datum

Hiindsand Tjdrnsj6 3:2 B Makas me&giw_/ande -
Hans Vesterlund Karin Vesterlund

Datum

Himdsand Tjéarnsjo 3:24
Invest i Hirnésand AB
Uno Jonsson

Kdpekontrakt daterat 2024-04-30

Ansdkan och 6verenskommelse om fastighetsreglering
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Ansdkan och 6verenskommelse om fastighetsreglering
Komplettering till drende Y2476
Denna ansdkan ersitter tidigare inskickad ansékan i direndet géillande nedanstiende
fastigheter.
Undertecknade anséker harmed om fastighetsreglering berdrande fastigheterna Hiirnésand
Tjirnsjé 3:24 och Hirnésand Tjirnsjo 3:2
Fastighetsregleringen ska ske enligt denna Gverenskommelse och bifogad kartbilaga.
Fast egendom Hiirndsand Tjiirnsjo 3:24
och part Agare: Invest i Himosand AB, org nr: 556127-2633
c/o HEMAB
Box 304
871 26 Héarndsand
Kontakt: Hanna Viklund, 0611-348117
Andel: 1/1
Hiirnésand Tjérnsjo 3:2
Agare: Hans Vesterlund, personnr: 560410-7812
Tjérnsjo 135
871 91 Harnbsand
Kontakt: Hans Vesterlund, 070-593 90 73
Andel: 111
Overenskommelse Genom fastighetsreglering ska del av fastigheten HirnGsand Tjérnsj

3:2 dverforas till fastigheten Hirndsand Tjdmsjo 3:24. Det aktuella
markomradet framgar av bifogad karta, bilaga 1.

Andamil Det aktuella omradet &r utpekat som utvecklingsomréde for
industridndamal i Harnésands kommuns dversiktsplan. Koparen Invest
1 Himdsand AB ér ett kommunaldgt bolag som forvéarvar mark for att
planldgga for industriindamal. Invest i Hirmdsand AB har erhallit
positivt planbesked, och planarbetet har pabérjats.

Ersiittning Agaren till Himdsand Tjams;jé 3:24, skall betala 2 820 000 kr till
dgaren av Harndsand Tjarnsjo 3:2. Erséttningen ska erlédggas senast 30
dagar efter att forrattningen vunnit laga kraft.
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Tilltride

Sida
2(2)

Tilltréde sker nér forrattningen vunnit laga kraft.

Forrittningskostnader Kostnaden for fastighetsregleringen ska betalas av dgaren till

Ovrigt

Aktmottagare

Avtalsexemplar

Underskrift

Harndsand Tjdmsjo 3:24, Invest 1 Harmdsand AB.

Séljaren forbinder sig att inte avverka skog eller upplata
avverkningsritter pa fastigheten fran denna dag. Séljaren garanterar att
det inte finns ndgra avverkningsritter som belastar det aktuella
omrédet.

Pa fastigheten finns belastande skogsfingsservitut enligt siljaren.
Servitutet ar inte inskrivet i fastighetsregistret. Parterna ansoker om att
upphéva de skogsfidngservitut som belastar fastigheten. Kostnaden till
f6ljd av detta ska fordelas enligt den produktiva skogsarealen pa
Térns;jo 3:2 for kopares respektive séljares del.

Kopia av de slutliga forrattningshandlingama (akten) ska skickas till:
Invest i Hamosand AB och Hans Vesterlund.

Denna &verenskommelse har upprittats i tre likalydande exemplar,
varav parterna tagit vardera och ett som ingér i lantméteriforrittningen.

Datum Datum

Hémésand Tjﬁmsjg 3:2 Makas medgivande_
Hans Vesterlund Karin Vesterlund

Datum

Hérnésand Tjarnsjo 3:24
Invest i Hirndsand AB
Uno Jonsson
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1(2)
Ansékan och 6verenskommelse om fastighetsreglering
Komplettering till drende Y2476
Denna ansikan ersitter tidigare inskickad ansékan i direndet giillande nedanstiende
fastigheter.
Undertecknade ansoker hirmed om fastighetsreglering berérande fastigheterna Hirndsand
Tjéirnsjo 3:24 och Hirndsand Tjirnsjo 3:2
Fastighetsregleringen ska ske enligt denna 6verenskommelse och bifogad kartbilaga.
Fast egendom Hirndsand Tjirnsjo 3:24
och part Agare: Invest i Hiarndsand AB, org nr: 556127-2633
¢/o HEMAB
Box 304
871 26 Hérnbsand
Kontakt: Hanna Viklund, 0611-348117
Andel: 1/1
Hirndsand Tjirnsjo 3:2
Agare: Hans Vesterlund, personnr: 560410-7812
Tjamsjo 135
871 91 Hérndsand
Kontakt: Hans Vesterlund, 070-593 90 73
Andel: 1/1
Overenskommelse Genom fastighetsreglering ska del av fastigheten Harngsand Tjérnsjo

3:2 dverforas till fastigheten Himdsand Tjamsjo 3:24. Det aktuella
markomridet framgér av bifogad karta, bilaga 1.

Andamil Det aktuella omradet ér utpekat som utvecklingsomrade for
industriindama! i Himésands kommuns &versiktsplan. K6paren Invest
1 Himo6sand AB ir ett kommunalégt bolag som forvarvar mark for att
planldgga for industridndamal. Invest i Hirnésand AB har erhallit
positivt planbesked, och planarbetet har paborjats.

Ersiittning Agaren till Himésand Tjamnsjo 3:24, skall betala 2 820 000 kr till
dgaren av Harndsand Tjdrnsjd 3:2. Erséttningen ska erléiggas senast 30
dagar efter att forréttningen vunnit laga kraft.





-

Invest i Harndsand AB

Tilltriide

Sida
2(2)

Tilltréde sker nér forrdttningen vunnit laga kraft.

Forrittningskostnader Kostnaden for fastighetsregleringen ska betalas av dgaren till

Ovrigt

Aktmottagare

Avtalsexemplar

Underskrift

Hémdsand Tjarnsj6 3:24, Invest i Hirndsand AB.

Séljaren forbinder sig att inte avverka skog eller upplata
avverkningsritter p fastigheten frdn denna dag. Sdljaren garanterar att
det inte finns nagra avverkningsrétter som belastar det aktuella
omradet.

Pa fastigheten finns belastande skogsfdngsservitut enligt siljaren.
Servitutet ar inte inskrivet i fastighetsregistret. Parterna anséker om att
upphéva de skogsfangservitut som belastar fastigheten. Kostnaden till
foljd av detta ska fordelas enligt den produktiva skogsarealen pé
Témsjo 3:2 for kbpares respektive séljares del.

Kopia av de slutliga forrattningshandlingarna (akten) ska skickas till:
Invest i Hirnésand AB och Hans Vesterlund.

Denna éverenskommelse har uppréttats i tre likalydande exemplar,
varav parterna tagit vardera och ett som ingér i lantméteriférréttningen.

Datum Datum o
Héarndsand Tjérnsj6 3:2 Makas medgivande -
Hans Vesterlund Karin Vesterlund

Datum

Hirndsand Tjémnsjo 3:24
Invest i Harndsand AB
Uno Jonsson
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Protokoll nr 3:2025 fran styrelseméte i Invest i Hirnsand AB 2025-04-01

Plats: per capsulam
Datum: 2025-04-01

Narvarande: Franvarande:
Andreas Sjélander (Ordférande) Hans Rosengren
Knapp Britta Thyr Rosmarie Sandin

Helena Elfvendal
Christina Lindberg

Uno Jonsson, VD
Information:

§ 1. Métets 6ppnande
Ordférande Andreas Sj6lander 6ppnade dagens mote.

§2 Val av sekreterare
Beslutades:
att utse Uno Jonsson till stdndig sekreterare for bolaget.

§3 Val av justeringsledamot
Beslutades:
Samtliga ledaméter.

§4 Revers

Dotterbolaget Restore i Hga Kusten AB behéver kortsiktigt 1ana av Invest for att
hantera likviditeten. Lanet pa 250 000 kr forfaller till betalning senast 2025-05-30.

Beslutades:
- Att uppdra till VD att for Invests rikning underteckna utstilld revers

Justeras:
Samtliga ledaméter:

Andreas Sjolander (Ordférande)
Knapp Britta Thyr

Helena Elfvendal

Christina Lindberg





REVERS 2024-04-01

Re:Store i Hoga Kusten AB orgnr: 559370-7473, l3nar 250.000kr av Invest i Hirnésand AB orgnr:
556127-2633.

Detta lan forfaller till betalning senast 2025-05-30- eller nir Re:store i Hoégakusten AB erhaller 1&n
fran Kl finans.

Lanet Iper utan rénta till och med 2025-05-30

Harndsand 2025-04-01

Linda Thorén Uno Jonsson

Restore i Hoga Kusten AB Invest i Hdarnésand AB

Bildgg protokollet for beslutet.

S






Protokoll nr 3:2025 fran styrelseméte i Invest i Harnésand AB 2025-04-10

Plats: Sambiblioteket van 4
Datum: 2025-04-10

Narvarande: Franvarande:
Andreas Sjdlander (Ordférande) Helena Elfvendal
Britta Thyr Hans Rosengren

Christina Lindberg
Rosmarie Sandin

Uno Jonsson, VD
Cecilia Onselius och Mikael Pettersson

§ 1. Motets 6ppnande
Ordférande Andreas Sj6lander halsade alla vilkommen och 6ppnade dagens mote.

§ 2. Val av sekreterare

Beslutades:
att utse Uno Jonsson att skriva dagens protokoll.

§ 3. Val av justeringsledamot

Beslutades: att Rosmarie Sandin jamte ordférande justerar dagens protokoll.

§ 4. Genomgang av prel. resultat 2025-03-31

VD rapporterar om resultat per 2025-03-31.

Beslutades: att ldgga informationen till handlingarna.

§ 5. Genomgang av prognos fér 2025

VD visar foreslagen prognos per 2025-12-31, kostnaderna kommer framst att besta av
planarbetet for fastigheterna i Antjarn samt naringslivsprojekt. Det &r dock fortfarande oklart hur
mycket vi kommer att kunna upparbeta géllande detaljplan Antjarn, detta beror frimst pa
Lantméteriets hantering.

Beslutat: att stélla sig bakom prognosen

§ 6. Utveckling av industriomrade Antjarn

Mikael Pettersson redogér for utvecklingsarbetet géllande Antjamn, viktigt att vi tar fram en vision
for omradet som kommer att visa vilken typ av verksamhet som &r lampligt for industriomradet.
Vi kommer att dela utredningskostnaderna med Motorbanan, fordelningen bygger pa
markinnehav. Vi véntar pd Lantméteriet for att fa klart det sista gallande forrattningarna pa de

fastigheter vi har forvarvat.

Beslut: att VD far i uppdrag att paborja arbetet med visionsprogrammet och aterrapportera
arbetet i september.





§ 7. Rapport fran bolagen
- Restore
Restore har lanat 250 tkr av Invest for att klara likviditeten fram till slutet av maij.
Bra besGksvolymer i butiken men forséaljningsvolymen maste upp.
- Technichus
Styrelsen har tagit det av Technichus senaste styrelseprotokoll.
- Skeppet
Styrelseméte i Skeppet 5 & 6 AB har genomférts i anslutning till detta
styrelsemdéte.

§ 8. Verksamhet
Inget &vrigt fran verksamheten.

§ 9. Ovriga fragor

Beslutades: att VD i far i uppdrag att sakerstélla att rutiner finns for koncernen sa att
styrelseprotokollen fran styrelsemotena kontinuerligt skickas till kommunstyrelsen.

att VD far i uppdrag att bjuda in lekmannarevisorerna till nésta styrelsefdrmiddag.

Ordférande avslutade métet

Andreas Sjolander

Ordférande
Uno Jonsson Rosmarie Sandin
Sekreterare Justerare

Beslutsunderlag:
- Resuiltat inkl. prognos





INVEST, prognos 1 2025

WINVEST Budget Utfall Prognos |Summa helér
2025-03-31 0401-1231
0
|INTAKTER 400 65 508 573
Skattekonstuler 65 65
1N5ringsliv 508 508
Kostnader 903 211 903 1114
390
513

Néringsliv 6 485 490
Lantmiteriet 55 70 125
Plankonsulter 300 300
Fortnox 2 5 7
Revision 71 25 96
Redovisning 27 27
Ovrigt 4 10 14
Styrelse/revisions-arvoden 47 8 55
Réntor 170 40 130 170
Avskrivningar 0 0 0 0
RESULTAT -673 -186 -525 -711







Protokoll nr 3:2025 fran styrelseméte i Skeppet 5 & 6 AB
Plats: Medvind Sambiblioteket van 4

Datum: 2025-04-10

Nérvarande: Franvarande:
Andreas Sjolander (Ordférande)

Christina Lindberg

Knapp Britta Thyr
Rosmarie Sandin

Uno Jonsson, VD
Cecilia Onselius
§ 1. Motets 6ppnande

Ordférande Andreas Sjélander hilsade alla valkommen.

§ 2. Val av sekreterare
Beslutades: att utse Uno Jonsson att skriva dagens protokoll.

§ 3. Val av justeringsiedamot

Beslutades: att Christina Lindberg jamte ordférande justerar dagens protokoll.

§ 4. Genomgang av resultat for 2025-03-31
VD rapporterar om arets resultat och drift per 2025-03-31

Forslag till beslutat: att Iagga informationen till handlingarna.
§ 5. Godkédnnande av prognos 2025-12-31

VD redovisar foreslagen prognos per 2025-12-31.

Forslag till beslut: att stalla sig bakom prognosen

§ 6. Verksamhet

Lokalen ar fortsatt uthyrd.

§ 7. Ovriga fragor

Inga 6vriga fragor.

Ordférande avslutade métet.

Andreas Sjblander
Ordférande

2024-04-10





Uno Jonsson Christina Lindberg
Sekreterare Justerare

Resultat 2025-03-31 inkl prognos 2025-12-31





Skeppet, prognos 1 2025

INVEST Budget Utfall Prognos  |Summa helér
2025-03-31 0401-1231
0
INTAKTER 413 211 195 406
0
Kostnader 265 14 273 287
265

Detaljplan 200 200
|Fastighetsskatt 6 4 10
Forsdkring 5 5
Revision 6 40 46
|Redovisning 1 14 15
Ovrigt 1 10 11
Styrelse/revisions-arvoden 0
Réntor 0 0 0 0
Avskrivningar 57 14 43 57
RESULTAT 91 183 -121 62
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                    Intygande och samtycke
                
                 
                     
                        Med min signatur godkänner jag innehållet och alla datum i följande dokument, som identifieras av en dokumentnyckel och sitt kryptografiska hashvärde.
                    
                     
                        Jag godkänner att  mitt fullständiga namn,  min IP-adress och  mitt offentliga certifikat sparas och lagras digitalt i syfte att bevisa signaturens giltighet.                    
                     
                        Informationen inbäddas i signaturen och kommer att finnas tillgänglig för alla som har åtkomst till det signerade materialet.
                    
                     
                        Med min signatur godkänner jag det slutanvändaravtal (EULA) som gäller vid tiden för användningen av Penneo Digital signeringsplattform:  https://penneo.com/eula                    
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                                    Jag signerar dokumentet " "                                

                                 
                                                                                                             -  
                                            på uppdrag av    
                                            som  
                                

                                 
                                     
                                        Dokumentnyckel:  
                                    
                                     
                                        Dokumentets kryptografiska hashvärde  :  
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